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Purpose

Report progress of the A-123 implementation.
Provide the yearly Assurance Statement and Report

Key Activities

e Develop and submit Quarterly Reports
e Develop and submit annual assurance
Understand reporting criteria

Required Templates

AART Tool Suite

Quarterly Report (Form & Content)
Implementation Plan

Assurance Report (Form & Content)




Quick Start Guide 6 —
Reporting and Assurance Prep

The examples throughout these guides are based on a Procure to Pay (P2P) process cycle

% scenario, within a government agency. The business cycle from Requisitioning goods and
services through to Payment of invoices is used to exemplify process risks and controls, as
well as entity risks and controls within a large organization.

End note references indicate more detailed information is provided at the end of the guide.

DOCUMENT LEGEND

%} AART Input
Note box |AART| Color schemes

% indicate tab entry

@ Requirements box —

e
i Detailed

) A-123 Detailed Documentation
Tlp box Documentation Requirements
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INTRO

OBJECTIVE

Provide SrAT, CFO, and oversight organizations with an ongoing report of A-123
Implementation progress, as well as, the necessary information to respond to OMB
requests. A fixed schedule for all reporting entities has been established and is
published in the FYO7 Annual Guidance.

Out of cycle reporting may be required to support external reporting requirements or
senior management needs.

QUARTERLY REPORTING

Field Offices will be required to consolidate (i.e., “roll-up™) all Site AART data as part
of the Field Office reporting requirements.

LPSOs, Corporate Departments and Field Offices will be required to submit a
quarterly reporting packet that includes:

e  Transmittal Memorandum

. Quarterly Report

. Current Implementation plan
. Corrective Action Plan(s)

e  AART Tool Suites for the reporting unit — NOTE: Field Offices MUST also submit all Site
AART Tool Suites

Once submitted, both qualitative and quantitative quarterly reviews will be
conducted by the A-123 Project Management Team (PMT) on the reporting packets
and the PMT will provide timely feedback to the reporting entities.

OUT OF CYCLE REPORTING

PMT will provide specific guidance as needed.

YEAR END ASSURANCE REPORTING

All data captured in the AART Tool Suite is the foundation for developing the annual
Secretarial assurance statement required by OMB A-123, Appendix A.

The Assurance functionality of the AART Tool Suite facilitates a methodological and
disciplined approach, as documented in this guide, to ensure consistency across all
DOE reporting elements and effective support of the Secretarial assurance
statement.

% Two separate year end reports will be required (i.e., preliminary and final).
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Quarterly Reporting

&

A.

1.

AART]
N

Rollup AART

AART
e

Rollup AART

[FO Only] Consolidate Site data in the Rollup AART

All Federal Field elements, as well as LPSOs and Corporate Departments, must report
auarterlv.

Validate that the names of the Sites are current and complete on the

Rollup AART tab.

Click the “Import” button to import the AART data for a specified Site.

AART: Rollup

Select View: ’W‘ HELP

XTI 4.0

Chicago

Chicago-Rollup

Chicago Argonne National Lal

Import ‘

Brookhaven National
Lab

Import ‘

Fermi National
Accelerator Lab

Import ‘

FO CH

FO-CH

CH

FNL

Attester|

Tom Foley, CFO

Tom Foley, CFO

Material Account Acct Status
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Balance Sheet

Intragovernmental Fund Balance
with Treasury

R

o

6|6

5|6 6|6

Intragovernmental Regulatory
Assets

Accounts Receivable, Net

Nuclear Materials

Strategic Petroleum and Northeast
Home Heating Oil Reserve

General Property, Plant and

Regulatory Assets

Other non-intragovernmental assets

debt

Intragovernmental appropriated
capital owned

Accounts Payable

Debt

Deferred Revenue and other credits

Liabilities 5
Pension and other actuarial
liabilities ‘
Other liabilities 5
Contingencies and commitments__|

Open

Look in:

&

My Recent
Documents

-
bt
58
My Computer
o
My Nebwark
Flaces

|3 FYO7 AARTs

L Fy07 AnL.xls
EFv07 BAPL.xbs
B Fv7 BHL xls
vz BRA.ds
EFvo7 CH.ds
) Fvo7 EMCBC s
EFvo7 ETTR. ks
B Fvo7 FER.ds

B FvD7 AL s
EFvo7 GFO.xs
B Fvo7 KaPL.xls
EFvo7 K s

B Fvo7 LaNL.xls
EFvo7 LENL. s
B Fvo7 LML, s

File name:

Files of bype:

EdFro7 NaFo. s
EFyvo7 NETL s
Ed)Fro7 NREL.xls
B Fro7 NTS.xls
EFyvo7 oR s
EHrvo7 orISE xls
EFvo7 ORKL.xs
Edrvo7 pro.xds
BP0 prunL s
Ed)Fro7 PRRL.xs
EHrvo7 px.xls
EFvo7 ALFO. s
B rro7 sepa.ds
EFvo7 sLac.ds
EdFro7 snFo.xs

Excel Files (*.ds)

b @'J"QX_JE'TDO\_Sv

B Fyo7 SML xls
EFvov sPr.xds
EFyo7 sPRO.xls
Ervo7 sRFO.xls
EFYO7 TIMAF. s
EHFvor UPOR.xls
B Fvov wapa xis
B Fyo7 WiPP.xs
B Fvor wiv.xls
EFvo7 viz.xls
EFvor vmp.xs

RIx

Cancel

3. Select the respective Site AART file to be imported and click “Open”.
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4. Validate that the site data was appropriately imported for the selected
location.

AART: Rollup I 4.0)

Select View: | Selectview HELP‘

Chicago Import Import

Brookhaven National

Chicago-Rollup Chicago Argonne National Lab) et

FO CH FO-CH CH ANL BNL

Attester| Tom Foley, CFO Tom Foley, CFO Michael Bartos, CFO

RM

a
Material Account Acct Status <

MR
aldl o I81E

[Balance Sheet

Intragovernmental Fund Balance
with Treasury

-3

516 66.656

Intragovernmental it

Intragovernmental Regulatory
Assets

Accounts Receivable, Net

Home Heating Oil Reserve

6
General Property, Plant and 6
Equipment

Nuclear Materials 6
Strategic Petroleum and Northeast

Regulatory Assets

Other non-intragovernmental assets

Intragovernmental debt

Intragovernmental appropriated
capital owned

Accounts Payable 6 6 |16([6 6
Debt |

Deferred Revenue and other cremts‘

Environmental Liabilities 5 6|5]6 6 6[5]6
Pension and other actuarial 6

liabilities

%% The AART will automatically roll up the ratings from the various sites and show the
aggregate impact on the Field Office Material Accounts in the Account Status column?
Rollup AART tab.

5. Repeat for all Sites under your cognizance. This will consolidate the
quarterly site AART data into the Rollup AART.

Page 5 of 23
Guide 6 — Reporting and Assurance Prep Version 4 - November 2006



Quick Start Guide 6 —
Reporting and Assurance Prep

B. Prepare for Quarterly Reporting Submission

1. Review Local/Rollup AARTs for completeness and quality

a. Validate proper incorporation of applicable Local AART data from the sites into the
Rollup AART for completeness and correctness.

b. Perform QA on the local AART for elements under your cognizance to ensure quality
submission to PMT.

@ The field element is accountable for the quality of all data submitted by the Sites under your
cognizance.

i) Review progress metrics in the statistics tab? of the AART (%
Completion, planned vs. actual progress, results, areas of remediation,
assessment of deficient areas)

ii) Spot check of data

. Completeness and quality of Risk statements and control
statement in the Control Sets

. Completeness and quality of test information capture in the AART.
. Incorporation and reasonableness of Rationale for ratings

. Recording of documentation location — to be used to calculate
metrics on completion of Documenting phase.

2. Complete the Oversight tab in the Rollup AART.

An oversight tab has been incorporated in the Rollup AART beginning in FYO7.
Cognizant Field Offices and LPSOs should review the questions stated in the tab and
answer them based on their current status regarding addressing those issues. Where
they cannot answer affirmatively, they should record a “NO” and remediate the issue.
The oversight guide will provide more complete guidance on performing ongoing
oversight activities.

3. Review and complete the Quarterly Report utilizing the standard Form
and Content provided on the DOE A-123 website.

4. Update the Implementation Plan based on the standard form and
content available on the DOE A-123 website.

Page 6 of 23
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C. Submit Quarterly Report
1. Develop your transmittal memorandum.

2. Compile your Quarterly Submission packet. It needs to include:

a. Transmittal memo (signed by the head of the Departmental Element or delegated
official. Any delegation must be documented and included as part of the submission
packet)

b. Completed Quarterly Report

c. Updated Implementation Plan (if changed significantly; indicate if an
Implementation Plan is not being submitted)

d. Corrective Action Plan(s)
e. AART Tool Suite for the reporting unit
f.  [FO Only] All AARTSs for the elements under your cognizance

3. Review the Reporting and Assurance Flow below and submit the
Quarterly Submission packet as follows:

Secretary
z T
=)
o DICARC
()
[S]
E T
o pasmsassany CFO
> A 2
9]
] A123 SrAT &
< Proj Mgmt Team | < LPSO
] —
(o))
o
=]
=
[e]
o Field Office
[J)
o Corporate
Departments
Site

Legend

==l Assurance Flow

%% Reporting Flow

EIELD OFFICES
a. Send a copy to the Lead Program Secretarial Office (LPSO)

b. Send carbon copy to other Secretarial Offices that provide significant funding to the
Site.

c. Send carbon copy to the Headquarters Office of the Chief Financial Officer / Office of
Internal Review, and a copy to the A-123 PMT at A-123Helpdesk@hqg.doe.gov.

LPSO/CD

d. Send a copy to the Chief Financial Officer (CFO) with a carbon copy to the
Headquarters Office of the Chief Financial Officer / Office of Internal Review.

e. Send a carbon copy to the A-123 PMT at A-123Helpdesk@hqg.doe.gov.

Reporting packages can be submitted exclusively via e-mail, with electronic versions of the
packet acceptable in their native software formats (Word or Excel), except for the signed
transmittal memo which must be in PDF format.

4. Refer to FYO7 Annual Guidance for the reporting date deadlines.
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YEAR END ASSURANCE REPORTING

D. Identify process deficiencies and impacts to the respective
material accounts

1. Click on “EXTRACT” button on the Assurance Local tab. Data will
AART automatically be populated with any process rated on the local AART

with a rating of 3 or 4.
_—

Assurance Local AART - Assurance Local !
FO Code |TST !
Date | _ CLEAR ALL

R
aterial Account Process Nature of Deficiency Potential Impact Descriptior
tragovernmental Fund
alance with Treasury
peneral Property, Plant and

FBWT

Inventory Management

ccounts Payable

If there is data in the Assurance Local tab, click on the CLEAR ALL button prior to extracting
the current assurance data to remove all values.

2. If there are no deficiencies found on the Local AART, a confirmation will
appear. Click OK to close the box and the Assurance Local tool will be
automatically populated with the phrase “No Deficiencies” and the
Location Code.

AART - Assurance Local

Select View: | Selectview  v|  HELP X TRACT
FO Code TST

Date CLEAR ALL
Attester Shoshi Geller

Microsoft Excel

li There are no deficiencies, please confirm accuracy.

Process Site

Rating

3. If you have deficient processes they will automatically be populated in
the Assurance Local tab of the AART. Review the list for completeness.
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Example:

Quick Start Guide 6 —
Reporting and Assurance Prep

4. Assess the Nature of Deficiency. Consider the following:

A brief description of the control(s) that are not working effectively.
The key risk(s) that the control is designed to mitigate.
Summary of test results that identified the deficiency (if applicable).

Whether other key controls to offset the same risk were present and working
effectively to mitigate the risk

20 o

e. Whether there are any known instances where the control failures resulted in the
risk actually occurring

f.  Whether there are any detective controls designed to identify problems after a risk
may have occurred

Material Account: Accounts Payable Process: Payable Management

Nature of Deficiency:

AART
=

Assurance Local

Key controls related to obtaining approving official signatures on commercial invoices
prior to payment were not working effectively. There are three primary controls to
ensure that over/underpayments on commercial invoices are not made due to lack of
knowledge by the payment technician regarding whether charges are valid. Testing
revealed systemic failure in all three key controls. In addition, follow-up work revealed
that 20 of the 20 failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly erroneous payment reviews
failed to detect these errors.

Use Nature of Deficiency column to provide a brief description of the
nature of the deficiency. While brief, the narrative should be descriptive
enough to provide the reader with a firm understanding of the problem.
A more complete description should be included in the Detailed A-123
Documentation.

AART - Assurance Local 4.0
few: ] HELP
Select View: | Selectview = EXTRACT
FO Code TST
Date : CLEAR ALL ‘
Attester Shoshi Geller
Material Account Process Site l Nature of Deficiency

Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively.
There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to
lack of knowledge by the payment technician regarding whether

Accounts Payable Payable Management ST charges are valid. Testing revealed systemic failure in all three key
controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors.
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6. Assess the Potential Impact of the process deficiencies on the affected
Material Account(s). Considerations may include:

a. The nature of risk the control was designed to offset (e.g., a risk related to
compliance with laws and regulations may not result in an actual impact on
accounts)

b. The results of testing (e.g., severity of test failures - did all or some controls to
offset the risk fail, etc.)

c. Whether the risk actually occurred as a result of the control failures (e.g., If one
control over invoice approval failed, was the correct amount ultimately paid.)

d. Results of additional testing (Note: Sites may opt to perform additional testing to
get a better sense of how wide-spread the issue may be and how it might impact
accounts.)

e. The original likelihood and impact ratings at the risk and control set level

f. Relative exposure (e.g., dollar amount and number of transaction affected by the
control)

g. Whether all transactions/dollars may be effected equally or have the same likelihood
and impact of occurrence (e.g., would the nature of an invoice approval control
failure indicate that federal invoices are impacted differently than commercial
invoices?)

h. Potential impact on the core financial reporting assertions (PERCV)

i. Potential impact of any entity level control issues that may increase the impact of
the deficiency

j. Level of automation in the controls or lack thereof

k. Existence of backup controls that were known to be working effectively, whether
originally considered key controls or not

. Other criteria the site believes are important to its assessment

Example:

Material Account: Accounts Payable Process: Payable Management
Nature of Deficiency:

Key controls related to obtaining approving official signatures on commercial invoices
prior to payment were not working effectively. There are three primary controls to
ensure that over/underpayments on commercial are not made due to lack of knowledge
by the payment technician regarding whether charges are valid. Testing revealed
systemic failure in all three key controls. In addition, follow-up work revealed that, 20
of the 20 failures noted resulted in over/underpayments being made. In addition, post
payment detective controls, such as quarterly erroneous payment reviews failed to
detect these errors.

Potential Significant Impact

The control deficiency could potentially result in significant over/underpayments. Factors
contributing to this determination include: the systemic failure of primary and backup
controls; the number of actual over/under payments identified as a result of the failures
during testing; the failure of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under payments; and other factors.

Potential Insignificant Impact

The control deficiency could potentially result in significant non-compliance with laws and
regulations. However, occurrence of this risk has no direct impact on account balances.
Factors contributing to this determination include: the nature of the risk the control was
designed to offset; the results of testing, which identified systemic control failures and
actual instances of failure to comply with requlations.

Page 10 of 23
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7. Record the Potential Impact summary and rationale for each Process by
Material Account. While brief, the narrative should be descriptive
enough to provide the reader with a firm understanding of the impact
that could result from the control deficiency. A more complete
description should be included in the Detailed A-123 Documentation.

Assurance Local

AART - Assurance Local =DM 4.0
e HELP

Select View: Select view hd ‘ EXTRACT ‘

FO Code TST _

pate CLEAR ALL ‘

Attester Shoshi Geller

i) g
2
Material Account Process site | & Nature of Deficiency Potential Impact Description
ey controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectivelyllf The control deficiency could potentially resut in significant
[ There are three primary controls to ensure that Factors ing to this
over/underpayments on commercial invoices are not made due toffdetermination include: the systemic failure of primary and
lack of knowledge by the payment technician regarding whether [lfbackup controls; the number of actual over/under payments
Accounts Payable Payable Management ST charges are valid. Testing revealed systemic failure in all three kiflidentified as a result of the failures during testing; the failure

of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under
[payments; and other factors.

controls. I addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors.

8. Fill in Supporting Documentation and CAP Reference(s). These should
AART include:

a. Detailed documentation to provide more detail for the rationale

b. Corrective Action Plan location
c. CAP number(s)

Assurance Local

AART - Assurance Local O 4.0
Select View: Select view - HELP EXTRACT
FO Code TST
Date CLEAR ALL ‘
Attester Shoshi Geller
o x| 2
£ CAP
Material Account Process site | & |Potential Impact Description Supporting D References
The control deficiency could potentially result in significf
over/underpayments. Factors contributing to this
determination include: the systemic failure of primary al
backup controls; the number of actual over/under paymiilits §
Accounts Payable Payable Management TST {denified as a result of the failures during testing; the Tfire Dean's office filing cabinet CAP-TST-1, CAP-TST-2
of post payment detective controls to identify the proble
the high inherent likelihood and impact for over/under
payments; and other factors.
Documentation must be readily accessible and be made available upon request for
validation purposes.

Page 11 of 23
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E. Aggregate Site data into the Field Office AART Tool Suite.

AART

Assurance Rollup

1.

Rollup the Site Assurance Data from the Assurance Local tabs for all

sites under your cognizance. Copy and paste (“paste special”®) all Site
data into the Assurance Rollup tab of the Field Office AART Tool Suite.

|JAART - Assurance Local == 40 -
Iseect view: [ Sefectvew <] HELP | exmact | Oca |te
Fooor i
T =
(At [RART - Assurance Local =—=yn
Isetect view: [ Selecrview -] [HELP e | O C aI F O
] 1o i
e cleaRALL
[Rtester Shoah Geter
S s [——
lpccounis Payabi payasic vanagement vsr [Rl ek ot e F
oo v s s s .
AART 3 o 40

Select View.

FO Code \ CH\

Date \ \

Attester \ Tom Fole\CFO

| e |2
site | £

Material Account Code | & Nature of Deficiency Potential Impact Description
Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively. |The control deficiency could potentially resut in significant
There are three primary controls to ensure that over/underpayments. Factors contributing to this
over/underpayments on commercial invoices are not made due to |determination include: the systemic failure of primary and
lack of knowledge by the payment technician regarding whether  |backup controls; the number of actual over/under payments

Recciit=hvatk [P iz, g =0 charges are valid. Testing revealed systemic failure in all three key |identified as a result of the failures during testing; the failure
controls. In addition, follow-up work revealed that 20 of the 20 |of post payment detective controls to identify the problem;
failures noted resulted in over/underpayments being made. In |the high inherent likelihood and impact for overfunder
addition, post payment detective controls, such as quarterly payments; and other factors.
erroneous payment reviews failed to detect these errors

\ Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively. |The control deficiency could potentially result in significant
 There are three primary controls to ensure that over/underpayments. Factors contributing to this
over/underpayments on commercial invoices are not made due to |determination include: the systemic failure of primary and

Intragovernmental Fund lack of knowledge by the payment technician regarding whether  |backup controls; the number of actual over/under payments

) FBWT TsT2 !

Balance with Treasury charges are valid. Testing revealed systemic failure in all three key|identified as a result of the failures during testing; the failure
controls. In addition, follow-up work revealed that 20 of the 20 |of post payment detective controls to identify the problem;
failures noted resulted in over/underpayments being made. In |the high inherent likelihood and impact for overfunder
addition, post payment detective controls, such as quarterly payments; and other factors.
erroneous payment reviews failed to detect these errors.

Review and analyze all data in the Assurance Rollup tab.

AART - Assurance Rollup

Select View: Selectview - HELP

O 4.0

FO Code CH
Date
Attester Tom Foley, CFO

_nserivou |

Material Account

Process

Site
Code

Rating

Nature of Deficiency

Potential Impact Description

Accounts Payable

Payable Management

Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively.

[ The control deficiency could potentially result in significant
Factors to this

 There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to
lack of knowledge by the payment technician regarding whether
charges are valid. Testing revealed systemic failure in all three key
controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors.

determination include: the systemic failure of primary and
backup controls; the number of actual over/under payments
identified as a result of the failures during testing; the failure
of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under
payments; and other factors.

Intragovernmental Fund
Balance with Treasury

FBWT

TST2

Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively.

[ The control deficiency could potentially result in significant
Factors to this

 There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to
lack of knowledge by the payment technician regarding whether
charges are valid. Testing revealed systemic failure in all three key
controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly

determination include: the systemic failure of primary and
backup controls; the number of actual over/under payments
identified as a result of the failures during testing; the failure
of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under
payments; and other factors.

erroneous payment reviews failed to detect these errors.
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F. Assess materiality of process deficiencies.

AART]
=—

Assurance
Summary

1.

Review the Assurance Summary tab. The “y” is automatically
populated and indicates Material Accounts with Deficiencies that need to

be evaluated and assessed.

Fil in Total Account Balance for each Material Account that is

identified as having a deficiency.

AART - Assurance Summary

Select View: W HELP

FO Code TST
Date November 5, 2006

Shoshi Geller

Attester

Material
Weakness
Threshold

(:000)

Total Account
Balance

JAssurance
Rating

aterial Accounts Summary Rationale

ce Sheet
intragovernmental Fund Balance witt

reasury
ntragovernmental Investment
ntragovernmental Regulatory Assets

hccounts Receivable, Net

Beneral Property, Plant and Equipme!

Regulatory Assets
Pther non-intragovernmental assets

ntragovernmental debt
ntragovernmental appropriated capit|
pwned

hccounts Payable

|| B B [ [ [ | N [Dciency

Material Weakness Threshold is automatically calculated and is 196 of
the Total Account Balance.

AART - Assurance Summary

Select View: Select view - HELP ‘

FO Code TST
Date November 5, 2006

Attester Shoshi Geller
No. Mat Acct

Material

Total Account Weakness

Balance Threshold
Material Accounts Summary ('000) ('000)
ance Sheet
Intragovernmental Fund Balance with | $ 15,000
Treasury
Intragovernmental Investment
Intragovernmental Regulatory Assets

JAssurance
Rating

Rationale

;'E [Deficiency

Accounts Receivable, Net
Nuclear Materials
Strategic Petroleum and Northeast
Home Heating Oil Reserve

General Property, Plant and Equipment| $ 50,000

Regulatory Assets
Other non-intragovernmental assets $ 6,900

Intragovernmental debt

Intragovernmental appropriated capital
owned
Accounts Payable $ 10,00G

Guide 6 — Reporting and Assurance Prep
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4. Determine whether material weaknesses or reportable conditions exist:

a. A material weakness has been identified that could materially impact
the account (i.e., creates more than a remote likelihood that a material
misstatement of financial statement accounts may not be prevented or
detected.) For this exercise, material misstatement at the field office
level will be defined as a potential misstatement in a specific account
that exceeds 1% of the total account balance for the field element or
that the decision maker otherwise believes would materially mislead a
user of the affected report.

b. A reportable condition has been identified that could significantly
impact the account (i.e., creates more than a remote likelihood for a
misstatement of financial statements and the misstatement may be of a
more than inconsequential magnitude.)

c. Not significant deficiencies are deficiencies that do not rise to a
reportable condition or material weakness level.

d. Specific criteria to consider when determining the rating include (but are
not limited to):

1. The nature of the deficiency.

The nature of risk the control was designed to offset (e.g., a risk
related to compliance with laws and regulations may not result in an
actual impact on reports.).

3. The results of testing (e.g., severity of test failures - did all or some
controls to offset the risk fail, etc.).

4. Whether the risk actually occurred as a result of the control failures
(e.g., if one control over invoice approval failed, was the correct
amount ultimately paid.).

5. Results of additional testing (Note: Sites may opt to perform additional
testing to get a better sense of how wide-spread the issue may be and
how it might impact accounts.).

6. The original likelihood and impact ratings at the risk and control level.

7. Whether all transactions/dollars may be affected equally or have the
same likelihood and impact of occurrence (e.g., would the nature of an
invoice approval control failure indicate that federal invoices are
impacted differently than commercial invoices?).

8. Potential impact on the core financial reporting assertions (PERCV).

9. Potential impact of any entity level control issues that may increase
the impact of the deficiency.

10. Level of automation in the controls or lack thereof.

11. Existence of backup controls that were known to be working
effectively, whether originally considered key controls or not.

12. Other criteria the site believes are important to its assessment.
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Example:

Material Account: Accounts Payable

Quick Start Guide 6 —
Reporting and Assurance Prep

Process: Payable Management

Nature of Deficiency (Significant):

There are three primary controls to ensure that over/underpayments on commercial
invoices are not made due to lack of knowledge by the payment technician regarding
whether charges are valid. Testing revealed systemic failure in all three key controls.
In addition, follow-up work revealed that 20 of the 20 failures noted resulted in over/
underpayments being made. In addition, post payment detective controls, such as
quarterly erroneous payment reviews failed to detect these errors. Payments are a high
risk activity for the site and, it is our professional judgment that the severity and impact
of the deficiencies creates more than a remote likelihood that a material misstatement
may not be prevented or detected.

Nature of Deficiency (Insignificant):

AART
_

Assurance
Summary

There are three primary controls to ensure that over/underpayments on commercial
invoices are not made due to lack of knowledge by the payment technician regarding
whether charges are valid. Testing revealed systemic failure in one of the key controls.
However, follow-up work revealed that none of the failures noted during testing resulted
in_actual over/underpayments as the other key controls were effective backups to
ensure the control objective was achieved. In_addition, post payment detective
controls, such as quarterly erroneous payment reviews have proven effective in
detecting any errors that may occur. Based on the effectiveness of the control set taken
as a whole, it is our professional judgment that there is not more than a remote

likelihood that a material misstatement may not be prevented or detected.

For all Material Accounts with identified deficiencies in the Assurance
Rating column select, from the drop down box, material weakness,
reportable condition, or not significant.

AART - Assurance Summary

Sefect View: | Selectview =

FO Code CH
Date November 20, 2006
Attester Shoshi Geller

No. Mat Acct

Total Account | Weakne;

Balance Threshd
Material Accounts Summary ('000) ('000)
ance Sheet

Intragovernmental Fund Balance g 15,000 | 8
with Treasury

tionale Strategy for Correction

2 [Deficiency

Intragovernmental Investment

Intragovernmental Regulatory
Assets

Accounts Receivable, Net
Nuclear Materials

Strategic Petraleum and Northeast
Home Heating Qil Reserve

$ 50,000 | S

Regulatory Assets

Other non-intragovernmental 3 6,900 | S
assets

Intragovernmental debt

Intragovernmental appropriated
capital owned

nAccounts Payable g 10,000 | §
[Debt

|Deferred Revenue and other credits
» M\ Local AART f ECS-Assess { PCS-Assess £ Assurance e

rance Local % Assurance Summary / Assurance by Process / Asse:|4| | »

Guide 6 — Reporting and Assurance Prep
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—» 7.

A-123 Detailed
Documentation

Quick Start Guide 6 —
Reporting and Assurance Prep

Record rationale for all accounts regardless of rating. While brief, the
narrative should be descriptive enough to provide the reader with a firm
understanding of the problem. This description might include (but is not
limited to) the following:
a. A summary of the nature of the deficiency (you may use language from the Local &
Assurance Rollup Sheets to assist.).

b. A summary of potential impacts (you may use language from the Local & Assurance
Rollup Sheets to assist.).

c. A summary statement on the key factors that drove the decision.

A statement that there is or is not more than a remote likelihood that a material
misstatement (affecting the noted account) may not be prevented or detected

AART - Assurance Summary 4.0
Select View: Select view v HELP ‘
FO Code TST
Date November 5, 2006
Attester Shoshi Geller
No. Mat Acct
2 Material 3
8 Total Account Weakness E =
=z Balance Threshold A=
& |Material Accounts Summary ('000) ('000) 2 & |Rationale
Balance Sheet
Other non-intragovernmental assets $ 6,900 | $ 69| not sig
| [intragovernmental debt
Intragovernmental appropriated capitall
owned

100 There are three primary controls to ensure that over/underpayments on
commercial invoices are not made due to lack of knowledge by the payment
technician regarding whether charges are valid. Testing revealed systemic failure
in all three key controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/ underpayments being made. In addition, post

@

Accounts Payable $ 10,000

payment detective controls, such as quarterly erroneous payment reviews failed
to detect these errors. Payments are a high risk activity for the site and, it is our
professional judgment that the severity and impact of the deficiencies creates
more than a remote likelihood that a material misstatement may not be prevented
or detected.

Incorporate a complete discussion of the rationale and related
considerations into the Detailed A-123 Documentation.

Develop a summary Strategy for Correction for each account with a
material weakness or reportable condition based on the corrective action
plans identified and in process at the local levels.
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Quick Start Guide 6 —
Reporting and Assurance Prep

Example:

Material Account: Accounts Payable Process: Payable Management
Nature of Deficiency (Significant):

There are three primary controls to ensure that over/underpayments on commercial
invoices are not made due to lack of knowledge by the payment technician regarding
whether charges are valid. Testing revealed systemic failure in all three key controls.
In addition, follow-up work revealed that 20 of the 20 failures noted resulted in over/
underpayments being made. In addition, post payment detective controls, such as
quarterly erroneous payment reviews failed to detect these errors. Payments are a high
risk activity for the site and, it is our professional judgment that the severity and impact
of the deficiencies creates more than a remote likelihood that a material misstatement
may not be prevented or detected.

Nature of Deficiency (Insignificant):

There are three primary controls to ensure that over/underpayments on commercial
invoices are not made due to lack of knowledge by the payment technician regarding
whether charges are valid. Testing revealed systemic failure in one of the key controls.
However, follow-up work revealed that none of the failures noted during testing resulted
in actual over/underpayments as the other key controls were effective backups to
ensure the control objective was achieved. In addition, post payment detective
controls, such as quarterly erroneous payment reviews have proven effective in
detecting any errors that may occur. Based on the effectiveness of the control set taken
as a whole, it is our professional judgment that there is not more than a remote
likelihood that a material misstatement may not be prevented or detected.

Strategy for Correction:

Steps to correct the deficiency have already been taken. The key strategies for
correction are to:

a) Do a 100% review of invoices for the last 12 months to identify any instances where
the controls failed.

b) Recover/repay any over/under payments.

c) Perform monthly spot audits to ensure that controls are being implemented properly.
d) Retrain payment personnel and specifically link their performance ratings to
adherence to control standards.

e) Revise quarterly erroneous payment review procedures to increase the likelihood of
detecting such failures in the future
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Quick Start Guide 6 —
Reporting and Assurance Prep

AART 9. Record the Strategy for Correction summary for any material
weakness or reportable condition ratings (not required for not significant

items) into the Strategy for Correction column of the Assurance
Summary tab.

Assurance

Summary [AART - Assurance Summary I 40
[Select View: | Selectview <] wEe

FO Code ITsT
Date November 5, 2006
Attester Shoshi Geller
No. Mat Acct
z Material 3
5 Total Account | Weakness 8o
2 Balance Threshold | 2 £
& |Material Accounts Summary ('000) (000) 2 & |Rrationale fstrategy for Correction
Balance Sheet
[Other non-intragovernmental assets | 6900 5 69| notsig
debt
Intragovernmental appropriated capital
ne
‘Accounts Payable 10,000 | & 00| _mat [There are three primary controls (o ensure that over/underpayments on Steps (0 correct the deficiency have already been taken. The key stralegies
commercial invoices are not made due to lack of knowledge by the payment or correction are 1o
technician regarding whether charges are valid. Testing revealed systemic failu
in all three key controls. In addition, follow-up work revealed that 20 of the 20 [lll) Do a 100% review of invoices for the last 12 months to identify any
failures noted resulted in overf underpayments being made. In addition, post  [Mlinstances where the controls failed
payment detective controls, such as quarterly erroneous payment reviews failecfillb) Recoverirepay any over/under payments
to detect these errors. Payments are a high risk activity for the site and, it is oufSil) Perform monthly spot audits to ensure that controls are being implemented|
professional judgment that the severity and impact of the deficiencies creates [Mlbroperly.
more than a remote likelihood that a material misstatement may not be preventclil) Retrain payment personnel and specifically link their performance ratings tq

or detected. hdherence to control standards
k) Revise quarterly erroneous payment review procedures to increase the
ikelihood of detecting such failures in the future

=“ —> 10. Incorporate a complete discussion of the Strategy for Correction and
- related considerations into the Detailed A-123 Documentation.

A-123 Detailed
Documentation

11.Enter the location information of the Detailed A-123 Documentation in
AART the Supporting Documentation field of the AART.

IAART - Assurance Summary o 40
Assurance setect view: [ Selectview  +| [HELP
FO Code [TST
S Da Noverber 5. 2006
ummary Avsier Shos Cale
o Wat Acct
z Material | 3
H Total Account | Weakness | 5 o
s Balance Threshold | 2 £
aterial S (000) (000) 28 |Rationaie steateay for Correction supporting

Balance Sheet
[Other non-intragovernmental assets 5900] § 6| notsig
debt

Intragovernmental appropriated capital

Accounts Payable 0000 § 00| mat

Steps (0 correct the deficiency have already been taken. The Key strate il [Dean's office fing cabinet
[commercial invoices are not made due to lack of knowledge by the payment  ffor correction are to
technician regarding whether charges are valid. Testing revealed systemic faiure|

in ail three key controls. I addition, folow-up work revealed that 20 of the 20 | a) Do a 10096 review of invoices for the last 12 months to identiy any
faiures noted resued in over! underpayments being made. In additon, post  [instances where the controls failed.
h ) reviews failed ~[b)

3 pa
o detect these errors. Payments are a high risk activy for the site and, itis our _[c) Perform monthly spot audits to ensure that controls are being implemel
professional and impact of roperly.

[more than a remote likeihood that a material misstatement may not be prevented [d) d link their rat
or detecte adherence to control standards.

o) It review he
likelinood of detecting such failures in the future.
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Quick Start Guide 6 —
Reporting and Assurance Prep

G. Update the Assurance by Process tab based on the
information populated in the Assurance Summary tab.

1. For all processes with deficiencies and identified by a “y”, review the

AART Assurance Summary tab and the Assurance Rollup tab to see if any

deficiencies related to that process are the cause of a Material Weakness
or Reportable Condition at the Account level.

Assurance by
Process Select the respective rating (i.e., material weakness, reportable
condition, or not significant) from the drop down list to provide the
Assurance Rating.

AART - Assurance by Process B 4.0
Select View: | Selectview B

FO Code Bl

Date

Attester Shoshi Geller
Plumber of Materia! Wesknssses by Process 0

=]
£ Rem.
5 Process Accounts Materially Impacted | Strateqgy for Correction Status CAP References
General Ledger Management
Funds Management

ig| FEWT

Cost Management

Insurance

Grants
Loans
Acguigition

Payable Management

Travel 1

Beusnue |
Local AART { ECS-Assess § PCS-Assess { Assurance Rolup / Assurance Local 4 Assurance Summary ', Assurance by Process /| Asse:|4 | |

AART 2. Enter the Accounts that are materially impacted by the deficient

processes (i.e., indicated as having material weaknesses or reportable

conditions in the Assurance Rating column) into the Accounts
Materially Impacted column.

Assurance by
Process

AART - Assurance by Process I 4.0

Select View: Select view - HELP |

FO Code TST
Date

Attester Shoshi Geller
Number of Material Weaknesses by Process

[Assurance

Deficiency
Rating

Process trategy for Correction
General Ledger Management
Funds Management

Il rotsig [FBWT

Cost Management

Insurance

Grants

Loans
Acquisition

[UE:\3 Inventory Management General Property, Plant and
Equipment

Payable Management Accounts Payable, Other Non-

Accounts Materially Impacted
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Quick Start Guide 6 —
Reporting and Assurance Prep

AART 3. Develop a summary Strategy for Correction for each process with a
material weakness or reportable condition based on the corrective action
plans identified and in process at the local levels.

Assurance by

P AART - Assurance by Process 4.0
r
ocess Select View: Select view - HELP ‘
FO Code TST
Date
Attester Shoshi Geller
Number of Material Weaknesses by Process 1

Deficiency
|JAssurance
Rating

Process Accounts Materially Impact Strategy for Correction
Acquisition
Inventory Management General Property, Plant and Steps to correct the deficiency have already been taken. The key
Equipment strategies for correction are to: Do a 100% review of invoices for the last
12 months to identify any instances where the control failed.
Recover/repay any over/under payments; Perform monthly spot audits to

ensure that the controls are being implemented properly; Retrain paymes
personnel and specifically link their performance ratings to adherence to
control standards; Revise quarterly erroneous payment review procedure]
to increase the likelihood of detecting such failures in the future.

4. Fill in the Remediation Status and CAP Reference(s) column with

AART appropriate status and reference information.
B 4,
Assurance by i “
Select View: Select view v HELP |
Process FO Code TST
Date
Attester Shoshi Geller
Number of Material Weaknesses by Process 1

Rem.

Deficiency
IAssurance
Rating

Process Accounts Materially Impacted  [Strategy for Correction Status CAP References
Acquisition
Inventory Management General Property, Plant and Steps to correct the deficiency have already been taken. The key CAP-TST-1
Equipment strategies for correction are to: Do a 100% review of invoices for the lag
12 months to identify any instances where the control failed.
Recover/repay any over/under payments; Perform monthly spot audits t¢
ensure that the controls are being implemented properly; Retrain payme]

and if link their ratings to 0
control standards; Revise quarterly erroneous payment review procedur
to increase the likelihood of detecting such failures in the future.
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Quick Start Guide 6 —
Reporting and Assurance Prep

H. Year End Assurance Reporting

1. Complete the year end Assurance Report using the provided Assurance
Report form and content, available on the DOE A-123 Website, and
using the information compiled in the assurance tool.

2. Ensure completion of the Oversight tab in the Rollup AART.

An oversight tab has been incorporated in the Rollup AART beginning in FYO7.
Cognizant Field Offices and LPSOs should review the questions stated in the tab and
answer them based on their current status regarding addressing those issues. Where
they cannot answer affirmatively, they should record a “NO” and remediate the issue.
The oversight guide will provide more complete guidance on performing ongoing
oversight activities.

3. Prepare the Assurance submission packet.

a. Certified Transmittal memo (signed by the head of the Departmental
element)

b. Completed Assurance Statement (signed by the head of the Departmental
element)

C. Updated Implementation Plan (if changed significantly; indicate if an
Implementation Plan is not being submitted)

d. AART Tool Suite for the reporting unit (FO must include all Site AARTS)

€. Corrective Action Plans for items in remediation

4. Submit the Assurance submission packet.

FIELD OFFICE
f. Send a copy to the Lead Program Secretarial Office (LPSO)

g. Send carbon copy to other Secretarial Offices that provide significant
funding to the Site.

h. Send carbon copy to the Headquarters Office of the Chief Financial Officer /
Office of Internal Review, and a copy to the A-123 PMT at

A-123Helpdesk@hqg.doe.gov.

LPSO/CD

I. Send a copy to the Chief Financial Officer (CFO) with a carbon copy to the
Headquarters Office of the Chief Financial Officer / Office of Internal
Review.

j. Send a carbon copy to the A-123 PMT at A-123Helpdesk@hg.doe.qgov.

Reporting packages can be submitted exclusively via e-mail, with electronic versions of the
packet acceptable in their native software formats (Word or Excel), except for the signed
transmittal memo and the assurance statement which must be in PDF format.

5. Refer to FYO7 Annual Guidance for required reporting dates.
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Quick Start Guide 6 —
Reporting and Assurance Prep

SUPPLEMENTARY INFORMATION AND DEFINITIONS

1 The account status column of the Rollup AART provides the Field Office with the ability to quickly
identify Material Accounts with process or entity control environment deficiencies across all elements
under your cognizance.

AART: Rollup T 4.0 !
Chicago-Rollup Chicago Argonne National Lab] Erooknaven National

Select View: | Selectview  +| HELP e

Chicago Import | Import |

s CH FO-CH cH ANL BNL

IAD
ERM
Al

Tom Foley, CFO Tom Foley, CFO Michael Bartos, CFO
. o s sle a s
Material Account Acct Status < | o |Q[&] 8|8z NN NREERNER oflfa[Rfs|z
1] 2.1 0 Q. sl W) i lo Lol Ly wlolo Lolo wlaolo Lol Ly
[Balance Sheet

Intragovernmental Fund Balance
with Treasury

Intrago Investment
Intragovernmental Regulatory
Assets

Accounts Receivable, Net
Nuclear Materials 6 6 6 6 6

o
o
5
o
o
o
o
5
o
)
o

Strategic Petroleum and Northeas!
Home Heating Oil Reserve

Gengral Property, Plant and 6 6|6 . 66

Ec

Regulatory Assets

Other non-intragovernmental asset

Intragovernmental debt

The account status will display the lowest rating of the Material Account row. In the event that a Field
Office Entity Control Environment is deemed deficient, that Overall EC rating will impact all accounts.

2 The statistics tab includes charts displaying local progress and key metrics. Results are based on local
data included in the AART (no “Rollup” data is included). An explanation of the charts is available below
the charts on the statistics tab.

AART: Local I 4.0
Select View: Select view - ‘ HELP
FO Code CH
C Process Design and 27
Status 6
Operational Effectiveness
100% 7% 0% os
4
80% o
|3
60% Ounrated
40%
20%
0%
Documenting Evaluating Testing Remediation
[m complete 81 | 85 | B | 1
|@Pending 48 | a4 | 127 | o | 93%
Risk Brigh Control Set Design a6 Test Results a7
Assessment OModerate Effectiveness os os
%
5 @ Low o4 19% @4
Ounrated |3 |3
a0 34% Ounrated Ounrated
60%
0%
sa% 6%
98%
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Quick Start Guide 6 —
Reporting and Assurance Prep

3 PASTE SPECIAL: Go to Edit —> Paste Special and select the “Values” radio button. Click OK and ensure
the column populates correctly.

Paste Special
Paste
Microsoft Excel C Al " validation
Fia | Edit | Viaw Incart Format Toole Data Window Haln " All except borders
0 4,}@. cut Cul+x - @ T A 2 Taome s =lmr gl € Column odths
Sony T+l {
B Copy i+ Ei R LA A = i FFum.ias., imdarmirnumlnzfﬁmmals
B paste Ctrl+v Comments Yalyes and number formats
g
A R IIKTEIMN 0 TPTaTRT s TTTUTV Fodt e
1 Delete Sheet 4o  subract :
2 Move or Copy Sheet... 3
3 AART Type] FO_| I Skip blanks
4 Attester|shoshi geler FO Codes| CH |
o | oK Cancel
6 Local Overall RatingJ | B2C ]
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	Click on “EXTRACT” button on the Assurance Local tab.  Data will automatically be populated with any process rated on the local AART with a rating of 3 or 4.   
	2. If there are no deficiencies found on the Local AART, a confirmation will appear. Click OK to close the box and the Assurance Local tool will be automatically populated with the phrase “No Deficiencies” and the Location Code. 
	3. If you have deficient processes they will automatically be populated in the Assurance Local tab of the AART.  Review the list for completeness. 
	4.  Assess the Nature of Deficiency.  Consider the following: 
	Use Nature of Deficiency column to provide a brief description of the nature of the deficiency.  While brief, the narrative should be descriptive enough to provide the reader with a firm understanding of the problem.  A more complete description should be included in the Detailed A-123 Documentation. 
	6. Assess the Potential Impact of the process deficiencies on the affected Material Account(s).  Considerations may include: 
	7.  Record the Potential Impact summary and rationale for each Process by Material Account.  While brief, the narrative should be descriptive enough to provide the reader with a firm understanding of the impact that could result from the control deficiency. A more complete description should be included in the Detailed A-123 Documentation. 
	Fill in Supporting Documentation and CAP Reference(s).  These should include: 
	Rollup the Site Assurance Data from the Assurance Local tabs for all sites under your cognizance.  Copy and paste (“paste special” ) all Site data into the Assurance Rollup tab of the Field Office AART Tool Suite. 
	2. Review and analyze all data in the Assurance Rollup tab. 

