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Purpose • To enable the ongoing assessment and monitoring of 
the effectiveness of controls considering a 3-year 
cycle and any risk factors that may impact the 
effectiveness of the controls. 

Key Activities  •••   Identify Risk Criteria 

•••   Identify Assessment Scope 

•••   Execute assessment of identified scope 

•••   Monitor progress and completion of the assessment 
scope 

Required Templates • AART Tool Suite 

 
http://www.cfo.doe.gov/progliaison/doeA123/index.htm  

 
A-123Helpdesk@hq.doe.gov  
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INTRO NTRO 
 
Basic principles 

The Annual Risk-Based Control Assessment (ARCA) methodology was designed to 
allow Local Assessment Teams to easily identify, plan for, implement and monitor 
their current year and out-year assessment scope.  ARCA defines the assessment 
cycle as the time period between July 1 and June 30.  The ARCA methodology is 
based on the OMB requirement that all controls be tested every three years.  Key 
principles to this approach include: 

• Managing the assessment at the sub-process/sub-category levels 

• Monitoring corporate risk criteria that define impacts to the operational environment and 
assessment scope 

• Enabling 3-year planning by providing the visibility of all activities and allowing adjustments 
across the 3-year cycle  

• Providing Local Management the flexibility to manage local assessments based on local 
criteria, including Local Risk Criteria and defining cyclical reviews based on Risk Assessment 
Ratings. 

 
Managing the Assessment 

The ARCA methodology manages the scope at the sub-process and sub-category 
levels in order to simplify and more effectively perform the annual controls 
assessment.  This approach is supported by the ARCA tool through an automated 
aggregation of the identified risk activities to the sub-process/sub-category level.   

 
Monitoring Corporate Risk Criteria 

The ARCA methodology applies a series of risk criteria that, if triggered, causes the 
sub-process / sub-category to require an assessment during the current year.  In the 
absence of any risk criteria the assessment would be truly cyclical (i.e., based on the 
oldest test date).  The effect of the triggering of the risk criteria is to drive an earlier 
assessment of controls and is intended to mitigate the Department’s overall risk 
through the proactive monitoring of new areas of risk. 

 
Enabling 3-year Planning  

The ARCA methodology identifies the annual assessment scope after allowing Local 
Assessment Teams to delay (for valid reasons) or pull forward assessment scope, 
over a 3-year planning horizon.  This flexibility provides for better local planning of 
the assessment, as well as better management of local implementation resources. 

 

Document Legend

AART Input:  Color dependent by tab.  Local AART 
[yellow], ECS-Assess [dark blue], PCS-Assess [light 
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This Guide is focused on providing the steps required to plan and execute the ARCA 
methodology and assumes the reader is proficient in the DOE A-123 methodology and the 
AART Tool Suite. 
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ARCA Planning:  Identifying and Managing the Assessment 
Scope 

A. Confirm the A-123 Scope 

1. Validate the DOE Field Office and LPSO reporting structure in the 
Organizational Hierarchy Tab.  If contractor changes occur for the current 
year or the reporting line from a Site to a Field Office changes, alert the PMT. 

2. [Field Office only]  Review the Rollup AART to ensure that the reporting 
structure is accurately reflected.  

3. Validate material account selections and the process to material account 
allocations in the Local AART tab. Consider, among other things, 

a) New Material account additions 

b) New Process additions including updates for the process to material account allocations 

c) Material account obsolescence 

d) Process removal 

4. Validate the contacts and roles in the Assessment Team tab.  

 

 For information and detailed instructions regarding these activities see the A-123 Planning 
Quick Start Guide 

5. Validate the following information in the ARCA-PCS and ARCA-ECS tabs1. 

 
a) Risk Assessment: The highest level risk assessment from the detailed risks is assigned 

to the sub-process / sub-category level. 

b) Test Rating: The lowest test rating from the control sets is assigned to the sub-process 
/ sub-category. 

c) Oldest Test Date: The oldest test date from the control sets is assigned to the sub-
process / sub-category level. 

d) No. Count of Control Sets:  Counts the total number of control sets associated with 
the sub-process / sub-category.  

e) No. of Controls Sets in Rem or Untested:  Counts the total number of failed, 
untested or expired control sets within the sub-process / sub-category. 

 

 
 

The ARCA functionality is designed to automatically update the latest sub-processes / sub-
categories listing with key attributes from the PCS/ECS-Test tabs upon saving the AART Tool 
Suite.  Once open, if you subsequently make changes to the PCS/ECS test data, you will need 
to execute the “ARCA Update” button to refresh the data in ARCA. 

 
IMPORTANT:  ARCA does not remove renamed or obsolete sub-processes.  If any name changes 
or removal of sub-processes has occurred then the obsolete sub-process must be manually 
deleted2 from the ARCA-PCS tab using the “Delete Row” button.  This does not apply to the 
standard list of entity control sub-categories. 
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B. Identify Corporate Risk Criteria 

1. Review any Corporate Management Requests, issued by the PMT, and identify 
the affected sub-processes/sub-categories. Corporate Management Requests 
are alerts issued by the PMT making local assessment teams aware of specific 
areas of concern.  These areas of concern could represent common audit 
findings, high risk areas, etc. 

2. Complete the Disposition of Corporate Management Requests template.  Enter 
a "Yes" response on the template to indicate the Corporate Management 
Request areas that you will be picking up as part of ARCA Planning.  The 
"Yes" responses will be used to complete Step 3.  

3. Enter a “Y” for each sub-process / sub-category impacted by the Corporate 
Management Request. 

4. Identify whether any of the following Corporate Change Criteria have occurred 
locally and identify the affected sub-processes/sub-categories. 

a) Process Change: Any local changes, or corporate changes directly affecting local 
operations, in the procedural execution of the business processes, such as; the transfer 
of specific activities to another site; streamlining, eliminating, and/or modifying the 
series of steps needed to perform the business process; changes in the controls. 

b) Organizational Change: Any local organizational changes, or corporate changes 
directly affecting local operations, such as; transfer of responsibilities for specific 
business activities; organizational restructuring through the creation or elimination of 
specific units. 

c) System Change:  Any local system changes, or corporate changes directly affecting 
local operations, in the computer system and/or infrastructure supporting business 
functions, such as; implementation of new computer applications to automate business 
functions; significant changes to existing computer systems and/or infrastructure; 
automation of manual controls. 

d) Policy Change:  Any local changes, or corporate changes directly affecting local 
operations, in management directives, federal government directives and laws, such as; 
Change to federal financial reporting guidelines; new or changes to laws and/or 
regulations; New or changes to DOE internal policies and/or directives. 
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5. Enter a “Y” for each sub-process / sub-category impacted by the specific 
Corporate Risk Criteria. 
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Rationale for Change
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Test Date
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Test Date

Corp.
Required 
Test Date

Local 
Required 
Test Date

x P2P Payable Management Payee Information 
Maintenance

H 3 y 1 1 08/31/06 06/30/08 06/30/08

x P2P Payable Management Invoicing H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Payable Management Accounts Payable L 3 y y 1 1 04/13/07 06/30/08 06/30/08
x P2P Payable Management Accounts Payable/Cost 

Management Reports
L 3 y 1 1 03/20/07 06/30/08 06/30/08

x P2P Payable Management Payment Follow-up L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Disbursing H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition Closeout H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition De-Obligations H 3 3 3 08/31/06 06/30/10 06/30/10

O P2P Acquisition Funds Cerification H 3 3 3 Overdue Overdue
O P2P Acquisition Obligations H 3 3 3 Overdue Overdue

Scope Process Information Corporate Criteria Local Criteria Changes from Standards Test Dates
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The Corporate Cycle column calculates the standard corporate cycle for when the sub-process 
/ sub-category is scheduled to be assessed.  When risk criteria are identified the assessment 
is accelerated to the current cycle. 
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Maintenance

H 3 y 1 1 08/31/06 06/30/08 06/30/08
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x P2P Payable Management Accounts Payable L 3 y y 1 1 04/13/07 06/30/08 06/30/08
x P2P Payable Management Accounts Payable/Cost 

Management Reports
L 3 y 1 1 03/20/07 06/30/08 06/30/08

x P2P Payable Management Payment Follow-up L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Disbursing H 3 3 3 08/31/06 06/30/10 06/30/10
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O P2P Acquisition Funds Cerification H 3 3 3 Overdue Overdue
O P2P Acquisition Obligations H 3 3 3 Overdue Overdue

Scope Process Information Corporate Criteria Local Criteria Changes from Standards Test Dates

FO
Attester

Cycle End

Local 
Cycle

6/30/2008 Summary ViewDetail View

Clear All

Delete Row
NEXT CYCLE

AART UpdateARCA UpdateSelect view HELP

M
gm

t R
eq

Pr
oc

es
s 

C
ha

ng
es

O
rg

 C
ha

ng
es

Sy
st

em
 C

ha
ng

es

Po
lic

y 
C

ha
ng

es

C
or

po
ra

te
 C

yc
le

y 1

3
y y 1

y 1

3
3

 

Page 6 of 19 
A-123 QSG ARCA  Version 5 – September 2007   



A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 
C. [OPTIONAL] Identify Local Risk Criteria [Reserved for LPSO / CD / 

Field Office / Site use,  at their discretion] 

1. Identify which of the following Local Risk Criteria have affected your location. 
a) FO Management Requests: Alerts, issued by the Field Office, requesting Local 

Assessment Teams under their congnizance to initiate assessments of specific areas of 
concerns, such as; Common audit findings across multiple sites; Repeat risk 
occurrences.  

b) FO Audit Findings: Sub-processes/sub-categories that are/have been root causes for 
field office audit findings. 

c) Site Management Requests: Alerts, issued by Site Management, requesting Local 
Assessment Teams to initiate assessments of specific areas of concerns, such as; Repeat 
risk occurrences.   

d) Site Audit Findings: Sub-processes/sub-categories that are/have been root causes for 
local audit findings. 

2. Enter a “Y” for each sub-process / sub-category impacted by the specific Local 
Risk Criteria. 
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Rationale for Change
Revised 

Test Date
Oldest 

Test Date

Corp.
Required 
Test Date

Local 
Required 
Test Date

x P2P Payable Management Payee Information 
Maintenance

H H 7 2 1 1 3 y 1 y 1 y Corporate identified the Payable Management process as high 
risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

STD 08/31/06 06/30/08 06/30/08

x x P2P Payable Management Invoicing H H 7 1 3 1 3 3 y 1 08/31/06 06/30/10 06/30/08
x P2P Payable Management Accounts Payable M L M 7 1 1 1 3 y y 1 1 04/13/07 06/30/08 06/30/08

x P2P Payable Management Accounts Payable/Cost 
Management Reports

H L H 7 2 2 2 3 y 1 1 y This sub-process is in remediation and remediation is not 
scheduled to be complete in this cycle.

06/30/09 03/20/07 06/30/09 06/30/09

x P2P Payable Management Payment Follow-up L L 7 1 3 3 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L L 7 1 3 3 3 3 3 03/22/07 06/30/10 06/30/10

x x P2P Payable Management Disbursing H H 7 5 3 1 3 3 1 08/31/06 06/30/10 06/30/08
x x P2P Acquisition Closeout H H 7 2 3 1 3 3 1 08/31/06 06/30/10 06/30/08
x x P2P Acquisition De-Obligations H H 7 2 3 1 3 3 1 08/31/06 06/30/10 06/30/08
O P2P Acquisition Funds Cerification H H 2 1 O O 3 3 1 Overdue Overdue
O P2P Acquisition Obligations H H 4 3 O O 3 3 1 Overdue Overdue

Scope Process Information Corporate CriteriaControl Attributes Local CriteriaScope
Detail Changes from Standards Test Dates

FO
Attester

Cycle End

Local 
Cycle

6/30/2008 Summary View

Clear All

Delete Row
NEXT CYCLE

AART UpdateARCA UpdateSelect view HELP
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Similar to the Corporate Cycle column, the Local Cycle calculates the standard local cycle for 
when the sub-process / sub-category is scheduled to be assessed.  When local risk criteria 
are identified the local assessment is accelerated to the current cycle. 
 
NOTE: Only the assessment scope associated with the Corporate Cycle will be tracked by the 
Department. 
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A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 

D. Identify Impact to Standard Assessment Dates 

1. Determine if any sub-processes / sub-categories require a delay from the 
Standard Assessment Date3.   

a) A reasonable rationale is required to delay the assessment dates within the 3-year cycle.  
(Field Office’s may, at their discretion, require approval before site contractors delay 
assessments within the 3-year cycle.)  Examples of reasons for delays could include,  

i) Planned organizational changes for the current/next cycle that will change the 
accountabilities for the controls; 

ii) Planned system changes for the current/next cycle that will significantly impact 
the operational environment; 

iii) Ongoing remediation activities impacting a scheduled assessment 

b) PMT approval is required to delay any assessments beyond the 3-year required cycle. 

2. Enter a “y” in the Changes from Standards column for the specific sub-
process/sub-category determined to require a change in the assessment date.  

3. Enter the date for the rescheduled assessment in the Revised Test Date 
column.  If any Risk Criteria were determined to have no impact on the 
identified sub-process, enter “STD” in the Revised Test Date column.  This 
sets the Standard Assessment Date by factoring out any date impacts 
associated with the identified risk criteria (e.g. it resets the 3-year 
assessment cycle based on the oldest test date). 
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Rationale for Change
Revised 

Test Date
Oldest 

Test Date

Corp.
Required 
Test Date

Local 
Required 
Test Date

x P2P Payable Management Payee Information 
Maintenance

H 3 y 1 1 y Corporate identified the Payable Management process as high 
risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

STD 08/31/06 06/30/08 06/30/08

x P2P Payable Management Invoicing H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Payable Management Accounts Payable L 3 y y 1 1 04/13/07 06/30/08 06/30/08

x P2P Payable Management Accounts Payable/Cost 
Management Reports

L 3 y 1 1 y This sub-process is in remediation and remediation is not 
scheduled to be complete in this cycle.

06/30/09 03/20/07 06/30/09 06/30/09

x P2P Payable Management Payment Follow-up L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Disbursing H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition Closeout H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition De-Obligations H 3 3 3 08/31/06 06/30/10 06/30/10

O P2P Acquisition Funds Cerification H 3 3 3 Overdue Overdue
O P2P Acquisition Obligations H 3 3 3 Overdue Overdue

Scope Process Information Corporate Criteria Local Criteria Changes from Standards Test Dates

FO
Attester

Cycle End

Local 
Cycle

6/30/2008 Summary ViewDetail View

Clear All

Delete Row
NEXT CYCLE

AART UpdateARCA UpdateSelect view HELP
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Rationale for Change
Revised 

Test Date T
y Corporate identified the Payable Management process as high 

risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

STD

y This sub-process is in remediation and remediation is not 
scheduled to be complete in this cycle.

06/30/09

Changes from Standards

 

 

I IMPORTANT: The date entered in the Revised Test Date column may not 
exceed the 3-year cycle for testing without PMT approval. 
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4. Record a summary rationale describing the reason for the delayed 
assessment.  If applicable, also record any required approvals that were 
obtained. 

A well formulated rationale (within the 3-year required cycle):  After a detailed 
review was completed by the business process team, the Payable Management – Accounts 
Payable up process was found to not have been impacted by the systems changes. This is a 
manual process and will continue to operate in the same way even after the AP system 
modifications.  This sub-process will therefore be tested based on the standard 3-year 
assessment cycle. 

A well formulated rationale (beyond the 3-year required cycle):  The delay in 
assessing the Payable Management – Accounts Payable process is the result of ongoing 
remediation activity that will not have been implemented and in operation long enough to 
perform acceptable testing during the standard 3 year assessment cycle.  The major system 
modification is targeted on automating the current manual process and is scheduled to be 
completed in 9/12/2009. Testing is planned for 6 months after implementation, or 3/6/2010. 
During and post implementation, this sub-process will be closely monitored by the Supervisor 
of Accounts Payable to minimize risk.  Approval for this delay has been obtained from the 
PMT and the Approval has been stored as specified in the document location. 

 

 

Determining the Scope of Testing 
 
ARCA Assessment Triggered by Risk Criteria or Cyclical Schedule:  Any sub-process/sub-
category that has been identified as being in the assessment scope as a result of applying the 
risk criteria, or as a result of the normal cyclical schedule, will require testing of all control 
sets within that sub-process/sub-category.  Although all control sets will need to be tested, it 
is up to management's discretion to determine the extent to which testing will be performed.  
In making a determination on extent of testing, management should use the flexibilities 
inherent to the Department's implementation of A-123 where reasonable and appropriate. 
 
These flexibilities include consideration of the following: 

 
a) The risk rating for each risk activity in determining the extent of testing (e.g., higher 

risk may drive a larger sample size, lower risk may drive a smaller sample size) 
b) Whether or not changes to processes, controls, etc., have occurred which may 

require new tests and/or larger/smaller sample sizes 
c) How recently specific control sets were tested in determining sample size.  For 

example, 8 out of 10 control sets in a sub-process/sub-category may have been 
tested within the last 12 months (due to the Department's initial multi-year 
implementation).  Therefore, the level of testing for selected control sets may be 
modified accordingly.  

 
ARCA Assessment Triggered by Remediation Activities:  It is up to management's discretion 
to determine whether all (and to what extent) control sets within the sub-process/sub-
category require re-testing, or whether only the subset of control sets which are impacted by 
the remediation activity (e.g., changed or added controls) will be re-tested.  In those cases 
where management decides to test (directly or indirectly) only the impacted subset of the 
control sets, it must be able to rely on the previous results for those controls not being 
tested.  (Requirements for reliance on previous testing are described in the Testing Quick 
Start Guide.)  Test Plans will need to fully describe how testing was handled for these 
remediation activities, and should clearly identify which controls/control sets were tested and 
those where reliance was placed on previous results.  In addition, the AART will need to have 
test dates entered for those controls/control sets where management is relying on previous 
test results (i.e., enter into the AART the date when the previous test was completed). 
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5. Review the resulting assessment scope after making any changes to the 
Standard Assessment Dates and determine if any additional sub-process / 
sub-category date changes are required.  An example could include 
accelerating scheduled assessments to optimize the workload across the 3-
year assessment.  (Summary rationales are not required for accelerating the 
assessment scope.) 

ARCA: PCS 1.0
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Rationale for Change
Revised 

Test Date
Oldest 

Test Date

Corp.
Required 
Test Date

Local 
Required 
Test Date

x P2P Payable Management Payee Information 
Maintenance

H 3 y 1 1 y Corporate identified the Payable Management process as high 
risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

STD 08/31/06 06/30/08 06/30/08

x P2P Payable Management Invoicing H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Payable Management Accounts Payable L 3 y y 1 1 04/13/07 06/30/08 06/30/08

x P2P Payable Management Accounts Payable/Cost 
Management Reports

L 3 y 1 1 y This sub-process is in remediation and remediation is not 
scheduled to be complete in this cycle.

06/30/09 03/20/07 06/30/09 06/30/09

x P2P Payable Management Payment Follow-up L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Disbursing H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition Closeout H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition De-Obligations H 3 3 3 08/31/06 06/30/10 06/30/10

O P2P Acquisition Funds Cerification H 3 3 3 Overdue Overdue
O P2P Acquisition Obligations H 3 3 3 Overdue Overdue

Scope Process Information Corporate Criteria Local Criteria Changes from Standards Test Dates
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Attester

Cycle End

Local 
Cycle

6/30/2008 Summary ViewDetail View
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Delete Row
NEXT CYCLE

AART UpdateARCA UpdateSelect view HELP
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E. [OPTIONAL] Managing the Local Assessment Cycles [Reserved 
for LPSO / CD / Field Office / Site use, at their discretion]  

 

 

1. Enter the Local Assessment Cycles for the desired risk assessment ratings in 
the Local RA Cycle Header to set unique cyclical reviews based on Risk.  Local 
cycles can be defined as a 1, 2, or 3 year cycle and do not have to be defined 
for all risk ratings. 
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Rationale for Change
Revised 

Test Date
Oldest 

Test Date

Corp.
Required 
Test Date

Local 
Required 
Test Date

x P2P Payable Management Payee Information 
Maintenance

H 3 y 1 1 y Corporate identified the Payable Management process as high 
risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

STD 08/31/06 06/30/08 06/30/08

x x P2P Payable Management Invoicing H 3 3 1 08/31/06 06/30/10 06/30/08
x P2P Payable Management Accounts Payable L 3 y y 1 1 04/13/07 06/30/08 06/30/08

x P2P Payable Management Accounts Payable/Cost 
Management Reports

L 3 y 1 1 y This sub-process is in remediation and remediation is not 
scheduled to be complete in this cycle.

06/30/09 03/20/07 06/30/09 06/30/09

x P2P Payable Management Payment Follow-up L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L 3 3 3 03/22/07 06/30/10 06/30/10

x x P2P Payable Management Disbursing H 3 3 1 08/31/06 06/30/10 06/30/08
x x P2P Acquisition Closeout H 3 3 1 08/31/06 06/30/10 06/30/08
x x P2P Acquisition De-Obligations H 3 3 1 08/31/06 06/30/10 06/30/08
O P2P Acquisition Funds Cerification H 3 3 1 Overdue Overdue
O P2P Acquisition Obligations H 3 3 1 Overdue Overdue

Scope Process Information Corporate Criteria Local Criteria Changes from Standards Test Dates

FO
Attester

Cycle End

Local 
Cycle

6/30/2008 Summary ViewDetail View

Clear All

Delete Row
NEXT CYCLE

AART UpdateARCA UpdateSelect view HELP

H 1

M 2

L

Local 
RA 

Cycle

 
 
 
 

ARCA automatically determines the sub-process / sub-category Risk Assessment by assigning 
the highest Risk Assessment Rating of any risk within the sub-process / sub-category.  If in 
your professional judgment, this Risk Assessment does not accurately reflect the aggregate risk 
assessment for the sub-process / sub-category, ARCA allows you to “adjust” the Risk 
Assessment for the sub-process / sub-category using the Adjusted Risk Assessment column in 
the ARCA Detail View4.  This does not override the Risk Assessment Ratings in the PCS/ECS-
Assess tabs. 

ARCA provides the flexibility to further refine the local assessment scope by enabling 
management the ability to factor inherent risk into their local assessment cycles. 
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A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 

F.  Execute “Update AART” Button   

1. When ARCA planning is complete, click the “Update AART” button to update 
the PCS/ECS-Assess and –Test tabs.  This function “expires” overdue Control 
Design Effectiveness and Test ratings in the PCS/ECS-Assess and –Test tabs. 

 

 

I CAUTION:  This action is irreversible.  Expiration occurs for all sub-processes / sub-categories 
with successfully tested control sets that are overdue for the corporate schedule.  The Expiration 
is set by replacing the Control Design Effectiveness and Test Results ratings with an “E”.  The 
previously assigned ratings are saved to the expired data columns in the PCS/ECS-Assess and –
Test tabs. 

2. Update the Implementation Plan.  
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A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 

 

ARCA Execution:  Performing the Assessment for the Identified 
Scope 
 
 
 
 

 

Selected ARCA Cycle information is visible in the PCS-Test and ECS-Test tabs at the risk 
activity/control set level.  This is to allow the Local Assessment Team visibility over cyclical requirements 
without having to switch between the PCS/ECS-Test and ARCA tabs. 

AART: PCS Test 5.0

Select View:

FO EMCBC

Attester Lance Schlag

Implementer
Date Updated

Expired Test Data
Expired Test Rating

1 P2P Payable 
Management

Payee Information 
Maintenance

Changes to the Payee Information maintenance 
file will be made only when a contract mod is 
present.                      

H

 Discuss the process with Carolyn Garnes on July 31, 2006 and review changes to 
the payee information maintenance file to determine if changes are being done 
and are supported by a contract modification.  In addition, discuss the purchase 
orders under $25K process with Sharon Nichols on August 1, 2006 and review all 
the changes to payee information maintenance file in FY06. 

E 08/31/03

Random select 1 of 20.  All FY06 changes were changes to approving official or 
mod period of perf, thus reducing risk of unauthorized changes  made to the 
vendor master file, resulting in potential payment to wrong vendors.  Per disc w/ 
C Garnes & review of the FY06 changes to the payee info maintenance file the 
only changes made in FY06 YTD were changes to switch approving official & 
changes to mod period of perf.  No changes were made to contractor’s info for 
contracts/PO's over $25K.  We verified doc's supporting one change to period 
of perf in our review - no exceptions.   No desktop procedures.  Random select 
1of 3, based on my disc w/ S Nichols & review of FY06 changes to payee info 
maintenance file the only changes made in FY06 YTD were two changes to 
switch the approving official & one change to mod the period of perf.  There 
were no changes made to contractor’s info for PO's under $25K.  We verified 
the documents supporting the change to the period of perf in our review - no 
exceptions.   No desktop procedures.  

K:\Finance\Internal Review Audit Activities\EMCBC-123\EMCBC 
PCS\Payable Mangt\Payee Info Maintenance Changes 08/31/03 3 Overdue 3 Overdue 7

2 P2P Payable 
Management

Payee Information 
Maintenance

Vendor's data (addresses, billing names, third 
party payer names, etc) will be reviewed and 
reconciled to the Central Contractor’s Registry 
(CCR), annually or when initiated.   

H

To determine if the vendor's data (addresses, billing names, third party payer 
names, etc) are reviewed and reconciled to the Central Contractor’s Registry 
(CCR) when initiated and discussed the process with Karen Bahan on August 9, 
2006 and request support that this process is being done. 

E 08/31/06
Based on my discussion with Karen Bahan all purchase orders when initiated 
are or will be reviewed and traced to the CCR by the contract staff.  It is also 
included as part of their draft procedures.  

K:\Finance\Internal Review Audit Activities\EMCBC-123\EMCBC 
PCS\Payable Mangt\Payee Info Maintenance Vendor Data 08/31/03 3 Overdue 3 Overdue 7

3 P2P Payable 
Management Invoicing

Approval is made by program managers or CO 
thru the VIAS indicating the goods or services 
have been delivered and the invoice amount is 
correct for payment .

H 6

 Discuss the voucher review process with John Brown and Derrick Franklin. 
Selected the February vouchers from Fluor Fernald and CH2M Hill Mound for 
review and traced the vouchers for the following; 1) approval is made by the CO in 
VIAS and prior to the COR concurrence indicating that the goods or services have 
been delivered and the voucher amount is correct for payment, and 2) the voucher 
was received and paid after the goods or services were delivered.

7 08/31/06

 Randomly selected the month of February for review for the two largest 
contractors at the EMCBC Fluor Fernald and CH2M Hill Mound.  Did not include 
the Rocky Flat voucher since the contract is in a closure status and there are no 
goods or services being delivered. Based on our review we were able to verify 
the CH2M-035 voucher was approved by the CO in VIAS and that the COR 
approved the invoice indicating that the voucher that the goods or services were 
delivered.  I also verified the Fluor Fernald vouchers were approved by the CO 
in VIAS on voucher no. 06-IF-04 and due to a timing difference voucher no. 06-
INT-05 was not approved in VIAS instead it was approved by John Brown by 
submitting the Funding Line Number to OR.  On both vouchers the COR gave 
his concurrence indicating that the goods or services were delivered and the 
voucher amount is correct for payment.  We also reviewed the desktop 
procedures documenting the voucher process for both Fluor Fernald and CH2M 
Hill Mound that are being followed by the DOE sites.  However, the Fluor 
Fernald procedures are out dated and should be updated to reflect a more accura

K:\Finance\Internal Review Audit Activities\EMCBC-123\EMCBC 
PCS\Payable Mangt\Invoicing & Disbursing 08/31/06 3 06/30/10 3 06/30/10

4 P2P Payable 
Management Accounts Payable

 Approval is made in the VIAS system by program 
managers  indicating the goods or services have 
been delivered or valid purchase has been 
created.

L 6

Discuss the purchase order process with appropriate staff and request the 
necessary records to select a review sample. Review the internal EM CBC 
process from an internal control process. The Purchase orders selected will be 
traced back to the source documents. We will verify & the following:
• Proper certification of funds
• Proper issuance of the P0
• Proper approval by the requester through VIAS
• Invoice was received and paid after receipt of goods/services
• Process in followed consistently by involved staff

7 04/13/05

Based on the review, proper procedures are being followed to issue P.O. and to 
disburse funds associated with the receipt of goods or services.  We found no 
inconsistencies and the time line of both the P.O.’s reviewed was in accordance 
with the procedures.  Both P.O.’s were approved by the Contracting Officer.

 K:\Finance\Internal Review Audit Activities\EMCBC\A-123 Test 
FY06 & 07\EMCBC PCS\Payable Mangt\FY 2007 Accounts 
Payable, Payment Follow-up, Puchasing & Disbursing (Hailey-
Smith)

Ref OIG Finding #47 04/13/05 3 06/30/08 3 06/30/08

Craig Miller
September 12, 2006
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Col
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Cycle

Processes Sub-Processes Control Set Risk 
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Test Description User Field 1 User Field 2 User Field 3Test 
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Compl

Test Results Rationale Documentation Location
(where documentation is filed)

Oldest 
Test 
Date

Corp.
Test Date

Local
Req'd
Cycle

Local 
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Date

Select view HELP

 

The Color formatting of the sub-processes/sub-categories in the PCS/ECS-Test tabs indicate the 
assessment schedule.   

a) Red – assessment is overdue (requiring immediate action) or due in the current cycle year 

b) Yellow – assessment is due in 2nd  cycle  

c) Green – assessment is due in 3rd  cycle 

d) White – no assessment is due within the 3-year cycles (this occurs if a current year 
assessment has already been completed).  

Control Design Effectiveness rating and Test Ratings may have been assigned an “E” rating.  This 
indicates that testing has been conducted in prior years, but the results are considered to be no longer 
valid (i.e. the sub-process/sub-category is “overdue” or the assessment and testing). 

AART: PCS Assess 5.0  General Ledger Management  6

Select View: y Funds Management 6  

FO EMCBC y FBWT 6  Process Ratings Rationale

Attester Lance Schlag y Cost Management 6 6

Implementer  Insurance   

Date Updated  Grants   

 Loans   Process Documentation
y Acquisition 6  Location
 Inventory Management   (where documentation is filed)
y Payable Management 6

Expired 
Assess Data

Req'd CAP# Status Date Impl. Expired Rating

1 P2P Payable Management Payee Information Maintenance
Unauthorized changes may be made to the vendor 
master file, resulting in potential for payment to 
incorrect vendors.

L H H Changes to the Payee Information maintenance file 
will be made only when a contract mod is present.        P y Man R E E no By having contract mods will reduce the risk of 

unauthorized changes.

K:\Finance\Internal Review Audit 
Activities\EMCBC-123\EMCBC PCS\Payable 
Mangt\Payee Info Maintenance Changes

6

2 P2P Payable Management Payee Information Maintenance

Vendor data (addresses, billing names, third party 
payer names, etc) is not accurate and does not match 
the central contractors registry (CCR), resulting in 
unauthorized payments.

L H H

Vendor's data (addresses, billing names, third party 
payer names, etc) will be reviewed and reconciled to 
the Central Contractor’s Registry (CCR), annually or 
when initiated.   

D y Man R E E no

By having the vendor's data (addresses, billing 
names, third party payer names, etc) reviewed and 
reconciled to the Central Contractor’s Registry 
(CCR), annually or when initiated will reduce 
unauthorized payments to vendors.   

K:\Finance\Internal Review Audit 
Activities\EMCBC-123\EMCBC PCS\Payable 
Mangt\Payee Info Maintenance Vendor Data

6

3 P2P Payable Management Invoicing A vendor requesting payment for undeliverable goods 
or services or over invoicing for goods or services. L H H

Approval is made by program managers or CO thru 
the VIAS indicating the goods or services have been 
delivered and the invoice amount is correct for 
payment .

P y y y Man R 6 7 no no

By having approval made by program managers or 
CO thru the VIAS indicating the goods or services 
have been delivered and the invoice amount is 
correct for payment will reduce the risk in this area.

K:\Finance\Internal Review Audit 
Activities\EMCBC-123\EMCBC PCS\Payable 
Mangt\Invoicing & Disbursing

4 P2P Payable Management Accounts Payable
Invalid accounts payable may be fraudulently created 
for unauthorized or nonexistent purchases resulting in 
misappropriation of government funds

L L L
 Approval is made in the VIAS system by program 
managers  indicating the goods or services have been 
delivered or valid purchase has been created.

P y Man R 6 7 no no The STARS system is well designed and secured.

K:\Finance\Internal Review Audit 
Activities\EMCBC\A-123 Test FY06 & 
07\EMCBC PCS\Payable Mangt (1-13)\FY 
2007 Cost Management Report (Hailey-Smith)

5 P2P Payable Management Accounts Payable/Cost Management 
Reports

The cost noted in the Cost Management Reports by 
the contractor is not current, accurate or complete. L L L  The contractor's accounting and/or billing systems are 

approved. P y Man R 6 7 no no

Having approved accounting and billing systems will 
reduce the risk of passing incorrect cost to the 
government. Also, dollars are low as this relates to 
closure contracts.

K:\Finance\Internal Review Audit 
Activities\EMCBC\A-123 Test FY06 & 
07\EMCBC PCS\Payable Mangt (1-13)\FY 
2007 Cost Management Report (Hailey-Smith)

Craig Miller
September 12, 2006

The overall controls for EMCBC are effective.  The controls appear to be adequately designed to prevent and/or detect financial misstatements. 

The supporting documentation is contained in many various places as documented in this spreadsheet.  Please refer to the supporting documentation column 
below for additional information.
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E E

E E

6 7

Control 
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Effective

Test 
Results O
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A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 
G. Documenting  

1. Validate all source documentation to ensure it is current and complete and 
meets the minimum A-123 documentation requirements.  

2. Where necessary, update or create new source and detail documentation. 

3. Validate the data recorded in the ECS/PCS-Assess tabs in the AART to ensure 
it is accurate and current. 

 
* For additional information and details regarding these activities see the A-123 Documenting Quick 

Start Guide 

H. Evaluating 

1. Validate, and if necessary update, the Control Design Effectiveness rating for 
the Control Set and rationale in the PCS/ECS-Assess tab. 

2. Using professional judgment, update the Process/Area Summary Rating and 
rationale. 

3. [ECS Only] Using professional judgment, update the Overall Entity Control 
Summary Rating. 

 
* For additional information and details regarding these activities see the A-123 Evaluating Quick Start 

Guide 

I. Testing  

1. Develop test plans for the current scope. 

2. Execute Testing and enter the Test Results rating and new Test Dates for the 
Control Set in the PCS/ECS-Test tab. 

3. Using professional judgment, update the Process/Area Summary Rating and 
rationale. 

4. [ECS Only] Using professional judgment, update the Overall Entity Control 
Summary Rating. 

 
* For additional information and details regarding these activities see the A-123 Testing Quick Start 

Guide 
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A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 

J. Assessment Management and Monitoring   

1. When testing for the sub-process / sub-category is complete, confirm that all 
Risk Criteria are accounted for in the tests performed by selecting “yes” in the 
“All Factors Accounted for in Completed Tests” column (e.g. test was 
completed on the changed process and testing was modified to accommodate 
changes).   

 

 

This validates that new testing has satisfied all identified Risk Criteria. The tool will 
automatically reset the criteria selection and applicable data at the beginning of a new A-123 
assessment cycle. 

ARCA: PCS 1.0

EM Consolidated Business Center H
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x P2P Payable Management Payee Information 
Maintenance

H 3 y 1 1 y Corporate identified the Payable Management process as high 
risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

STD 08/31/06 06/30/08 06/30/08 yes

x P2P Payable Management Invoicing H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Payable Management Accounts Payable L 3 y y 1 1 04/13/07 06/30/08 06/30/08 yes

x P2P Payable Management Accounts Payable/Cost 
Management Reports

L 3 y 1 1 y This sub-process is in remediation and remediation is not 
scheduled to be complete in this cycle.

06/30/09 03/20/07 06/30/09 06/30/09

x P2P Payable Management Payment Follow-up L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Disbursing H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition Closeout H 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition De-Obligations H 3 3 3 08/31/06 06/30/10 06/30/10

O P2P Acquisition Funds Cerification H 3 3 3 Overdue Overdue
O P2P Acquisition Obligations H 3 3 3 Overdue Overdue

Scope Process Information Corporate Criteria Local Criteria Changes from Standards Test Dates

FO
Attester

Cycle End

Local 
Cycle

6/30/2008 Summary ViewDetail View

Clear All

Delete Row
NEXT CYCLE

AART UpdateARCA UpdateSelect view HELP
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Risk Management is a continuous process and it is highly recommended that you update 
ARCA as new risk criteria are identified. 

Page 15 of 19 
A-123 QSG ARCA  Version 5 – September 2007   



A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 

K. Automated Cycle Changes 

1. Annually on June 30th the AART tool suite will automatically recognize the new 
ARCA cycle.  Upon saving the AART tool you will be prompted.   

  

2. Click  to update the ARCA Cycle date and automatically force the 
recalculation of the Scope fields into the new cycle. 

3. Click  to continue working in ARCA until all previous cycle 
activities have been completed and you are ready to migrate to the current 
cycle.  All scope and data remains the same.  The AART will continue to 
prompt you for the A-123 Cycle Change at each save. 

4. Click  to save a backup or archive file.  This is intended allow 
users to save the file with the existing ARCA cycle and to stop all future 
prompts.  DO NOT USE THIS OPTION ON THE ACTIVE AART because the 
ARCA Cycle will no longer be able to be updated.  
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A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 
 

SUPPLEMENTARY INFORMATION AND DEFINITIONS 
                                          
1   Detail / Summary Views:   ARCA has been designed to provide both a Summary View of critical data as 
well as a Detail View. The Detail view shows additional information regarding sub-process / sub-category 
attributes including: [PCS Only] reference sub-process selection, adjusted risk assessment, the lowest test 
rating for a control within the sub-process / sub-category, number of control sets in the sub-process or 
sub-category, number of those control sets that are in remediation or are still untested, corporate scope 
cycle and the local scope cycle. 
 

To enable the detail view, click the Summary ViewDetail View  button in the header of the ARCA tab.  The sub-
process / sub-category attributes become visible 

ARCA: PCS 1.0

EM Consolidated Business Center H

Lance Schlag M
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User Field 1 User Field 2 User Field 3
O P2P Payable Management Payee Information 

Maintenance
H H E 2 2 O O 3 3 3 08/31/03 Overdue Overdue

x P2P Payable Management Invoicing H H 7 1 3 3 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Payable Management Accounts Payable L L 7 1 1 1 3 3 3 04/13/05 06/30/08 06/30/08

x P2P Payable Management Accounts Payable/Cost 
Management Reports

L L 7 2 3 3 3 3 3 03/20/07 06/30/10 06/30/10

x P2P Payable Management Payment Follow-up L L 7 1 3 3 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L L 7 1 3 3 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Disbursing H H 7 5 3 3 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition Closeout H H 7 2 3 3 3 3 3 08/31/06 06/30/10 06/30/10
x P2P Acquisition De-Obligations H H 7 2 3 3 3 3 3 08/31/06 06/30/10 06/30/10

O P2P Acquisition Funds Cerification H H 2 1 O O 3 3 3 Overdue Overdue
O P2P Acquisition Obligations H H 4 3 O O 3 3 3 Overdue Overdue
O P2P Acquisition MicroPurchase with 

Purchase Card
M M 3 3 O O 3 3 3 06/14/07 Overdue Overdue

O P2P Acquisition Receiving L L 3 3 O O 3 3 3 Overdue Overdue
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The Detail Button will change from Summary ViewDetail View  to 
Summary View

.  To enable the summary 
view click the Summary View Button 

 

2 ARCA “CLEAR ALL” BUTTON:  The clear all function is beneficial for sites that have made 
extensive adjustments in processes and sub-processes within PCS-Assess and do not wish to 
manually update the ARCA-PCS tab.  The ARCA Update function does not remove obsolete sub-
processes.  Manual removal of these items is required.    

  

CAUTION:  This action is irreversible and will remove all the sub-process rows, including the 
associated data. 

Once the “Clear All” function has been run, execute the “ARCA Update” function to manually initiate 
the ARCA update process. 

 
3 Standard dates are based on the following logic: 

 

Scope  Conditions for Setting Scope Value 

Overdue A control set within the sub-process/sub-category has not been tested. 

 A control set is in remediation, due to CDE rating or failed test ratings, and no 
Revised Test Date has been identified in ARCA. 

 A risk criteria assigned to the sub-process/sub-category in the previous cycle has 
not been fully assessed (i.e. the All Factors Accounted for in Testing indicator has 
not been set to “yes”). 
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A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 
                                                                                                                            

 The Revised Test Date is older than the current cycle date. 

Current Cycle A risk factor has been assigned to the sub-process/sub-category in the current 
cycle. 

 The oldest test date, for sub-processes/sub-categories with all operationally 
effective control sets, was 3 years ago. 

 The Revised Test Date is defined for the current cycle. 

Cycle 2 The oldest test date, for sub-processes/sub-categories with all operationally 
effective control sets, was 2 years ago. 

 The Revised Test Date is defined for the specified cycle year. 

Cycle 3 The oldest test date, for sub-processes/sub-categories with all operationally 
effective control sets, was 1 year ago. 

 The Revised Test Date is defined for the specified cycle year. 

No Scope Set Testing was completed in current year and all activities were operationally 
effective. 

 

Utilizing Local Risk Criteria and Local Risk Assessment Cycles, a sub-process / sub-category may be 
allocated to two different Cycle Years.  This only results if the local assessment is required prior to the 
corporate assessment. 
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Rationale for Change
Revised 

Test Date
Oldest 

Test Date

Corp.
Required 
Test Date

Local 
Required 
Test Date

x P2P Payable Management Payee Information 
Maintenance

H H 7 2 1 1 3 y 1 y 1 y Corporate identified the Payable Management process as high 
risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

STD 08/31/06 06/30/08 06/30/08

x x P2P Payable Management Invoicing H H 7 1 3 1 3 3 y 1 08/31/06 06/30/10 06/30/08
x P2P Payable Management Accounts Payable M L M 7 1 1 1 3 y y 1 1 04/13/07 06/30/08 06/30/08

x P2P Payable Management Accounts Payable/Cost 
Management Reports

H L H 7 2 2 2 3 y 1 1 y This sub-process is in remediation and remediation is not 
scheduled to be complete in this cycle.

06/30/09 03/20/07 06/30/09 06/30/09

x P2P Payable Management Payment Follow-up L L 7 1 3 3 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L L 7 1 3 3 3 3 3 03/22/07 06/30/10 06/30/10

x x P2P Payable Management Disbursing H H 7 5 3 1 3 3 1 08/31/06 06/30/10 06/30/08
x x P2P Acquisition Closeout H H 7 2 3 1 3 3 1 08/31/06 06/30/10 06/30/08
x x P2P Acquisition De-Obligations H H 7 2 3 1 3 3 1 08/31/06 06/30/10 06/30/08
O P2P Acquisition Funds Cerification H H 2 1 O O 3 3 1 Overdue Overdue
O P2P Acquisition Obligations H H 4 3 O O 3 3 1 Overdue Overdue

Scope Process Information Corporate CriteriaControl Attributes Local CriteriaScope
Detail Changes from Standards Test Dates

FO
Attester

Cycle End

Local 
Cycle

6/30/2008

Select view HELP ARCA Update AART Update

Clear All

Summary View
Delete Row
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A-123 Quick Start Guide 
Annual Risk-based Control Assessment 

 
                                                                                                                            

4 To adjust the risk assessment of a sub-process/sub-category you must be in the ARCA Detail View.  If 
the Detail View button is displayed click the Detail View button to enable the detailed view.  However, if 
the Summary View button is displayed the Detail View is already displayed.  Select from the drop down 
menu, in the Adjusted Risk Assessment column, the desired adjusted risk assessment rating for the 
sub-process / sub-category. 
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Rationale for Change
Revised 

Test Date
Oldest 

Test Date

Corp.
Required 
Test Date

Local 
Required 
Test Date

x P2P Payable Management Payee Information 
Maintenance

H H 7 2 1 1 3 y 1 1 y Corporate identified the Payable Management process as high 
risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

STD 08/31/06 06/30/08 06/30/08

x x P2P Payable Management Invoicing H H 7 1 3 1 3 3 1 08/31/06 06/30/10 06/30/08
x P2P Payable Management Accounts Payable M L M 7 1 1 1 3 y y 1 1 04/13/07 06/30/08 06/30/08

x P2P Payable Management Accounts Payable/Cost 
Management Reports

H L H 7 2 2 2 3 y 1 1 y This sub-process is in remediation and remediation is not 
scheduled to be complete in this cycle.

06/30/09 03/20/07 06/30/09 06/30/09

x P2P Payable Management Payment Follow-up L L 7 1 3 3 3 3 3 03/22/07 06/30/10 06/30/10
x P2P Payable Management Purchasing L L 7 1 3 3 3 3 3 03/22/07 06/30/10 06/30/10

x x P2P Payable Management Disbursing H H 7 5 3 1 3 3 1 08/31/06 06/30/10 06/30/08
x x P2P Acquisition Closeout H H 7 2 3 1 3 3 1 08/31/06 06/30/10 06/30/08
x x P2P Acquisition De-Obligations H H 7 2 3 1 3 3 1 08/31/06 06/30/10 06/30/08
O P2P Acquisition Funds Cerification H H 2 1 O O 3 3 1 Overdue Overdue
O P2P Acquisition Obligations H H 4 3 O O 3 3 1 Overdue Overdue

Scope Process Information Corporate CriteriaControl Attributes Local CriteriaScope
Detail Changes from Standards Test Dates

FO
Attester

Cycle End

Local 
Cycle

6/30/2008

Select view HELP ARCA Update AART Update

Clear All

Delete Row
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The adjusted risk assessment must be based on an inherent risk assessment within the 
General Environment and must reflect the aggregate likelihood and impact of all risks 
associated with that sub-process / sub-category.  Detailed guidance for Risk Assessment 
can be found in the Documenting Quick Start Guide. 
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