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- - recommendations.

@ Requirements: Contains very 1 | AART Input: Color dependent by tab. Local AART
important requirement [yellow], ECS-Assess [dark blue], PCS-Assess [light
information blue], ECS/PCS-Test [green], CAP-Track [red]

INTRO
OBJECTIVE

Validate the operational effectiveness of control sets in mitigating occurrence of
related risks.

SCOPE

Testing scope is limited to control sets that are effectively designed or have minor
design deficiencies (rated as 5 or 6). All deficient control sets (rated as 3 or 4) will
require remediation prior to testing and will be identified with “REM” in the
ECS/PCS Test tab in the “Control Design Effective” and “Risk Assessment” columns.

DUAL PURPOSE TESTING

A-123 employs a dual purpose testing approach. There are two steps to using
dual-purpose testing:

1. Determining whether a control failure occurred (i.e., during control
operation); and,

2. Determining whether the risk actually occurred (and its subsequent
impact) as a result of the control failure, where reasonable and
appropriate.

Sites should perform additional procedures, as necessary, to implement the use of
dual purpose testing.

RATINGS
A consistent rating scheme has been developed to support capturing testing results

of the operational effectiveness of control sets at the risk level as well as the
summary (area/process) and assurance levels.
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The following table provides an explanation of the ratings for each of the above

areas.

Control Set (Testing)

Summary Ratings
(PCS Process, ECS Area, ECS Overall Environment)

Significant Operational Deficiency
Significant deficiency(ies) in the control set
operation exists such that there is a HIGH
probability of the risk occurring. This may

adversely affect the organization's ability to meet its
internal control objectives for the specified risk.

Significant Deficiency
Control deficiency(ies) (design or operational) exist that
create a HIGH probability of not detecting or preventing
fraudulent and/or erroneous transactions WITH a
significant exposure to unreliable, inaccurate and/or
untimely financial reporting.

Operational Deficiency Deficiency
Deficiency(ies) in the control set operation exists Control deficiency(ies) (design or operational) exist that
4 such that there is MORE than a remote possibility create a MODERATE probability of not detecting or
of the risk occurring. This may adversely affect the preventing fraudulent and/or erroneous transactions
organization's ability to meet its internal control WITH a significant exposure to unreliable, inaccurate
objectives for the specified risk. and/or untimely financial reporting.
Minor Operational Deficiency Minor Deficiency
Deficiency(ies) in the control set operation exists Control deficiency(ies) (design or operational) exist that
5 such that there is ONLY a remote possibility of the create a LOW probability of not detecting or preventing
risk occurring. This may not adversely affect the fraudulent and/or erroneous transactions OR an
organization's ability to meet its internal control insignificant exposure to unreliable, inaccurate and/or
objectives for the specified risk. untimely financial reporting.
Designed Effectively
6 N/A Controls are designed effectively to detect and/or prevent
- fraudulent and erroneous transactions AND ensure
reliable, accurate and timely financial reporting.
Operating Effectively
Control set is operating effectively such that there is Operating Effectively
7 LESS than a remote possibility of the risk occurring. | Controls are operating effectively to detect and/or prevent
This should not adversely affect the organization's fraudulent and erroneous transactions AND ensure
ability to meet its internal control objectives for the reliable, accurate and timely financial reporting.
specified risk.

As specified in the AART methodology, sites will summarize the results of Control
Set/Risk level ratings to provide ratings at the Process, Entity Area and Overall Entity
Environment levels. The table below shows the possible ratings at various stages of
completion of the evaluation of specific PCS Process and/or ECS Areas.

IF completion of Control Design
Effectiveness assessment is:

AND Test ratings are:

THEN possible Summary
Ratings are:

Some evaluated

Some/None tested

5, 4, 3, [blank]

Some/None tested

6,5,4,3

All evaluated

All

7,5,4,3

Because of the similarity of the testing methodology for both Entity and
@ Process controls, they are discussed together in this guide, but examples are

provided for both.
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TESTING

A. Define overall testing approach

1. Prioritize your testing approach based on:

Risk Assessment

Control Design Effectiveness ratings

Logical groupings of controls/control sets within a test scenario
Resource availability

Complexity of testing protocol

Timing of related transactions/activity to be tested

Periodicity of control execution (when can they be tested)

S@e@ "~ 0o o0 o

Other site specific considerations

2. Determine if any testing has recently been performed that may satisfy the
A-123 requirements for selected controls within a control set. To satisfy
A-123 requirements:

a. Testing must have been performed within 12 months of the assurance date

b. Tests must directly address the key controls and the related risk identified in the
AART

c. No significant organizational, system, process or control changes should have taken
place since the date of testing

d. Documentation must include key testing attributes including, type of test, sample
size, sampling criteria, universe, timing of execution, actual results, number and
nature of exceptions/errors identified, etc.

An independent interpretation of the results must be documented in the
Detailed A-123 Documentation.

% Sites may utilize testing performed as part of internal or external reviews and/or audits
(e.g. FFMIA, FMFIA, SAS-70, IG/GAO audits).

Sites may not utilize financial statement audits as a basis in determining that controls
are operating effectively. However, if those audits identify controls that are not
operating effectively, and management agrees, these results may be relied upon to place
the controls in remediation.

3. Attester should determine if additional testing guidance is required to set
testing standards to support his/her required level of assurance. Such
guidance might include,

Minimum sample sizes
Maximum acceptable error rates
Additional documentation requirements

20 o

Independent standards for test performance
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B. Develop test strategy and plans

1. Develop a test strategy for each process, supported by test plans for
each control set. The strategy would consider:

Ability to consolidate testing of multiple controls within and or between control sets.
How to validate quality and completeness of all required testing for each process.
Approach for weighting of results for specific control sets.

oo o

Additional guidance provided by the attester

2. Develop and document test plans for each control set as part of the
Detailed A-123 Documentation. The plan should define specific test
activities to address each control within the control set. Some of the
key elements of the test plan include:

Description of objective

Type of test

Procedures of the test being performed
Acceptable error thresholds

Explanation of the extensiveness of tests
Universe from which the sample size was selected
Sample size

S@ 000 oy

Timeframes of execution

Resources assigned
Date executed
Approver

Who performed the test

- X T

Record a summary description® of the test plan, associated with each
control set, in the ECS/PCS Test tab of the AART.

= 3

AART: PCS Test [semuas X

Serect Urew: | Selectwew -

FO CH
Attester (Constance Genne

Date Updated

Fiow | Frocess. Frovesses Sub Processes. Contrals Risk | CntiDsgn| T Oa|
[ Cuele Bssess [ EH
- - bl - - - -

& The Vendor umbers are matshed to the CCR
databaze on 3 segular bagis,

& Repodts 316 generaled weskly with the expiration
4 g W P » Inucioes were posted to verdar socounts whate CCR numbers had erpied.

dshes et hese <apic sving mw.amn ﬂJ.ES s & Invoices were automatically blocked for payment with the reason code that the CCR
openconirsots are highighted. This reportis sent to:

: ! ot had eapired
alpesinent paries. i M
= Fotow up workiow netificstions see sent 55
Oisbursing eapiration dates approach R
» \ihen anirvoice is posted 0.2 Vendor with an
expired CCR number, the invaice is blocked for
PR S0 nOLHCAloN 5614 10 Spppiate
personnel for follow up.
= An Accounts Fagabie aging teport s runfisting
inuoices that sve ot paid ith 12350 code stating
i CCRiE eipited.

with the.

worudcs name and number that had an erpired COR A,
ions were sent io proper

Pagatie
Management

o bocked inv:

= The COR numbor was renewed, snd the inuoioe was subsequently released for
payment

& Vhen canesets ss entered inthe system o6

record, payment terms e checked against those

stored in the wendos record

& lithe pagment terms sre different from the verdar

12014, 8 messagt i genesatedinstiucting eniy slerk e M R e

bl Rosheoh Fepnent i a o a Tl weere provided with the option to ascept and override of revest back to
» Hew paymert terms ate entered and staredin the P

vendor record for futues use. et 4

& A reportis genersted that lists contiacisthal

owertide information from the Suppler Master recard

andis sernta the Diepanmens Head fos rexieu:

B rems
listed in the wendor records.

Pagatle
Management

& Pagment terms Gannos be overidden when the

« » W[/ Upgrade Menu / AART Oversight / Local ABRT / Rollup AART / ECS-Assess /B »
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C. Execute test plans

1. Execute the test plans. Update the plans in the Detailed A-123
Documentation with all relevant details and findings. This should, at a
minimum, include:

Date test executed
Description of test findings
Name(s) of person(s) performing test

Any variations to the test plan attributes (e.g. the sample size was changed from 65
to 100)

Number and percentage of failures

oo o

~ho

Nature of failures
g. Occurrence of risk and frequency of occurrence (where applicable)

2. Record the test date in a mm/dd/yy format in the Date Test Compl.
column of the ECS/PCS Test tab. It is also highly recommended that
you record the location of the Detailed A-123 Documentation in the
Documentation Location column of the ECS/PCS Test tab.

AART: PCS Test 4 of

Sefoct View: | SElEctview >

Fo cH

Attester Constance Genne

Date Updated

Raw| Pioeess Frosesses Sub Frasesses Contiols Tort [Pate T Tort Fvzate Faticne Dacumentatien Lecation

Mo, Cuele Fesiid (where dosumentation is filed)
- - - -

| The Vendor Riumbers e matched tothe CCR
databise ca ieguii basis

& Reparts are generated weekly uith the expisation
dstes. and thoss aporaaching sxpiration dates vith

& Follow up workilow notifications are sent a5 is inthe

Dictunsing ovgitticn dates apgrosch. o kit capio are il anthe Shated Dive.

= Vhen aninalce is posied 0 aVendar vith an opes of e:mai notiications are fled on the Shared Drve.
expired CCR number, theinuoice is blocked for
pagmont and natfication zent 12 apprcpiate
perscanelfor fotow up.

& A Aiccounts Pagstle aging repart s mn listing
nvaicos that are nct paid it tessca cad stating
that CCRis expied

Fyatie
anagement

« Vhen contracts e entered i the system of
1ocard, paymentteims are checked against hoge
| stored in the vendor record.
« the payment terms ars dferent rom the vendor
1ecoid, ameszago s genarated intucting enty chork be
Distursing 10 check payment terms. o oot coples are fled on the Shared Dive.

« Hew payment tsims are entered and stored inthe pies of e-mal notiications are fled on the Shared Crive,
vendor tecordics future uzo
s reportis genersted hatlists conirsats that
ousriide nformatian from the Suppher Master record
aniis et to the Dispartment Hoa for evier,

Fayable
arsgemont

» Faymentterms cannatbe avenidden when the

[ v M/ Upgrade Meru [ RART Oversight / Locd AART / Rolup AART J/ ECS A

% NOTE: It is very important that the test date format is accurate because the test date from
the Date Tst Compl. field will be utilized for the Annual Risk-based Control Assessment
(ARCA) calculations. See QSG ARCA for more details.
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D. Evaluate test results

1. Evaluate the test results and rate the effectiveness of the control set
operation in mitigating the risk associated with the specified risk
statement. In rating the operational effectiveness, you should consider,
among other things:

a. Whether operational failures occurred A well formulated rationale: Control set operates
. effectively — Rating 7 / Testing covered six key controls
b.  Number of controls in the control set designed to mitigate the associated risk. While control
c. How many controls failed failures were identified in one of the key controls, the
d. How many failures occurred for number of failures were _below the maximum accgptable
specific controls error_threshold. _In addition, th_e control set contained
multiple preventive and detective controls that worked
e. Risk assessment rating effectively to offset the control failures. Based on these
f.  Nature of the control failures results, the control failure will not negatively impact the
. . overall operation of the control set and will not increase the
g. Whether control failures resulted in likelihood of risk occurrence beyond ‘less than remote’
Risk occurrence
h. Type of control

i. Combined performance of Primary and Backup controls
Risk Assessment rating
Relative exposure

Potential for risk occurrence

1 2. Record the test rating in the Test Results column of the ECS/PCS-Test
tab.

After a control set has been tested, DO NOT go back into the ECS or PCS Assess
worksheets and change the Control Design Effectiveness rating at the risk activity/control
set level to reflect results of testing. However, the design effectiveness rating will
automatically be set to “E” Expired if the associated sub-process is not tested within the
required cyclical testing cycle (see ARCA Guide).

@

AART: PCS Test I 40)
Sefect View: | Selectview ‘I
FO CH
Attester Constance Genne
Date Updated
Fow | Process Pracesses Sub-Processes Cantiais pate st Test Results Fatianale
o Cucle Compl
- -
& The Wendor Klumbers are matohed 1o the CCR
database on a regular basis.
= Feports are generated weekly with the epiration
dates, and those approashing expiration dates with
open conracts are highlighted. This repartiz sent The blacking of the invaices was an automatic,
all pertinent parties, preventive control. The subsequent reports
— & Follow up workflaw notifications are sent as provide detective informationthatthe CCR #  [a Hard sop]
PeP Vamscemenn Disbursing sapiration dates approach. 10110106 [ has expired and the warkflaw natifications » Soit copi
& = When an invoice is posted to a Vendor with an ensure that the responsible partyis notified o (= Gopies of
epited CCR numbier, the inuoioe I blooked for sontact the vendor and take steps to carrect the
paument and notifisation sent to appropriate situation.
personne far Fallow up
& fin Asoounts Payable aging repartis run listing
inwaices that are nat paid with reason cade stating
that CCR is epired.
 When contracts are entered in the syster of
recard, payment terms are checked against thaoss .
payl 9 a The warning was displayed each time an
storedin the vendar record.
invaice was posted using paument terms other
I the payment terms are different from the vendof .
: than thosein the vendor master reoord
recard, s message is generated instructing entry ch i » Hard cop
Payable » Hawever, the users would readily bupass the
PP Disbursing ta check payment terms, otonoe: = Soft copi
Management warning without checking the message.
a New payment terms are entered and stored in the « Copiesof
& Maywant to blosk the invoice For paymentta
wendar recard for future use.
ansure that the user actully checks the payment
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Record, in the Test Results Rationale column in the ECS/PCS-Test tab, a
summary of the rationale used in determining the test results.

AART: PCS Test

Sefect Waw: lm

I 49

FO CH
Attester Constance Genne
|Da|e Updated
Row Process Frocesses Sub-Processes Controls. Test Date Tst Test Results Rationale
mo | Cucle Fesuins | Cof
- - -
& The endor Humbers s matched to the CCR
database on aregular basis
& Reports are generated weekly with the expiration
dstes, and these spproaching expiration dates uith
open contracts are highlighted. This report is sent to The blacking of the invoices was an automatic,
all prtinent partes. preventive control. The subsequent reports
i & Followup workflaw notifications ars sent as pravide detective information that the CCR #
PzP Mayna ment Distursing enpiration dates approach 7 1010¢ [l | has eupired and the warkFow notifications
9 & When aninuaice s posted to a Yendor with an ansure that the responsible party is notified 1o
expited CTR number, the invoics is blacked far contact the vendor andtake steps to carrset th
payment and natification sent to sppropriate situation
persanne for Fallow up.
« i Aiccounts P ayable aging repart is runlisting
inuoices that are nat paid with resson code stating
that CCRis epired
& When contracts s entered in the system of
record, payment terms are checked against those "
A o a The warning was displayed e ach time an
storedin the vendar record. . :
inusice wss posted using payment terms other
« Fthe payment terms are differsnt from the vendar
. than those in the vendor master record.
record, amessageis generated instructing entry olerk, "
Payable & Houever, the users would 1eadily bapsss the
PP Disbursing to check payment terms 5 | oy ‘
Management waning without checking the message.
« Mew payment terms are entered and stored in the
 May want to blook the invoioe For payment ta
vendor recordfor future use.
- ensure that the user actually checks the payment
& i reportis genersted that lists contracts that o
averride informatian from the Suppler Master recard -
and is sent to the Department Head for review.
& Faymentterms cannot be cuerridden when the

4 » bl\/ Upgrade Menu 4/ ARRT Qwversight 4 Local 88RT / Rolup ABRT [/ ECS-Asses

reflect the results from testing

1.

Hard cop
I5o#t copil
Copies of

Hard cop
ot copi
Copies of

-Tesl]

ratings to

Using professional judgment, update the Area/Process level ratings based

on the results of testing at the control set level.

In determining the

operational control effectiveness of the controls at the Area and Process
Level, consider among other things the effectiveness ratings for each
control set, including any “Expired” ratings, and their relationship to the
respective risk assessment rating.
Area/Process level and the potential for risk occurrence.

Also,

consider exposure to the

Use the chart below to determine valid summary ratings. For example, if all control sets
within a process/area have all been tested a 6 rating is no longer valid.

IF completion of Control
Design Effectiveness
assessment is:

AND Test ratings are:

THEN possible
Summary Ratings are:

Some evaluated

Some/None tested

5, 4, 3, [blank]

All evaluated

Some/None tested

6,5,4,3

All

7,5,4,3
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2. Update, in the Area/Process Ratings Rationale cell in the header of the
ECS/PCS-Assess tabs, the summary

rationale used to determine the A well formulated rationale: Area controls operate
Area/Process Ratings. Explain the effectively — Efficiencies identified — Rating 7 / While

PR . deficiencies were noted in one sub-category supporting this
reason for assigning the SpeCIfIC monitoring, the deficiency was limited to one control set

rating and minimally include the related to a low risk activity. In addition, only one of 5 key
following; controls failed and there is no evidence of risk occurrence.
While the area will be remediated, the control failure
. should not negatively impact the overall operation of the
a. The logic employed to develop the | ,n0 set and should not increase the likelihood of risk
number rating provided in the | oo rrence beyond ‘less than remote’. The site also
Control Design Effectiveness rating identified opportunities to automate annual ethics training
b. Any analysis and other factors used notifications to gain greater efficiencies.
in support of the numeric rating

Genera Ledger Management Travel

c lpop

[Funds Management Revence

Fowt

Process

[cost Management Project Cost Management

insurance Proeny Management
[Grans Seized Property Management

[Loans [Fuman Resaurces
N [Fcouisiton 7 2 Payrol
& inventory Wanagement Beneiis

p: 5

impaci

P2

ik oo Set Pl [PTE[R[C[V] G | o [ Conroi| Test | Gomw Remedaton Pl Contl Design Efeciveness Docomertaton Locaton Seopeorvear
pesess oet Type | Freq | oson |Resus| meficent Rating Ratonale (vhere documentaion s fed)

ment Efecive Reqd |_CAor_|_Saws | Daeml
I | 1
I 1 1

H s [ECS only] Using professional judgment update the Overall Entity Control
Rating in the header of the ECS-Assess tab. In determining the Overall
Entity Control Environment rating, consider the cumulative impact of the
Area level ratings.

T
AART: ECS Assess I 4 ] } -
Overall Entity Control Ratings |7
Select View; | Selectview hd M
5
Fo cH H
Attester Constance Genne Control Environment
Control Activities U
Date Updated Information and Communication 7|
Risk Assessment U
[ insert v - Deiete o Monicoring 7
Frint| el fuea Sub-Category Fiisks LikeR] Impact] Fisk. Controls Frewt [F[E
Fiet hood Assess Diet

- - - - | - v mew - | v|>

v M|/ Upgrade Menu £ AART Oversisht / Local 88RT / Relup ASRT % ECS-Assess / ECS-Test / PCS-Assess / PCS-Test / Assessment Team
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4. [ECS only] Update, in the header of the ECS-Asses tab, the summary
rationale used to determine the Overall Entity Rating. Explain the reason
for assigning the specific rating

and mmlma"y include the A well formulated rationale: Control set contains

following: operational deficiencies — Rating 4 / Based on the
deficiencies in 3 Control Sets related to high-risk activities
a. The logic employed to develop in the “Monitoring™ entity area, and the resultant rating of 4

in that area, we have rated the overall entity area 4 (Control
Deficiency) to ensure that adequate consideration is given
to these issues as they relate to process controls.

the numeric rating provided in
the Control Design Effectiveness
rating

b. Any analysis and other factors

used in support of the numeric rating

General Ledger Management [Travel

Funds Management Revenue

2c_eoe

Favt [Receivable Management Process Ratings Rationals

B2C

[cost Management

Project Cost Management

B Proeny Management
Seized Property Management

| [Fuman Resaurces
i E Payrol
_tﬁemhls

Trpac] Rk Comorset Pl [FIE[RTCIV] Gl | Gl [ Conia | Test | Gomia Remedaton P Scope o Vear
nssess Det Tpe | Freq | Dsgn |Resuts| ieficent Rating Ratrale (where

ment Efecive Reqd | _coor | smw | omem

1 I 1

F. Update the Implementation Plan

1. Capture the status and barriers as well as any significant deviations
encountered during the testing phase.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

! Well formulated summary test description are as follows:

Area: Control Activity Sub-Cateqgory: Segregation of Duties
Risk Statement: An employee who creates a requisition and also approves the requisition,
purchases the requested goods or services, and pays the subsequent invoice(s), resulting in fraud,
waste, and / or abuse of government funds.

Objective: Validate operation of entity controls to ensure segregation of duties as they impact the
requisitions area.

Control Objective: To prevent fraud, waste and/or abuse

Control Set:

Control (1) Management publishes an internal control manual (distributed to all employees) that
requires segregation of duties in all financial activities. [P] [M]

Control (2) Security rules are set up such that no single user ID can be assigned the roles of
creating a requisition and approving that requisition; approving a requisition and creating the
corresponding Obligation; and creating the obligation and paying the invoice. [P] [A]

Control (3) Workflow technology is implemented to automate work flow message distribution to
monitor expenditures and approvals. [P] [A]

Control (4) Only 3 Administrators have the authorization to create and / or change security
profiles and workflow rules. [P] [M]

Test Type: Mixed (See test description)

Test Description:

Test 1 (Control 1) — Observation/Inquiry — Observe whether requisitioning employees & managers
are in possession of the manual and Inquire as to their knowledge of the segregation of duties
requirement.

Test 2 (Control 2) — Re-perform — Re-perform steps to create a unique user ID and attempt to
assign multiple roles.

Test 3 (Control 3) — Inspection — Inspect workflow e-mails received by two approving officials and
reconcile to a report indicating number of requisitions approved to validate e-mail issuance and
receipt.

Test 4 (Control 4) — Inspection — Inspect role assignment logs from workflow system to verify the
number of administrators with create/change rights. (as of 10/1/05, 1/30/06 and 9/5/06)

Sample Test Plan Criteria for entity (scenario above):

Acceptable
Test Error Date

# Universe Sample Size Threshold Executed Tester (s) Approver
1 20 Employees 4 Employees 0 9/1/06 — Miller/ Harris

5 Managers 1 Manager 9/3/06 Davis
2 N/A 1 0 9/4/06 Davis Harris

5 AOs 2 AOs . .
3 50 Regs 20 Regs 0 9/4/06 Milled Harris
4 | N/A 3 logs per test 0 oss/06 | Miller/ Harris

descr. Davis

A-123 QSG Testing
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Process: Payable Management Sub-Process: Disbursing
Risk Statement: Duplicate payments may be made, resulting in overpayments causing extra
costs and / or potential loss to the government for unrecoverable overpaid funds.

Objective: Validate the operation of manual and system process controls to avoid duplicative
payments.

Control Objective: To prevent loss of funds.

Control Set:

Control (1) System rejects entry of duplicate invoice numbers. [P] [A]

Control (2) System issues a warning if invoice numbers are different and amounts and payee are
the same. [P] [A]

Control (3) Monthly report of potentially duplicate invoices is generated and reviewed by AP
Supervisor. [D] [M]

Test Type: Mixed (See test description)

Test Description:

Test 1 (Control 1) — Observation/Re-performance — Perform steps necessary to enter a duplicate
invoice number for payment and observe functionality of control.

Test 2 (Control 2) - Observation/Re-performance — Perform steps necessary to enter an invoice for
payment with a unique invoice number, but amounts and payee are the same as a previous invoice
on the contract and observe whether a warning is displayed by the system.

Test 3 (Control 2) — Observation — Observe an accounting technician and verify that they perform
proper checks to ensure that payments are not duplicates prior to overriding the warning message.
Test 4 (Control 3) — Inquiry/Inspection — Inquire whether AP supervisor is receiving the monthly
report of potentially duplicative invoices and inspect files to identify evidence that the report was
reviewed and annotated with results of the monthly review.

Sample Test Plan Criteria for process (scenario above):

Acceptable
Test Error Date
# Universe Sample Size Threshold Executed Tester (s) Approver
1| NnA 1 0 os1/06 | Miller/ Harris
Davis
2 N/A 1 0 9/2/06 Davis Harris
3 2 Techs 1 Tech * 0 9/3/06 Milled Harris
4 12 Reports 3 Reports 0 9/4/06 M'"?r/ Harris
per Year Davis
NOTE: Sample size depends on the number of invoices meeting the criteria processed during the
day of testing.
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