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A-123 Quick Start Guide — Remediation
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INTRO
OBJECTIVE

The objective of remediation is to take appropriate corrective actions to ensure that
controls over financial reporting (entity and process) that are not designed and
operating effectively to offset related risks are fixed.

RESPONSIBILITIES

A-123 Assessment Team — The local A-123 assessment team is responsible for:

a) Identifying the scope of remediation activities.

b) Developing an overall remediation strategy to ensure corrective actions are
accomplished in an effective and efficient manner, and ensuring that A-123
remediation activities are coordinated with other identified remediations (e.g., those
identified through financial statement audits, self-assessment, IG/GAO audits, etc.).

¢) Ensuring that corrective action plans are developed and executed to also address
controls determined to be ineffectively designed or operating.

d) Monitoring, tracking and reporting on the status of corrective actions.

e) Re-assessing proper documentation, control design and operational effectiveness once
remediation activities have been completed (recycle through all A-123 phases
beginning with Documenting).

Local Business Units — Local Business units (e.g. accounts payable department,
systems operations, etc.) are responsible for:

a) Developing and executing corrective action plans.
b) Implementing process/control changes.
¢) Re-documenting processes to reflect changes effected during remediation.

STAGES OF REMEDIATION

To consider remediation complete to support an A-123 evaluation, four key stages
must be completed:

a) Planning — An action plan to correct the deficiency(ies), including key milestones, must
be developed.

b) Execution — All corrective action milestones must be completed.
¢) Documentation — Process/entity control source documentation must be updated to
reflect the changes made.

d) Implementation — The process/entity control changes must be implemented and be
operational for a sufficient time prior to reassessing their operational effectiveness.
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A. Define the scope of the Remediation

1. Remediation is required for all control sets rated as “3” (Significant
Deficiency) or “4” (Deficiency) in control design effectiveness and “3”
(Significant Deficiency), “4” (Deficiency) and “5” (Minor Deficiency) in
operational effectiveness. All control sets requiring remediation are
automatically identified in the PCS/ECS Assess tabs of the AART tool suite
with “yes” in the Remediation Req’d column.

AART: PCS Assess I 4.0 6
Select View: ‘ Select view ~| HELP ‘
Fo cH 6
Attester Tom Foley, CFO 6
Implementer Cornell Williams 5
[pate Updated [une 30, 2006
6
6
6
Ref Process Processes Sub-Processes Inherent Risk Likeli [ Impact|  Risk Control | Test Remediation Plan
Col Cycle hood Assess| Dsgn [ Results [Opportjilllies|
ment | Effective APH# Status Date Impl.
pop payable Management |Disbursing Vendor to be paid may not be active CCR vendor, L L L G 2
resulting in payment to unapproved vendor.
Terms of payment negotiated in contract may be
overridden and incorrect terms may be utilized to
P2P Payable Management |Disbursing calculate due dates, resulting in incorrect payment L L L 6 5
date and extraordinary burden to the government and
non-compliance with the prompt payment act.

% NOTE: Sites should identify and group remediation activities by process or entity area to
provide a more integrated / holistic view of the remediation activities and to support better
planning.

B. Develop Remediation strategy

1. Develop a remediation strategy for each process and entity area,
supported by an action plan or plans covering the related control sets
requiring remediation. In developing the remediation strategy, consider
among other things the following:

a. Relationship of deficiencies to any other remediation activities planned or underway
(e.g. financial statement remediations, 1G/GAO audit finding corrective actions,

etc.). Remediations need to be coordinated to leverage resources and avoid
duplicative or contradictory corrective actions.

b. Breadth of organizations that should be engaged in remediation activities (e.g.
accounting operations, ClO, HR, financial policy, etc.).

c. Opportunities to consolidate remediation activities into action plans by
process/entity area.

d. Opportunities to consolidate remediation activities across processes/entity areas
into action plans by functional area (e.g. training issues, systems issues, resource
issues, etc.).

e. The priority for conducting remediation activities based on risk and potential impact
on financial statement audit activities.

f. How to validate the quality and completeness of remediation activities.
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C. Develop corrective action plans (CAPs) and record CAP
attributes into the AART

1. Once a remediation strategy has been developed, ensure that corrective
action plans are developed and executed in accordance with the
remediation strategy. Action plans may vary based on the business unit
requirements and/or the remediation activity, and will be part of the
Detailed A-123 Documentation. Action Plans must minimally include the
following criteria:

a. All the supporting information for the required CAP Fields as described below

b. Detailed step-by-step action plan and associated milestones and other relevant
dates

c. Signature of authorized individual approving the plan
Signature of authorized individual confirming completion

While specific business units may be responsible for carrying out remediation activities, the
% A-123 team should review action plans to ensure that they focus on the root cause and
appear responsive to the issues identified.

If the action plans do not contain the above listed criteria, Detailed A-123 Documentation
must be completed by the A-123 assessment team. A CAP Form and Content is available on
the DOE A-123 Website.

B 2. Record the following attributes of each CAP in the CAP Track tab of the
AART Tool Suite.

a. ldentification

i) CAP Plan ID — An automatically generated unique CAP Tracking ID specific
to location. This number will automatically be assigned when a CAP is
“ADDED*” to the CAP Tracking tool.

ii) Title — Name identifying the remediation actions (e.g., upgrade duplicate
invoice logic in accounting system)
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b. Description

D)

ii)

i)

iv)

V)

Summary of Deficiency — Summarize the deficiencies that have been
identified for the respective entity sub-categories/processes.

Summary of Remediation Actions — Summary of the actions that are
being taken to fix the identified control set deficiencies.

Processes? — Selection of process(es) that will be affected/remediated.
Multiple Entity Sub-Categories and processes may be assigned to a single
CAP.

Entity Sub-Categories® - Selection of entity sub-category(ies) that will
be affected/remediated. Multiple processes and Entity Sub-Categories can
be assigned to a single CAP.

Date first identified

c. Risk/Priority

D)

ii)

i)

Risk Assessment — Select the highest risk assessment rating for all the
risk statements for which control sets are being remediated (e.g. two low
risk statements and one high risk statement associated with control sets
targeted for the remediation actions, the risk assessment for the CAP
should be high).

Rating - Select the lowest control effectiveness rating for all the control
sets that are being remediated (e.g., two control sets were rated as 4 and
one as a 3; the CAP rating should be a 3)

Priority — Based on the Risk Assessment and Rating assign a priority to
ensure high risk areas with significant deficiencies are remediated first.

lan Tracking =

A-123 QSG Remediation
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d. Remediation Target (The remediation target identifies the focus of the
remediation activity. A single CAP may have multiple remediation

targets.)

i) Process — Changes to the tasks and activities are required

ii) System — Changes or new functionality needs to be implemented in the
computer applications supporting the business.

iii) Procedures — Changes to the documentation (e.g. desk guides, user
manuals, system administration manuals, policies, etc.) are required

iv) TrainingZCommunication — Conduct or update training and/or
communications to ensure proper execution of the controls (e.g. user
unawareness and education of existing procedures, new implementation
training requirements)

v) Other

.........

e. Accountability

)
ii)
i)

Organization — business unit responsible for the remediation
Person/POC — contact person within the business unit

Alternate Ref. Action — alternate corrective action references or audit
resolution references (e.g., DART, Tiger Team, and previous CAP
references, if applicable)

A-123 QSG Remediation
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f. Planning and Status
i) Status

(1) Not Started: Corrective actions have not yet started and CAP is
incomplete and/or lacks approval.

(2) In Process: CAP is approved and corrective actions are currently
underway.

(3) Pending: Corrective actions are awaiting additional input (e.g.
approvals, resources, vendor software patch).

(4) Completed: Corrective actions have been implemented and are
being re-assessed.

(5) Closed: Controls sets with associated corrective actions have
been tested and are operating effectively.

ii) Planned Completion Date — date when all required activities are
expected to be ready for production

iii) Revised Completion Date — all activities required to go into production
have been completed

iv) Actual Implementation Date — when fixes/changes go-live in the
production environment and become part of the operational business

v) Documentation Location

[AaRT- Corrective Action Plan Tracking ==

et epot e s o e s

3. After having “added” a CAP in the CAP Track tab, manually record the
automatically generated CAP number in the PCS/ECS Assess tabs for all
affected control sets. A single CAP number may be associated with
multiple control sets (Entity and/or Process)”.

AART: PCS Assess I 4
Select View: | Selectview v| HELP -
o o -
Attester Tom Foley, CFO
Implementer Cornell Williams -“
Date Updated gune 30, 2006 ISeizedP| ]
_—
Payroll
Ref | Process Processes Sub-Processes. Inherent Risk i Test | Efficiency
Col Cycle o
Identified { Status Date Impl.
oop oot | Frny Vendor to be paid may not be active CCR vendor,
resulting in payment to unapproved vendor.
Terms of payment negotiated in contract may be
overridden and incorrect terms may be utilized to
P2P Payable Management |Disbursing calculate due dates, resulting in incorrect payment o CAP-CH-1
date and extraordinary burden to the government and
non-compliance with the prompt payment act.

The status and date completed will automatically update based on the CAP#. There must
active CAP in the CAP Track tab for this functionality to work correctly.
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D. Execute and monitor remediation activities

B 1. The A-123 assessment team should monitor the execution of remediation
activities on an on-going basis and obtain periodic status updates to
support quarterly A-123 reporting and other ad hoc reporting required by

OMB or management. Once activities are completed, the CAP Track tab
must be updated.

While rare, not all remediations result in changes to the key control set. For example,
remediation may have focused on “re-staffing” - a manual control that had gone
unperformed due to attrition reauirements.

E. Reassess results of remediation

1. Once a specific CAP has been assigned a “4-completed” status in the CAP
Track tab, assess all remediated control sets using the A-123 methodology
(documenting, evaluating and testing).

If data is already in the cells, overwrite the existing data with the new information. If new

sub-processes/risks have been created during the remediation, you must add these as you
follow the A-123 methodology.

F. Update the Implementation Plan

1. Capture the status and barriers as well as any significant deviations
encountered during the remediation phase.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

! To add additional CAP rows, select a cell under the header (below row 7; for the first CAP entry you must
select the row with the “DO NOT USE THIS ROW” text to add the first CAP), and Click “ADD CAP” button
to add a CAP to the bottom of the list:

AART- Corrective Action Plan Tracking OO 4.0
Select View: Select view =l e
0 Code Jo Name | Date |
[dentification Descripti
Corrective Action Erocess
Plan Id # Title Summary of Deficiency Summary of Remediation Actions Processes
5O NOT USE THIS ROW.

The newly inserted CAP will have a default status of “1-Not Started” and Implementation date of “TBD”.

2 To select affected processes for the specific CAP:

STEP 1: Select the CAP ID row that you wish you assign processes to.

STEP 2: Click the Process Selector button in the Processes’ header of row.

ToTom—TroTame
=) [Crcago. T

EEREEE D:E T

<] [wee

[AART- Corrective Action Plan Tracking =) »DL:
o

nshous re o fe above

STEP 3: Select the appropriate processes by clicking on the selection boxes and click OK. The
selected processes will be automatically populated in the processes field of the selected CAP.

Processes Affected @

[V General Ledger Management
[~ Funds Management

[~ FBWT

[~ Cost Management

[~ Insurance

[~ Grants

[~ Loans

[ Inventory Management
[~ Payable Management

[~ Travel

I Revenue

[~ Receivable Management
[ Project Cost Management
[ Property Management

[ Seized Property Management
[ Human Resources

[ Payroll

[ Benefits

Ok | Cancel
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% To select effected entity sub-categories for the specific CAP:
STEP 1: Select the CAP ID row that you wish you assign entity sub-categories to.
STEP 2: Click the Sub-Category Selector button in the Entity Sub-Categories header of row.

[AART- Corrective Action Plan Tracking [
[setect view: | Selectvew  +| |HELP.
B

ToCom— JroTame
=) [Chcago.

1:|n212m5

ssssss Sub-Category
e Summary o Deficiency Summary of Remediaton Actions Processes = Entiy Sub Categories sle1on

Payae amoaos [N 5 [N vy 1031

1 shous re g e above.

STEP 3: Select the appropriate entity sub-categories by clicking on the selection boxes and click OK.
The entity sub-categories will be automatically populated in the Entity Sub-Category field of the
selected CAP.

Entity Sub Categories Affected 7'
Conirol Environment
[ Integrity and Ethical Values [ Access Restrictions ko and Accountability For Resources and Records
d | Management's Commitment ko Competence ™ Appropriate Documentation of Transactions and Internal Control Exis!
Y |¥ Management's Philosophy and Operating Style [ Infarmation Systems - General Cantrols
‘E [~ crganizational Structure [ Information Systems - Application Contrals
1~ Assignment of Autharity and Responsibility Infermation and Communication

[¥ Internal relevant, relisble, and timely communications
i) [ Human Resources Policies and Practices ! ! ¥

™ External relevant, reliable, and timely communications
[ Relationship with Oversight Agencies ¥

LControl Activities
[ Top Level Reviews of Actual Performance

Risk Assessment

i

[ Clear, Consistent Agency Ohjectives

[ Identify Risks and Risk Fact: Inke | and Exts |
[~ Revisws by Management at the Functional or Activity Level (L7 A5 G AL TRy Ml Gl ] 25
[™ Risk Analysis and At

i{ I Management of Human Capital IBATELEES G (RS
Monftoring

[ Contrals Crver Inf tion Pi
A5 T D 17 [ Policies and Procedures For Audit Findings

[~ Ph | Control Over Yul ble Asset:
DRI Sl BT W RS R B AR " Rewiew and Evaluate Findings

I™ Establishment and Review of Performance Measures and Indicators
™ Develop Action Plan in Response to Findings

™ Complete Findings Action Plan

I™ Proper Execution of Transactions and Events
& ™ Regular Management and Supervisory Activities

I Accurate and Timely Recording of Transactions and Events

e en i e

[ Separate evaluations of Controls

oK Cancel

[ Proper Execution of Transactions and Events

4 Only a single CAP number can be associated to control set.
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