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DOE A-123 at a Glance

BACKGROUND

In December 2004, the Office of Management and Budget (OMB) released a revised
Circular A-123. While changes were made throughout the document, the most
critical changes were concentrated in the newly added Appendix A, Internal Control
over Financial Reporting. The primary changes were strengthened documentation,
monitoring and testing requirements. The documentation requirements not only
became more detailed, but were also expanded to include both documentation of
internal controls and documentation of the methodology and process used to make
the attestations. Testing was strengthened by requiring tests of the operating
effectiveness of controls. Monitoring was strengthened by requiring a continuous
cycle of evaluation, testing and, where necessary, remediation of those controls that
are not designed or operating effectively.

The ultimate intent of the revised Circular was to "strengthen the process
management used to assess internal control over financial reporting.” The
Department of Energy (Department or DOE) understands that it is management’s
fundamental responsibility to develop and maintain effective internal controls. As
such, it has established a corporate program to effectively implement and manage

the requirements of OMB A-123, Appendix A.

IMPLEMENTATION APPROACH

Initial Ramp-up

The Department has elected to pursue a three-year implementation strategy due to

the complexities and interdependencies of implementing A-123.

This strategy

provides for a “complete” (qualified or unqualified) assurance in FY 2008. A
summary of the three-year implementation approach is identified below.

FY 2006 FY 2007 FY 2008
Federal Complete documenting, | Complete documenting, Complete documenting,
Sites evaluating and testing evaluating and testing of | evaluating and testing of
of high-risk activities remaining high-risk all low-risk activities.
that are most critical to | activities and all Baseline for Federal
financial statement medium-risk activities. activities is established.
remediation efforts.
Non- Complete documenting, | Complete documenting, Document, evaluate and
Federal evaluating and testing evaluating and testing of | testing all activities
Site of all high-risk all medium-risk and low- | under an Annual Risk-
Contractors | activities risk activities. Baseline based Controls
for contractor activities Assessment
is established. methodology.
Year-end Provide a qualified Provide a qualified Provide assurance on
Assurance assurance on assurance on November November 15, 2008
November 15, 2006, 15, 2007, due to limited (qualified or unqualified)
due to limited scope. scope.

The same kind of start up strategy may be used for new A-123 Implementations.

DOE A-123 at a Glance

Page 2 of 17

Version 5 — September 2007




DOE A-123 at a Glance

ANNUAL RISK-BASED CONTROL ASSESSMENT (ARCA)

Once Departmental elements have completed their baseline assessments, they will
implement an Annual Risk-based Controls Assessment (ARCA). This methodology
allows Local Implementation Teams to easily identify, plan for, implement and
monitor their current year and out-year assessment scope. The ARCA methodology
is based on the OMB requirement that all controls be tested at least every three
years. Key design principles of ARCA include,

¢ Managing the assessment at the sub-process/sub-category levels

¢ Monitoring corporate risk criteria that define potential impacts to the
operational environment and assessment scope

e Enabling 3-year planning by providing the visibility of all activities and
allowing adjustments across the 3-year cycle

e Providing Local Management the flexibility to manage local assessments
based on local criteria, including Local Risk Criteria and defining cyclical
reviews based on Risk Assessment Ratings.

Managing the Assessment

The ARCA methodology manages the scope at the sub-process and sub-category
levels in order to simplify and more effectively perform the annual controls
assessment. This approach is supported by the ARCA tool through an automated
aggregation of the associated risk activities to the sub-process/sub-category level.

Monitoring Corporate Risk Criteria

The ARCA methodology applies a series of risk criteria that, if triggered, cause the
sub-process / sub-category to be assessed during the current year. In the absence
of any risk criteria the assessment would be truly cyclical (i.e., based on the oldest
test date and a three year cycle). The effect of the triggering of the risk criteria is to
drive the proactive monitoring of new areas of risk and is intended to mitigate the
Department’s overall risk.

Enabling 3-year Planning

The ARCA methodology identifies the annual assessment scope after allowing Local
Implementation Teams to delay (for valid reasons) or pull forward assessment
scope, over a 3-year planning horizon. This flexibility provides for better local
planning of the assessment, as well as better management of local implementation
resources.
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GOVERNANCE STRUCTURE /7 RESPONSIBILITIES

The Department manages its A-123 program through a defined governance structure
and by means of a top-down implementation approach. This governance structure,
and the associated reporting and assurance flow, is depicted below.

Reporting and Assurance Flow
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A. Responsibilities

This governance structure and the responsibilities of the respective Departmental
Elements are as follows:

Secretary of Energy — signs the annual assurance statement on the
Department's effectiveness of internal control over financial reporting as
of June 30 for the fiscal year being reported. The annual assurance
statement is included in the Department's annual Performance and
Accountability Report, issued November 15 of each year.
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¢ Departmental Internal Control and Audit Review Council
(DICARC) — provides senior management oversight of the Department's
internal control program. DICARC reviews and approves material

weaknesses in internal control over financial reporting as identified by the
annual Appendix A, assessment process and determines the level of
Secretarial assurance the Department should provide on its internal
control over financial reporting. (DICARC also reviews and approves
material weaknesses in internal controls, and the level of Secretarial
assurance provided, for annual assessments of internal control required by
the Federal Managers' Financial Integrity Act and the Federal Financial
Management Improvement Act.)

e Departmental Chief Financial Officer (CFO) — established a Senior
Assessment Team and an A-123 Project Management Team to oversee the
Department's efforts to implement the requirements of Appendix A.

e Senior Assessment Team (SrAT) — recommends to the DICARC the
level of Secretarial assurance the Department should provide on its
internal control over financial reporting. The SrAT also:

o identifies the material accounts from the Department's quarterly
and annual financial statements upon which the annual assessment
of internal control over financial reporting will be based;

o identifies key financial and business processes that impact the
material accounts and the;

o identifies the Departmental elements, Corporate Departments, and
major site and facilities management contractors that will be
included in the assessment;

o0 evaluates, on an overall basis, the design and operation of internal
control over financial reporting based in large part on the quarterly
and annual assessments from Heads of Headquarters and Field
Elements; and,

o0 develops a process for identifying changes in the internal control
environment from June 30 to fiscal year-end that could potentially
impact the effectiveness of internal control over financial reporting.

The membership of the SrAT includes the following:

Director, Office of Internal Review (serves as Chairperson)

Director, Office of Financial Management

Director, Energy Finance and Accounting Service Center

NNSA Field Chief Financial Officer/Director, Office of Field Financial
Management

Chief Financial Officer, Oak Ridge Operations Office

Chief Financial Officer, Savannah River Operations Office

o0 Ex Officio representatives (e.g., Office of Inspector General staff)
(non-voting technical advisors)

O o0O0Oo

O O
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e Headquarters A-123 Project Management Team (PMT) — provides
operational oversight of, and support for, evaluations of internal control
over financial reporting being conducted by Departmental elements,
Corporate Departments, and major site and facilities management
contractors. The A-123 PMT also supports the corporate governance and
policy-making responsibilities of the SrAT by developing and maintaining
policy, guidance, tools, templates, and other items necessary for the
Department's implementation of Appendix A.

e Heads of Headquarters and Field Elements — develops and maintains
effective systems of internal control; conducts assessments of internal
control over financial reporting; and reports results (quarterly status
reports and annual assurance statements) on the financial-reporting
related internal controls under their cognizance. Heads of Headquarters
Elements, in this context, refers to Lead Program Secretarial Offices and
Corporate Departments (e.g., the Office of Headquarters Procurement
Services, the Office of the Chief Information Officer and the Office of
Engineering and Construction Management). Heads of Field Elements, in
this context, refers to Field Office Managers. Heads of Headquarters and
Field Elements may delegate these responsibilities (with the exception of
the signing of the annual assurance statement) to others, such as the
resident A-123 Assessment Teams; any such delegation shall be
documented in writing.

e Field Chief Financial Officers — supports the Head of Field Elements'
assessments and provides liaison with the major site and facilities
management contractors under its cognizance. Field CFOs may delegate
these responsibilities to others, such as the resident A-123 Assessment
Teams; this delegation does not need to be documented in writing.

e A-123 Assessment Teams (Local Assessment Teams) — established by
Heads of Headquarters and Field Elements, with major site and facilities
management contractor involvement as appropriate, to conduct
evaluations of the effectiveness of internal control over financial reporting.
A-123 Assessment Teams also:

0 conduct an evaluation based on material accounts and key financial
and business processes identified by the SrAT;

o0 develop test plans;

0 prepare quarterly status reports on progress in assessing systems
of internal controls; and,

0 prepare annual assertions on internal control over financial
reporting.

e Major Site and Facilities Management Contractors — implements,
under the direction and oversight of the cognizant Field Element, the
requirements of Appendix A, as applicable.
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Scope / Materiality / Process ldentification

The Department has clearly defined the scope of reporting to be considered,
materiality levels and key processes as detailed below. Material accounts have been
developed at the corporate level and are driven down to programs and sites as
applicable. To ensure consistent evaluation, testing and reporting, the PMT has also
defined standard process cycles and related processes that have been deployed
across the complex. This approach will provide the needed consistency and structure
to ensure an effective implementation.

B. SCOPE OF FINANCIAL REPORTS

The Department’s SrAT established a scope of financial reports that covers the
Department’s six principle financial statements. These statements include:

1. Consolidated Balance Sheet: Captures assets, liabilities and net
position components of the Department.

2. Consolidated Statements of Net Cost: Summarizes the Department’s
operating costs by the seven long-term goals identified in the
Department’s Strategic Plan. Also includes “Net Cost of Transferred
Operations.”

3. Consolidated Statements of Changes in Net Position: Presents
accounting events that caused changes in the net position section of the
Consolidated Balance Sheets from the beginning to the end of the
reporting period.

4. Combined Statement of Budgetary Resources: Provides information
on budgetary resources available to the Department during the year and
the status of those resources at the end of the year.

5. Consolidated Statements of Financing: Reconciles the obligations
incurred to finance operations with the net cost of operations.

6. Consolidated Statements of Custodial Activities: Identifies revenues
collected by the Department on behalf of others.
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The decision was made to limit the Department's baseline assessment to the six
principal financial statements due to the implementation of a new, Oracle-based
accounting system in FY 2005. Transition issues and other factors associated
with the implementation of this new financial system resulted in a disclaimer of
opinion on the Department’s FY 2005 financial statements. The SrAT decided
that the most critical financial reporting areas that could benefit from the rigors
of an A-123 assessment were the principal financial statements. As such, the
current assessment work will not only satisfy the requirements of A-123, but also
support the Department’s efforts to regain an opinion on its statements. As the
Department moves forward with its A-123 implementation, the SrAT will consider
expanding the assessment scope to include other types of financial reports.

C. MATERIALITY

Department of Energy Methodology

Materiality determination is a complex analysis that requires professional
judgment and consideration of various quantitative and qualitative measures.
The SrAT defined two quantitative materiality levels in accordance with Office of
Management and Budget (OMB) Circular A-123, Appendix A:

Reporting Materiality is the overall materiality that serves as the threshold for
reporting weaknesses in internal controls that could result in a material
misstatement of a financial report. The SrAT set Reporting Materiality at 1%
of Total Assets, consistent with the President’s Council on Integrity and
Efficiency Financial Audit Manual (FAM) approach.

Planning Materiality, which is generally a percentage of reporting or overall
materiality, is used to determine significant accounts, elements or disclosures
in a financial report. Planning Materiality is calculated at two levels —
Departmental and site. An account is considered to be material at the
Departmental Level if the account balance is = .75% of Total Assets ($895
million). An account that is material at the Departmental level is considered
to be material at the site level if the site’s account balance is > .75% of the
total account balance. For example, if the total accounts payable balance for
the Department is $1 billion, accounts payable will be material at any site that
has an accounts payable balance = $7.5 million (.75% of $1 billion).

In addition, the SrAT considered a number of qualitative factors when assessing
the significance of an account, such as susceptibility to loss due to fraud, volume
of activity, complexity, nature of the account, etc. The Department also
considered the accounts and cycles identified by the independent financial
statement auditor.
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Additionally, the Department will identify the financial report assertions
associated with each material account for documentation purposes and to assist
in testing. Financial reporting assertions are defined as representations by
management that are embodied in the financial statements and are classified in
the following broad categories:

Presentation and Disclosure — Financial statement account is properly
classified, described and disclosed.

Existence or Occurrence — Assets or liabilities exist at a given date and
whether recorded transactions occurred during a given period.

Rights and Obligations — Assets are the rights of the entity and liabilities
are obligations of the entity at a given date.

Completeness and Accuracy — All transactions and accounts that should be
presented are included.

Valuation and Allocation — Assets, liabilities, equities, revenues and
expenses have been included at appropriate amounts.

Material Accounts

The Department’s three-year implementation approach requires that material
accounts remain fairly constant so that processes and status against the
Department’s commitments to OMB can be adequately tracked. Although
material accounts at the Departmental level are not expected to change during
the three-year baseline assessment period, Federal sites will determine whether
significant changes have occurred at their location or at contractor locations over
which they have cognizance, which would necessitate a change to their local
material accounts.
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D. KEY PROCESS CYCLES AND PROCESSES

To support the consistent assessment of internal control over financial reporting,
the Department has established 5 standard process cycles and 19 standard
processes around which A-123 assessments will be performed. The process
cycles and related key processes are listed below:

Procure to Pay (P2P) cycle comprises the Purchasing and Payment
Processes including: Acquisition; Inventory  Management; Payable
Management; and Travel. Some examples of specific areas that may contain
risks are approving requisitions, issuing RFP’s, maintaining and selecting
vendors, awarding contracts, maintaining obligations, receiving and managing
goods or services, approving and paying invoices, tracking funds, monitoring
continuing resolutions, managing travel and purchase cards.

Budget to Close (B2C) basically encompasses Financial and/or Accounting
Processes such as: General Ledger Management; Funds Management; Funds
Balance with Treasury; Cost Management; Insurance; Grants; and Loans.
Sub-processes include such activities as budgeting, journal entries, costing
reconciliations, financial reporting and include closing activities at month,
quarter, and year-end.

Projects to Assets (P2A) involves Project Cost Management; Property
Management; and Seized Property Management processes. Selected sub-
processes that fall within this process cycle are managing large projects
including capturing all costs and managing to budget; capturing costs for
reimbursable expenses; creating and monitoring assets; monitoring
depreciation; and controlling property.

Quote to Cash (Q2C) consists of Revenue Management; and Receivable
Management. The Sub-Processes attached to this process cycle include
invoicing for reimbursable expenses, as well as any other expected revenues
through to managing accounts receivable and receiving cash.

Enterprise Resource Management (ERM) incorporates all aspects of
Human Resources; Payroll; and Benefits. The sub-processes include the full
gamut of activities from hiring and managing employees to executing benefits
for all employees and retirees. This includes calculating liabilities, as well as
creating accruals.
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In the context of A-123, Appendix A, a:

Process Cycle is an-end-to end sequence of events consisting of the methods
and records used to establish, identify, assemble, analyze, classify and record
transactions. The process cycles were developed based on Enterprise
Resource Planning best practices.

Process is the highest-level categorization of activities within a process cycle.
This level aggregates various sub-processes against which A-123 assessments
are performed. The processes were developed based on analysis of Joint
Financial Management Improvement Program manuals and the Council of
Sponsoring Organizations (COSO) Internal Control Framework. These
processes have been tailored to “fit” DOE financial management operations.

Sub-process is the lowest level categorization of activities within a process
cycle or process. Sub-processes define the specific grouping of activities
against which controls are directly assessed (e.g. controls and related risks
are identified at this level and evaluation and testing are performed at this
level).

FUNCTIONAL ACTIVITES

To further support a consistent assessment of internal control over financial
reporting, the Department has also established 7 functional activities which will be
performed during the execution of the A-123 assessment scope. The 7 functional
activities are listed below:

E. PLANNING

All key decisions that drive the A-123 assessment are made during the
Planning phase, and as such planning is one of the most critical steps in the
assessment process. The Planning phase of the A-123 program requires the
Headquarter and Field Elements to establish A-123 Assessment Teams,
determine their contractor management strategy, select relevant material
accounts and complete an A-123 Implementation Plan.
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F. DOCUMENTING

The A-123 Assessment Teams will document its understanding of the entity’s
internal control over financial reporting. The form and extent of
documentation depends in part on the nature and complexity of the controls;
the more extensive and complex the controls, the more extensive the
documentation.

The A-123 Assessment Teams will also document the assessment process of
internal control over financial reporting including:

(1) Establishing respective teams, their authority and members;

(2) Ildentifying contracting actions if contractors are used to perform
or assist in the assessment;

(3) Communicating with site management and employees regarding
the assessment;

(4) Ildentifying key decisions;

(5) Assessing methodology and guidance;

(6) Assessing internal controls at the entity, process, transaction and
application levels;

(7) Testing controls and related results;

(8) Ildentifying deficiencies and suggestions for improvement; and

(9) Implementing and monitoring corrective actions.

The Department has developed an automated A-123 Assessment and
Reporting Tool (AART) Suite in which to capture summary-level
implementation information. However, completing the AART Tool Suite
throughout the A-123 phases does not represent sufficient documentation,
although it is a critical part. Source Documentation and A-123 Detailed
Documentation supporting the information in the AART Tool Suite will be
maintained locally and will be readily available in the event of an audit or
other review.
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G. EVALUATING

The assessment of internal controls must include evaluation at the entity level
and the process, transaction or application level. The SrAT will make an
overall evaluation of the design and operation of the internal control over
financial reporting based in large part on the quarterly and annual
assessments from Heads of Departmental Headquarters and Field Elements.

Assessing _Internal Controls at the Entity Level (Headquarters and

Field)

Assessments of internal controls will include an evaluation of the five
components (or standards) of internal controls. These components represent
the minimum level of quality acceptable for internal controls and provide the
basis against which internal controls are to be evaluated.

a. Control Environment. The assessment of internal controls
should include obtaining a sufficient knowledge of the control
environment to understand management’s attitude, awareness
and actions concerning the control environment.

b. Risk Assessment. The assessment of internal controls should
include obtaining sufficient knowledge of the entity’s process on
how management considers risks relevant to financial reporting
objectives and decides on actions to address those risks.

C. Control Activities. Control activities are the policies and
procedures that help ensure that management directives are
carried out and that management’s assertions in its financial
reporting are valid. The assessment should include obtaining
an understanding of the control activities applicable at the
entity level.

d. Information and Communications. The assessment should
include obtaining an understanding of the information
system(s) relevant to financial reporting.

e. Monitoring. The assessment should include obtaining an
understanding of the major types of activities the entity uses to
monitor internal control over financial reporting, including the
source of the information related to those activities and how
those activities are used to initiate corrective actions.
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Entity level controls can have a pervasive effect on an organization. In order
to maintain the consistency of entity control evaluations throughout the
Department, the five entity level internal control components mentioned
above—as well as 31 related entity sub-categories—are pre-defined in the
AART Tool Suite. All 31 entity control sub-categories are documented,
evaluated and tested as part of A-123 implementation.

All Departmental Elements implementing A-123 are required to document,
evaluate and test entity level controls. These Departmental Elements include
major site and facilities management contractors, Field Offices, Lead Program
Secretarial Offices and Corporate Departments.

Assessing Internal Controls at the Process., Transaction, or Application

Level (Headguarters and Field)

The SrAT will annually identify each financial report, significant account or group
of accounts and major classes of transactions to be covered in the assessment
based on risk assessments and materiality determinations. The A-123
Assessment Teams will perform the following as part of their assessments at the
process, transaction, or application level:

a. Evaluate, Based on Annual Guidance, the Major Accounts and
Processes. The assessment will include obtaining an
understanding of the specific processes and documented
workflow involved in each class of transactions.

b. Understand the Financial Reporting Process. The assessment
will include obtaining an understanding of the process and
workflow that links the accounting system to the financial
report(s). Often times, financial information is not directly
transferable from the accounting system to the financial report,
but requires intervening calculations, summarizations, etc.

C. Gain an Understanding of Control Design. The assessment will
include preparing control evaluation(s) for each significant
account or group of accounts that aligns specific controls with
management’s assertions for each account or group of
accounts. An individual assessment of the potential
effectiveness of the design of the in place controls for each
account or group of accounts will be made considering the risk
of error and the ability of the controls to prevent or detect such
errors.

d. Identify Controls Not Adequately Designed. The assessment
will include determining whether controls established by
management are designed effectively. Controls determined to
be not designed effectively go straight into remediation.
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e. Test Controls and Assess Compliance. The assessment will
include testing those controls determined to be designed
effectively.

Process-level controls are assessed by major site and facilities management
contractors, Field Offices, and certain LPSOs whose mission functions impact
material accounts. All Departmental Elements implementing A-123 are not
required to document, evaluate and test these "process level" controls.

LPSO Process-Level Control Assessment
Office of Environmental Environmental Liability
Management
Office of Civilian Radioactive | Environmental Liability, Contingencies and
Waste Management Commitments (Spent Nuclear Fuel Litigation
Liability)
Office of Legacy Environmental Liability, Pensions and Other Actuarial

Management Liabilities

H. TESTING

The Department has developed a standard testing protocol that includes
consideration of the results of control design effectiveness, relative risk and the
overall impact of individual controls on financial reporting. The following chart
provides a high-level overview of the Department’s testing cycle.

Testing Cycle Overview

Step 2 Step 3

Consider Pre-
Existing Test
Work

Perform Risk 4
Assessment/ Identify

Identify Key
Risks and
Offsetting

Controls

Step 1 /

Identify Sub-
processes to
be Evaluated

Quick Start
Guides (QSG)

Re-evaluate &
Test Per Cyclical
Risk Based
Approach

Execute
Testing

Evaluate Test
Results

Implement
Remediations
Where Necessary

Document
Test Process
and Results
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I. REMEDIATION

As part of the Department’s process for implementing A-123, reporting tools have
been developed that track processes and controls requiring remediation. This will
ensure that any systemic issues that result in qualification of the Department’s A-
123 assurance are adequately tracked until corrective actions have been taken
and the related controls have been re-documented and tested. The SrAT will
work with the responsible officials and personnel to determine which deficiencies
are cost beneficial to correct. Corrective action plans, including targeted
milestones and completion dates, will be obtained and progress will be
monitored. The SrAT may, at its discretion, track findings considered to be less
than a reportable condition.

J. REPORTING AND ASSURANCE

OMB A-123, Appendix A, requires the Secretary of Energy to make an annual
assurance statement on the effectiveness of internal controls over financial
reporting. In support of this requirement and to ensure there is a sound basis for
the assurance statement, the SrAT requires quarterly reporting, annual
assurances, and the identification of deficiencies. Based on this information, the
SrAT will recommend to the CFO which reportable conditions, when aggregated,
may be deemed material weaknesses to the Department as a whole. The SrAT
will also consider these deficiencies when recommending to the CFO the level of
Secretarial assurance the Department should provide on its internal control over
financial reporting. The CFO, along with other senior management members of
the DICARC, will make the final determination on which, if any, material
weaknesses will be identified for the Department and the level of Secretarial
assurance to be included in the PAR. To ensure accurate assessment and
reporting of control effectiveness in the PAR, the SrAT will identify changes in the
internal control environment from June 30" to fiscal year-end that could
potentially impact the effectiveness of internal control over financial reporting.

Page 16 of 17

DOE A-123 at a Glance Version 5 — September 2007



DOE A-123 at a Glance

K. Oversight

The Department conducts oversight activities throughout all phases of A-123
implementation. Key oversight activities include: ensuring timely completion of
A-123 milestones to meet Departmental commitments to OMB; ensuring that
professional judgment decisions are reasonable; and ensuring the consistency,
completeness and accuracy of data resulting from implementation efforts.
Completion and documentation of these oversight activities allows the
Department to identify and share best practices, as well as identify and resolve
common problems, challenges and barriers to implementation.

The Department also monitors its A-123 implementation efforts on a routine and
ongoing basis to help ensure compliance with OMB requirements and
Departmental guidelines; and also ensure timely completion of A-123 milestones
to meet Departmental commitments to OMB.

DOE IMPLEMENTATION RESOURCES

To facilitate Department-wide A-123 implementation, the PMT has developed Quick
Start Guides based on the functional activities involved in implementing an A-123
assessment. In addition to the guides, various tools such as the AART Tool Suite and
related materials have also been created. These guides, tools, and related materials
assist in organizing, tracking, reporting and overseeing all A-123 activities and can
be found on the DOE A-123 Website.
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A-123 Quick Start Guide — Planning

Document Legend

% Notebox: Contains additional @ Tip: Contains helpful = Detailed A-123 Documentation
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- - recommendations.

@ Requirements: Contains very g AART Input: Color dependent by tab. Local AART
important requirement [yellow], ECS-Assess [dark blue], PCS-Assess [light
information blue], ECS/PCS-Test [green], CAP-Track [red]

INTRO
OBJECTIVE

Develop and update the A-123 Local Implementation Plan, schedule and identify
resources using the guidelines provided by DOE. Identify local Processes that impact
the relevant Material Accounts to understand the scope, schedule and resources
required to complete the A-123 assessment.

AART TOOL SUITE

The AART Tool Suite is intended to be used to capture, track, monitor and report key
data about the A-123 implementation. The tool also facilitates the oversight
activities of Field Offices and Lead Program Secretarial Officers (LPSOs) over the
elements under their cognizance, facilitating the aggregation of the findings and
providing support for the development of the local and Agency annual assurance
statements.

Prior to initiating the new annual A-123 cycle, the AART tool must be either set up?
for new users, or an upgrade of the tool must be performed. The upgrade will
migrate any existing data into the new fiscal year version (see AART Upgrade
instructions on the DOE A-123 Website).
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A-123 Quick Start Guide — Planning

A. Establish Assessment Team

1. Define the local Attester. The Attester is responsible for the yearly A-123
Assurance. The Attester should designhate an A-123 Project Lead to
manage the local A-123 implementation on a day to day basis, if desired.

a. For Field evaluations the Attester is the Field Office Manager, while each LPSO and

the Director of relevant Corporate Departments are the Attesters for their respective
headquarters evaluations.

b. The Attester for the Contractor evaluations is at the discretion of the field office.
However, the field office manager is the ultimate attester for all activities under
his/her cognizance.

2. ldentify resources for the assessment team. It is recommended that the
assessment team be comprised of members from all organizational
components impacted, including (where appropriate) personnel from the
following areas with a good understanding of the financial business
processes and the financial data involved:

Accounting/Finance
Information Technology
General Counsel
Procurement

Human Resources

Facilities and Administration
Budget

Internal Review

S@e@ "~ 0o o0 oo

Define roles and responsibilities for all Assessment Team members.

] 4. Record the Assessment Team members and their roles in the Assessment
Team tab of the local AART.

Assessment Team Comlzct List EIIm 40
Select View: I Selectiew j'
FO CH Updated bhy|Constance Genne
Date Updated |Movember 20, 2008
Name Role Phone Eztension | Email User Fiel

Shoshi Geller Analyst 201-903-2937 a-lZshelpdes| q.doe.goy

Assurance by Prd

3 N& Assurance Local 4 Assurance Summar

t ~
E=s ) Assessment Team ;/ dPrganizational Hierarch
~
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B. Define the Scope of the Assessment

1. Validate the reporting structure for the elements under your cognizance,
as identified in the DOE Annual Guidance, to ensure accuracy of oversight
responsibilities. Ensure that the related codes are reflected in the AART.

If any inaccuracies are identified, or changes are required during the year,
inform the A-123 Helpdesk immediately.

2. All elements will be required to complete the Entity Control Assessment.
Be sure to include this requirement in your scope of work.

3. Review the Material Accounts listing provided by DOE to understand which
DOE Corporate Material Accounts are relevant to your location. In
addition, determine whether changes are required to the material
accounts assigned to your location based on the A-123 Annual Guidance?.

% Note: Additional accounts and or sub-processes for evaluation may be identified by
Headquarters as part of the corporate high-risk listing to be provided at a later date.

Record the Attester in the Attester Field of the Local AART.

Record your relevant Material Accounts in the Material Account Definition
(MAD) column in the Local AART tab by placing a “Y” in the appropriate
row of the MAD column. If a material account is no longer applicable,
delete the “Y” from the corresponding MAD column.

O o

% The material accounts can either be manually entered in the AART or recorded by copying
and pasting (paste special®) from the A-123 Operational Guidance - Material Accounts
reference spreadsheet.

AART: Local
Select View: S =
| AART Typel
| FO Codes
B2C p2P Q2C P2A ERM
g & < g g 05|36 g @
=3 Iy Q= = Q. ) = == - = 4 c=lo=lao=loo 4 o 2

g
Balance Sheet
[ [ntragovernmental Fund |

Balance with Treasury

Intragovernmental Investment

Tntragovernmental Reguiatory

|Assets

|Accounts Receivable, Net

Nuclear Materials

Strategic Petroleum and

Northeast Home Heating Oil

Reserve

General Property, Plant and

Equipment

Regulatory Assets

Other non-intragovernmental

assets

Intragovernmental debt

capital owned

[Accounts Payable

Debt

Deferred Revenue and other
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g 6. If you are an LPSO* or Corporate Department and the PMT has not
identified any material accounts and process activities for your evaluation,
enter a “Y” in the MAD column corresponding to the “No Processes
Identified, only Entity Controls” row of the Local AART tab.

AART: Local m g
Select View: ‘W HELP
FO[Chicago AART Type| FO ]
Attester|Ard Geller =5 Codes| = |
B2C P2P Q2¢

gl 2 2 = . -

g £ g s 2 2 L o

s s 5 8 S | =€ 2 . |22

Eadlo8| o | 8| || .| 2 |E0|ge| | 2|50

eeg8s) = g2 3 | 5| B s leE|cE| 8] ¢g |8

gl @185 2 fo) S 2 1221821 & g 1&gs

Process Cycle

Rollup MAD
Acct
Status

Ola
@

Balance Sheet
Intragovernmental Fund
Balance with Treasury

Intragovernmental Investment

Statement of Financing

Budgetary resources, obligated,
obligations incurred

Less: Spending authority from
offsetting collections and
recoveries

Obligations net of offsetting
collections and recoveries
Other resources, Imputed
financing from costs absorbed
by others

Nuclear waste fund, Offsetting
receipts, deferred

Components not requiring or
generating resources:
Depreciation and amortization

Statement of Custodial Activities

Other
NG processes iqentimed, onty
24 entity controls

7. ldentify all standard DOE processes® performed at your location that
impact the respective material accounts.

@ It is often easier to see the Process Account allocation by considering which GL-Accounts aggregate into
the Material Account and then determining which sub-processes impact those GL-Accounts.
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Record the Material Account and Process allocation by entering a “Y” in
the corresponding column (process) and row (material account) of the
Local AART tab. Typically, multiple processes will need to be identified for
each Material Account. If a material account and process allocation is no
longer applicable, delete the “Y” from the corresponding column and row.

AART: Local e 40
Select View: W HELP
Fo|Chicago AART Type| FO_|
Attester|Ard Geller Fo Codes| ch |
B2C p2p Q¢ P2A | ERM

fFunds
Management
FewT
ost
°
Vanagement
nsurance
rants
L oans
° cquisition
o BJnventory
vanagement
o PBlpavabe
vianagement
° ravel
IRevenue
Receivable
Management
Project Cost
Vanagement
Property
vanagement
fHuman
IResources
payroll
Benefits

Process Cycle

o
2
B
£

Acct
Status
IAD

Balance Sheet
[~ Titragovernmental Fund

Balance with Treasury

Intragovernmental Investment
Tntragovernmental Regulatory
Assets

Accounts Receivable, Net
Nuclear Materials

Strategic Petroleum an

Northeast Home Heating Oil

Reserve

General Property, Plant and

Equipment 0 oloje 0

Regulatory Assets
Other non-intragovernmental
assets

Intragovernmental debt
Tntragovernmental appropriated|
capital owned

[Accounts Payable | o olofo

C. Determine level of effort required, identify required
resources and develop timelines

1. Determine the level of effort required for the implementation and include
it in the implementation plan. Some considerations may include;

Defined Scope for your location
Source Documentation® requirements
Detailed A-123 Documentation’ requirements

oo op

Planning and Execution of Testing
i) Availability of existing testing results that can be leveraged
ii) Need for new tests

Accomplishing required reporting

Management and monitoring remediation activities

Development of Assurance statement

Updates to AART Tool Suite

i.  Oversight Responsibilities

SQ ~ o
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2. Determine the different types and levels of resources (human capital and
financial) required throughout your A-123 Implementation. Types of
resources may include:

a. Fully Dedicated Resources: likely to be the Local Assessment Team

b. Support Resources: resources within the organization required to assist in specific
areas of the implementation (i.e. Accounts Payable clerks to help define an
undocumented process).

c. A-123 Contractor Support Resources: contractors specifically engaged to assist with
the A-123 Implementation.

3. Define your implementation and assessment project plan which must
comply with DOE Milestones provided in the Annual Guidance. Some
considerations may include:

Availability of resources
Scope of implementation
Oversight activities and guidance from oversight teams

2 op

Local reporting/completion dates versus corporate dates

D. Complete or Update Implementation Plan

1. Complete the Implementation Plan using the Implementation
Plan Form & Content provided on the DOE A-123 Website.

2. The submission of the Implementation Plan is discussed as part of the
standard reporting in the QSG Reporting and Assurance Prep Guide.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

! New Tool Setup:

Stepl — Obtain the AART Tool Suite from PMT.
Step2 — When opening the tool always Click “Enable Macros”.

Security Warning x|

“CHA-123|ARRTICHEG ABRT Tool Suite v.xls" contains macros.

Macros may contain viruses. It is usually safe to disable macros, but if the
macros are legtimate, you might lose some Functionaiity.

Step3 — Select Location Type and Location Code.
i

Please select the code for your
AA . b e Iocation. If yvour Field Office is not
RT Type' _I listed please contact the A-123

Please select your location bype: Helpdesk.,

r iLead Program Secretarial! s
IO (PEM)

I™ Field Office (FO)

™ sSite

r Corporate Deparkment

oK | Cancel

Step4 — Click “New Tool Setup” to setup the new tool.

Please select the appropriate action. EI

Please click start upgrade to start the AART Sute Upgrade process, Please be advised that you
should save a back copy of your AART, Assurance Tool and CAP Tracking Tool.

IF you do not need to upgrade please select click NEW TOOL SETUP,
IF you are ready to begin the upgrade please dick START UPGRADE,
TF you would ike cancel the upgrade please click CANCEL AND CLOSE.

UPGRADE SETUP CLOSE

START MNEW TOOL ‘ (CANCEL AND

Step5 — After a successful upgrade notification, you will be prompted to save and close the file.
2 Federal sites will need to determine whether significant changes have occurred in the operating
environment at their location—and at contractor locations over which they have cognizance—which might
change their material accounts. Operational changes that might drive a change in material accounts
include, but are not necessarily limited to, the following:

= Changes in allottee

= Changes in organizational cognizance

= Changes resulting from reorganizations

= Changes resulting from a contractor merger or split
= Changes resulting from a new contract award

Any proposed change to material accounts must be approved by the A-123 PMT. Once approved, sites will
immediately flag the account(s) in the A-123 Assessment and Reporting Tool (AART) as being applicable
and update its Appendix A documents accordingly (e.g., Implementation Plan, process documentation,
etc.).
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3 PASTE SPECIAL: Go to Edit —> Paste Special and select the “Values” radio button. Click OK and ensure
the column populates correctly.

Paste Special @
Faste
Microsoft Excel C o  yaidation
Fde | Edit | View [nsert Format Tools Data Window Help " Al except borders
Dgd cu Ctrl+ @ = -4l|im > teome 78 =|B r uls " Column yadths
g 4% oo il R rar A \(‘ l—om—.ﬂas and number formats
B pesis Clrisy Valyes and number formats
e —" =
= y JECHD T TRTEMN o TP T@TRT S [T[UTWV ‘rg‘“?"“
{ vide
1 Delete Sheet = 4o
2 Move or Copy Sheet... E‘
3 L ; AART Type| FO_| -
4 Attester|shoshi geler FO Codes| CH |
. | [ x| Jeace
6 Local Overall Ra(ingﬂ | B2C |

4 The following table identifies LPSOs and Corporate Departments that are required to report:

LPSO A-123 Scope
Environmental Management (EM) | - Environmental Liability
- Environmental Liability

- Contingencies and Commitments
(Spent Nuclear Fuel Litigation Liability)

- Environmental Liability
- Pensions and Other Actuarial Liabilities

Civilian Radioactive Waste
Management (RW)

Legacy Management (LM)

National Nuclear Security

Administration (NNSA) - Entity only
Science (SC) - Entity only
Fossil Energy (FE) - Entity only
Nuclear Energy (NE) - Entity only
Energy Efficiency and Renewable - Entity only

Energy (EE)

5 DOE Standard Process cycle to process allocation:

Process Cycle Process
General Ledger Management
Funds Management

Funds Balance with Treasury (FBWT)
Budget to Close (B2C) Cost Management

Insurance

Grants

Loans

Acquisition

Inventory Management
Payable Management

Travel

Revenue

Receivable Management
Project Cost Management
Project to Asset (P2A) Property Management
Seized Property Management
Human Resources

Payroll

Benefits

Procure to Pay (P2P)

Quote to Cash (Q2C)

Enterprise Resource
Management (ERM)
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¢ Source documentation consists of (among other things):
Process — Process maps, desk procedures, detailed process narratives and other materials that
outline the specific processes and related process controls to be evaluated.

Entity — Corporate policies, Code of ethics, policies and procedures, etc. that identify or
support/represent the specific entity controls to be evaluated.

7 A-123 Detailed Documentation consists of (among other things):

Implementation plans, test plans, corrective action plans, documentation of professional
judgment decisions, etc., required to be developed and maintained throughout the A-123

process.
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A-123 Quick Start Guide —
Annual Risk-based Controls Assessment

T ARCA Planning [~

. @ @
P.lannlng i Slﬁ Risk ! i
(Initial Ramp-up) i Cycle 1 Scope I Factors %ﬁ?‘\\%

:
i
Changes féom ]
i
i

Standards

Evaluating

Assurance

AART|S

Purpose e To enable the ongoing assessment and monitoring of
the effectiveness of controls considering a 3-year
cycle and any risk factors that may impact the

effectiveness of the controls.

Key Activities Identify Risk Criteria
Identify Assessment Scope

Execute assessment of identified scope

e o o o

scope

Required Templates e AART Tool Suite

http://www.cfo.doe.gov/progliaison/doeA123/index.htm
A-123Helpdesk@hg.doe.gov

Monitor progress and completion of the assessment


http://www.cfo.doe.gov/progliaison/doeA123/index.htm
mailto:A-123Helpdesk@hq.doe.gov

A-123 Quick Start Guide
Annual Risk-based Control Assessment

Document Legend

% Notebox: Contains additional @ Tip: Contains helpful - Detailed A-123 Documentation
information information and

recommendations.

@ Requirements: Contains very AART Input: Color dependent by tab. Local AART
important requirement — | [yellow], ECS-Assess [dark blue], PCS-Assess [light
information blue], ECS/PCS-Test [green], CAP-Track [red]

INTRO

Basic principles

The Annual Risk-Based Control Assessment (ARCA) methodology was designed to
allow Local Assessment Teams to easily identify, plan for, implement and monitor
their current year and out-year assessment scope. ARCA defines the assessment
cycle as the time period between July 1 and June 30. The ARCA methodology is
based on the OMB requirement that all controls be tested every three years. Key
principles to this approach include:

. Managing the assessment at the sub-process/sub-category levels

. Monitoring corporate risk criteria that define impacts to the operational environment and
assessment scope

. Enabling 3-year planning by providing the visibility of all activities and allowing adjustments
across the 3-year cycle

. Providing Local Management the flexibility to manage local assessments based on local
criteria, including Local Risk Criteria and defining cyclical reviews based on Risk Assessment
Ratings.

Managing the Assessment

The ARCA methodology manages the scope at the sub-process and sub-category
levels in order to simplify and more effectively perform the annual controls
assessment. This approach is supported by the ARCA tool through an automated
aggregation of the identified risk activities to the sub-process/sub-category level.

Monitoring Corporate Risk Criteria

The ARCA methodology applies a series of risk criteria that, if triggered, causes the
sub-process / sub-category to require an assessment during the current year. In the
absence of any risk criteria the assessment would be truly cyclical (i.e., based on the
oldest test date). The effect of the triggering of the risk criteria is to drive an earlier
assessment of controls and is intended to mitigate the Department’s overall risk
through the proactive monitoring of new areas of risk.

Enabling 3-year Planning

The ARCA methodology identifies the annual assessment scope after allowing Local
Assessment Teams to delay (for valid reasons) or pull forward assessment scope,
over a 3-year planning horizon. This flexibility provides for better local planning of
the assessment, as well as better management of local implementation resources.

methodology and assumes the reader is proficient in the DOE A-123 methodology and the
AART Tool Suite.

@ This Guide is focused on providing the steps required to plan and execute the ARCA
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Scope Process Information
=
[=
[ [
e :
o] fo2] o O g
o o Pl 0 0
o |l |o|a 1
81914 (3 <
s |o|o |8 &
218|2|g P Sub-P &
3l3d| 3 |a rocess ub-Process x
X P2P |Payable Management |Payee Information
Maintenance
[ BB P2pP [Payable Management [invoicing

Scope 1: Current cycle scope (date for completion of assessment, i.e. Year 1).

Scope 2: Date of completion for year 2 scope.

Scope 3: Date of completion for year 3 scope.

Process Cycle: Process Cycle extracted from PCS/ECS Test.

Process/Area: Extracted from PCS/ECS Test.

Sub-Process/Sub-Category: Unique itemized list PCS/ECS Test.

Risk Assessment: Either the highest risk assessment from PCS/ECS Test or the adjusted
risk assessment entered in ARCA PCS/ECS

Local RA[
3 Cycle

M
L
Corporate Criteria Local Criteria
@ o %
@ )
g IREIE S mE R
ol |zlsls|c|O|8|E|c|c|e
=5 ol5|8le clT| < % =
ale| |l &9 5|18 E|= E |35 3
o|lx|g|8]¢e 5|58l 2|2
Elel(gl|olelzl8|2|22|2| ®
HAEHERE SRR
=|S|lalolalalolalalo e S
3 1 1
3 3 3

Local RA Cycle [Optional]: Local cycles based on Risk Assessment ratings as defined
Max Test Cycle: 3-year test cycle required by OMB

Magmt Req: Management Request issued by corporate for specified assessments
Process Change: Business process changes

Org Change: Organizational changes

System Change: Computer system and/or infrastructure changes

Policy Change: Legislative, federal/DOE policy and/or procedure changes

Corporate Cycle: ARCA computed cycle for corporate required assessment

EO Magmt [Optional]: Management Request issues by Field Office for specified assessments
FO Audit Findings [Optional]: Sub-processes/sub-categories that are/have been root
causes for field office audit findings

Site Mgmt [Optional]: Site Management request for specified assessments

Site Audit Findings [Optional]: Sub-processes/sub-categories that are/have been root
causes for site audit findings

Local Cycle [Optional]: ARCA computed cycle for Local required assessments

[ro o | ]
FTocess Laldlog
Reference

ARCA:PCS E==1 10

Control Attributes SLope

o
@
2

Sub-Process

Sub Process Risk
Process Risk

No of Control Sets
In Rem or UnTested

A

~|Lowest Test Result
~ [No of Control Sets
+|Coporate Scope
+|[Local Scope

Process Catalog Reference [ARCA-PCS only]: For Future Use -Name of reference sub-
process from DOE Process Catalog aligned with specific process list..

Sub-Process Risk Assessment: Highest Risk Assessment for the Sub-Process/
Sub-Category extracted from PCS/ECS-Assess.

Adjusted Risk Assessment [Optional]: Manual entry into ARCA PCS/ECS based on
professional judgment to override calculated Risk Assessment.

Lowest Test Result Rating: Extracted from sub-process/sub-category in PCS/ECS-Test.
No. Control Sets: Total number of control sets in PCS/ECS for the sub-process/sub-category
No. Control Set Failures: Total number of control sets for the sub-process/sub-category with
Invalid, expired or remediation ratings

Corporate Scope: Cycle year for completion of corporate required assessment

(e.g. Year 1 = current year, Year 2 = Next Year)

Local Scope: Cycle year when local required assessment is due

Changes from Standards Test Dates

Corp. Local
Revised Oldest Required | Required

Test Date | Test Date | Test Date| Test Date

08/31/06 | 06/30/08 | 06/30/08

Changes from
Standards

Rationale for Change
Corporate identified the Payable Management process as high STD
risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

08/31/06 | 06/30/10 | 06/30/08

Changes from Standards: Identification if the sub-process/sub-category standard

computed ARCA assessment due date needs to be changed..
Rationale for Change: Reason why standard dates are changed including approvals obtained.

Revised Test Date: Planned assessment completion date for changed reassessments.
Oldest Test Date: Oldest test date of control set within the sub-process/sub-category from

PCS/ECS Test.
Corp. Required Test Date: ARCA computed due date for completion of corporate required

Assessment, considering corporate risk factors and changes from standards..

Local Required Test Date: ARCA computed due date for completion of local required
assessment considering standard cycles, corporate/local risk factors, local risk assessment
cycles and changes from standards
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ARCA Planning: Identifying and Managing the Assessment

Scope

A. Confirm the A-123 Scope

1.

Validate the DOE Field Office and LPSO reporting structure in the
Organizational Hierarchy Tab. If contractor changes occur for the current
year or the reporting line from a Site to a Field Office changes, alert the PMT.

[Field Office only] Review the Rollup AART to ensure that the reporting
structure is accurately reflected.

Validate material account selections and the process to material account
allocations in the Local AART tab. Consider, among other things,
a) New Material account additions
b) New Process additions including updates for the process to material account allocations
c) Material account obsolescence
d) Process removal

Validate the contacts and roles in the Assessment Team tab.

For information and detailed instructions regarding these activities see the A-123 Planning
Quick Start Guide

Validate the following information in the ARCA-PCS and ARCA-ECS tabs?.

a) Risk Assessment: The highest level risk assessment from the detailed risks is assigned
to the sub-process / sub-category level.

b) Test Rating: The lowest test rating from the control sets is assigned to the sub-process
/ sub-category.

c) Oldest Test Date: The oldest test date from the control sets is assigned to the sub-
process / sub-category level.

d) No. Count of Control Sets: Counts the total number of control sets associated with
the sub-process / sub-category.

e) No. of Controls Sets in Rem or Untested: Counts the total number of failed,
untested or expired control sets within the sub-process / sub-category.

The ARCA functionality is designed to automatically update the latest sub-processes / sub-
categories listing with key attributes from the PCS/ECS-Test tabs upon saving the AART Tool
Suite. Once open, if you subsequently make changes to the PCS/ECS test data, you will need
to execute the “ARCA Update” button to refresh the data in ARCA.

@

IMPORTANT: ARCA does not remove renamed or obsolete sub-processes. If any name changes
or removal of sub-processes has occurred then the obsolete sub-process must be manually
deleted? from the ARCA-PCS tab using the “Delete Row” button. This does not apply to the
standard list of entity control sub-categories.
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B. Identify Corporate Risk Criteria

1. Review any Corporate Management Requests, issued by the PMT, and identify
the affected sub-processes/sub-categories. Corporate Management Requests
are alerts issued by the PMT making local assessment teams aware of specific
areas of concern. These areas of concern could represent common audit
findings, high risk areas, etc.

2. Complete the Disposition of Corporate Management Requests template. Enter
a "Yes" response on the template to indicate the Corporate Management
Request areas that you will be picking up as part of ARCA Planning. The
"Yes" responses will be used to complete Step 3.

[] 3. Enter a “Y” for each sub-process / sub-category impacted by the Corporate
= Management Request.

4. ldentify whether any of the following Corporate Change Criteria have occurred
locally and identify the affected sub-processes/sub-categories.

a) Process Change: Any local changes, or corporate changes directly affecting local
operations, in the procedural execution of the business processes, such as; the transfer
of specific activities to another site; streamlining, eliminating, and/or modifying the
series of steps needed to perform the business process; changes in the controls.

b) Organizational Change: Any local organizational changes, or corporate changes
directly affecting local operations, such as; transfer of responsibilities for specific
business activities; organizational restructuring through the creation or elimination of
specific units.

c) System Change: Any local system changes, or corporate changes directly affecting
local operations, in the computer system and/or infrastructure supporting business
functions, such as; implementation of new computer applications to automate business
functions; significant changes to existing computer systems and/or infrastructure;
automation of manual controls.

d) Policy Change: Any local changes, or corporate changes directly affecting local
operations, in management directives, federal government directives and laws, such as;
Change to federal financial reporting guidelines; new or changes to laws and/or
regulations; New or changes to DOE internal policies and/or directives.
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5. Enter a “Y” for each sub-process / sub-category impacted by the specific

Corporate Risk Criteria.

ARCA: PCS EmEmm 1.0 Select view - HELP “ = gzlael Corporate Criteria
FO|EM Consolidated Business Center Clear All
Attester|Lance Schlag M $ 8
Delete Row & | o
Cycle End 6/30/2008 Detail View | L =0 g’ 9
Scope Process Information Corporate Criteria Local Criteria Changes from Standards 6 % 6 é
£ 4 2 ] & & g 'LC) g (i
] 2 2 g1 glg 3 5] 7| L
: 5 HEHEE IHEIEE slel2|s
) s|l&l8|&|e i Ifs |= S5 AR1L
g8y § HANEEEL ! IBEE N g lO0|a]la
g|i HEEE R R
§ § § g Process Sub-Process 4 sleleglzlsls HEEL B Rationale for Change
P2P [Payable Management |Payee Information 1 1
Maintenance
P2P |Payable Management |Invoicing 3
P2P [Payable Management _|Accounts Payable’ L 1 1
P2P [Payable Management |Accounts Payable/Cost L 1 1
Reports
P2P |Payable Management |Payment Follow-up L 3 3
P2P [Payable Management _|Purchasing L 3 3
P2P_[Payable Disbursing 3 3
P2P_|Acquisition Closeout 3 3
P2P |Acquisition De-Obligations 3 3
%) P2P [Acquisition Funds Cerification 3 3
o | | P2P |Acquisition Obligations 3 3

The Corporate Cycle column calculates the standard corporate cycle for when the sub-process
% / sub-category is scheduled to be assessed. When risk criteria are identified the assessment
is accelerated to the current cycle.

Clear All ]

ovte o

fpaozor0

Process Changes

A—

Test Dmes

2
s
9
g
8
5

o tor Change

Revised

|Syslem Changes

[e[w

A-123 QSG ARCA
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C. [OPTIONAL] Identify Local Risk Criteria [reserved for LPSO / CD /

=

a) FO Management Requests: Alerts,

Field Office / Site use, at their discretion]

Identify which of the following Local Risk Criteria have affected your location.

issued by the Field Office, requesting Local

Assessment Teams under their congnizance to initiate assessments of specific areas of

concerns,

occurrences.
b) FEO Audit Findings: Sub-processes/sub-categories that are/have been root causes for

such as;

field office audit findings.

Common audit findings across multiple sites;

Repeat

risk

c) Site Management Requests: Alerts, issued by Site Management, requesting Local

Assessment Teams to initiate assessments of specific areas of concerns, such as; Repeat

risk occurrences.

d) Site Audit Findings: Sub-processes/sub-categories that are/have been root causes for

local audit findings.

2. Enter a “Y” for each sub-process / sub-category impacted by the specific Local
Risk Criteria.

&

Local Crite
f HELP Local
CS Emm 10 | Selectview v ARCA Update »
—_ Cycle %) =
EM Consolidated Business Center 1 g’ =
£l o| 5
Lance Schlag M| 2 S|l o| o] =
[} S|l x| i+
613012008 Summary View x|T|<|%
—
=l =] gl =
Process Information Process Catalog Local Criteri e S| o g Test Dates
Reference o| 5| 2| 2
= 3 o =| <
= & z 2% 2 m 2 2 ol ©
@ @ x |. @ n 2| @ o) gl g | o| 5 o|lo|lx=| =
S : 2 123 |5l s|esalalsl | 2| g 5| 2| M| 2l 2| £kl & il vl o
o|als|© H g pe |3l ElE5|of 8|2 55| 2| 5| 2| M| 2| =
glgle|- b s k. |°ls|ssglslg| 2ol 5|5l Mel=| E| 2
olslo|e @ e ad = O ol oflcc| 3| 2| e ElEE © Corp. Local
slsl g2 < o 292 - 5 =|=| =] 8| S| 2| 3 2z =| < =3
sls|s|s = = sqs o 2 ) = E| 5[ 5| 3| 2 =< | e S5 Revised | Oldest | Required | Required
alS|s Process Sub-Process & Sub-Process RIaEE & B EE S EEERN RlelElE St Test Date| Test Date | Test Date | Test Date
X P2P |Payable Management  |Payee Information 7 1]3 Corf process as high STD 08/31/06 | 06/30/08 | 06/30/08
risk ance sub-
pro by Corporate.
Payable Invoicing 08/31/06 | 06/30/10 | 06/30/08
Payable [Accounts Payable 7 04/13/07 | 06/30/08 | 06/30/08
Payable Management ~ |Accounts Payable/Cost 7  This} tion is not 06/30/09 | 03/20/07 | 06/30/09 | 06/30/09
Reports sche
Payable Payment Follow-up 7] 1 3[3[3 03/22/07 | 06/30/10 | 06/30/10
Payable ing 7|1 313]3 03/22/07 | 06/30/10 [ 06/30/10
Payable Disbursing 7]5 3113 08/31/06 | 06/30/10 | 06/30/08
Acquisition Closeout 7|2 3[1(3 08/31/06 | 06/30/10 | 06/30/08
|Acquisition De-Obligations 7] 2 3|13 08/31/06 | 06/30/10 | 06/30/08
Acquisition Funds Cerification 4 1 0 0K Overdue | Overdue
‘Acquisition Obligations 7 RN 3 Overdue | Overdue

Similar to the Corporate Cycle column, the Local Cycle calculates the standard local cycle for
when the sub-process / sub-category is scheduled to be assessed. When local risk criteria

are identified the local assessment is accelerated to the current cycle.

NOTE: Only the assessment scope associated with the Corporate Cycle will be tracked by the

Department.

A-123 QSG ARCA
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D. Identify Impact to Standard Assessment Dates

1. Determine if any sub-processes / sub-categories require a delay from the
Standard Assessment Date®.

a) A reasonable rationale is required to delay the assessment dates within the 3-year cycle.
(Field Office’s may, at their discretion, require approval before site contractors delay
assessments within the 3-year cycle.) Examples of reasons for delays could include,

i) Planned organizational changes for the current/next cycle that will change the
accountabilities for the controls;

ii) Planned system changes for the current/next cycle that will significantly impact
the operational environment;

iii) Ongoing remediation activities impacting a scheduled assessment
b) PMT approval is required to delay any assessments beyond the 3-year required cycle.

2. Enter a “y” in the Changes from Standards column for the specific sub-
process/sub-category determined to require a change in the assessment date.

[] 3. Enter the date for the rescheduled assessment in the Revised Test Date

= column. If any Risk Criteria were determined to have no impact on the
identified sub-process, enter “STD” in the Revised Test Date column. This
sets the Standard Assessment Date by factoring out any date impacts
associated with the identified risk criteria (e.g. it resets the 3-year
assessment cycle based on the oldest test date).

ARCA: PCS Emmm 10 | Selectview = HELF'| =me Local

FO|EM Consolidated Business Center Clear All
Attester|Lance Schlag M
Delete Row
Cycle End 6/30/2008 Detail View I —I L
I
| Criteria Changes from Standards Test Dates
%
Changes from Standards o| £
g | g
Elg w8
ED 2 o5 Corp. Local
alls S g Revise: Oldest | Required | Required
I‘_i, & 53 Rationale for Change Test Datill Test Date | Test Date| Test Date
£ Corporate identified the Payable Management process as high STD [l 08/31/06 | 06/30/08 | 06/30/08
o risk for P-Cards, the Payee Information Maintenance sub-
‘; % process does not impact the risk area identified by Corporate.
3 =
= -g . 08/31/06 | 06/30/10 | 06/30/10
3 5 Revised 04/13/07 | 06/30/08 | 06/30/08
6 I Rationale for Change Test Date This sub-p isin and is not 06/30/0% 03/20/07 | 06/30/09 | 06/30/09
- —_ - scheduled to be complete in this cycle
Corporate identified the Payable Management process as high STD 03/22/07 | 06/30/10 | 06/30/10
risk for P-Cards, the Payee Information Maintenance sub- gggigg 3223;12 ggggﬁg
process does not impact the risk area identified by Corporate. 08/31/06 | 06/30/10 | 06/30/10
08/31/06 | 06/30/10 | 06/30/10
Overdue | Overdue
Overdue | Overdue
This sub-process is in remediation and remediation is not 06/30/09
scheduled to be complete in this cycle.

) IMPORTANT: The date entered in the Revised Test Date column may not
@ exceed the 3-year cycle for testing without PMT approval.
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] 4. Record a summary rationale describing the reason for the delayed
assessment. If applicable, also record any required approvals that were
obtained.

A well formulated rationale (within the 3-year required cycle): After a detailed
review was completed by the business process team, the Payable Management — Accounts
Payable up process was found to not have been impacted by the systems changes. This is a
manual process and will continue to operate in the same way even after the AP system
modifications. This sub-process will therefore be tested based on the standard 3-year
assessment cycle.

A well formulated rationale (beyond the 3-vear required cycle): The delay in
assessing the Payable Management — Accounts Payable process is the result of ongoing
remediation activity that will not have been implemented and in operation long enough to
perform acceptable testing during the standard 3 year assessment cycle. The major system
modification is targeted on automating the current manual process and is scheduled to be
completed in 9/12/2009. Testing is planned for 6 months after implementation, or 3/6/2010.
During and post implementation, this sub-process will be closely monitored by the Supervisor
of Accounts Payable to minimize risk. Approval for this delay has been obtained from the
PMT and the Approval has been stored as specified in the document location.

Determining the Scope of Testing

% ARCA Assessment Triggered by Risk Criteria or Cyclical Schedule: Any sub-process/sub-
category that has been identified as being in the assessment scope as a result of applying the
risk criteria, or as a result of the normal cyclical schedule, will require testing of all control
sets within that sub-process/sub-category. Although all control sets will need to be tested, it
is up to management's discretion to determine the extent to which testing will be performed.
In making a determination on extent of testing, management should use the flexibilities
inherent to the Department's implementation of A-123 where reasonable and appropriate.

These flexibilities include consideration of the following:

a) The risk rating for each risk activity in determining the extent of testing (e.g., higher
risk may drive a larger sample size, lower risk may drive a smaller sample size)

b) Whether or not changes to processes, controls, etc., have occurred which may
require new tests and/or larger/smaller sample sizes

¢) How recently specific control sets were tested in determining sample size. For
example, 8 out of 10 control sets in a sub-process/sub-category may have been
tested within the last 12 months (due to the Department's initial multi-year
implementation). Therefore, the level of testing for selected control sets may be
modified accordingly.

ARCA Assessment Triggered by Remediation Activities: It is up to management's discretion
to determine whether all (and to what extent) control sets within the sub-process/sub-
category require re-testing, or whether only the subset of control sets which are impacted by
the remediation activity (e.g., changed or added controls) will be re-tested. In those cases
where management decides to test (directly or indirectly) only the impacted subset of the
control sets, it must be able to rely on the previous results for those controls not being
tested. (Requirements for reliance on previous testing are described in the Testing Quick
Start Guide.) Test Plans will need to fully describe how testing was handled for these
remediation activities, and should clearly identify which controls/control sets were tested and
those where reliance was placed on previous results. In addition, the AART will need to have
test dates entered for those controls/control sets where management is relying on previous
test results (i.e., enter into the AART the date when the previous test was completed).
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5. Review the resulting assessment scope after making any changes to the
Standard Assessment Dates and determine if any additional sub-process /
sub-category date changes are required. An example could include
accelerating scheduled assessments to optimize the workload across the 3-
year assessment. (Summary rationales are not required for accelerating the
assessment scope.)

Scope
o i Local
ARCA: PCS mmm 10 [ Selectvew arc eS| P
FO|EM Consolidated Business Center J
Attester|Lance Schlag J M
(o)} o
b=l " "
Process Information § 8 te Criteria Local Criteria Changes from Standards Test Dates
S| o =
Q1@ 2l .12 % 2
< ) Slelel 5] g|s
HHH HHEE
Zls|Ele|l<|2|El=]| &
g Slg|o g E 3| 5| © Corp. Local
= (; 2 glelz| |3 ;(, b Revised | Oldest | Required | Required
2 Process Sub-Pi slalel8lel2lzlsl 8 Rationale for Change Test Date | Test Date | Test Date| Test Date
X Payable Management  |Payee Inform: 1 1 Corporate identified the Payable Management process as high STD 08/31/06 | 06/30/08 | 06/30/08
Maintenance risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.

Payable Management _|Invoicing 08/31/06 | 06/30/10 | 06/30/10

Payable Management |Accounts Pay: 04/13/07 | 06/30/08 | 06/30/08

This sub-pi isin and iation is not 06/30/09 | 03/20/07 | 06/30/09 | 06/30/09
scheduled to be complete in this cycle.

Payable Management  |Accounts Pa;

Blelw
-

Payable Management |Payment Folld 03/22/07 | 06/30/10 | 06/30/10

Payable Management |Purchasing 03/22/07 | 06/30/10 | 06/30/10

Payable Management |Disbursing 08/31/06 | 06/30/10 | 06/30/10

Acquisition Closeout 08/31/06 | 06/30/10 | 06/30/10

Acquisition De-Obligationg 08/31/06 | 06/30/10 | 06/30/10

Acquisition Funds Cerificy Overdue | Overdue

wlw|wlw|w|w|w
wlw|w|w|w|w|w

Acquisition Obligations Overdue | Overdue
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E. [OPTIONAL] Managing the Local Assessment Cycles [reserved
for LPSO / CD / Field Office / Site use, at their discretion]

% ARCA provides the flexibility to further refine the local assessment scope by enabling
management the ability to factor inherent risk into their local assessment cycles.

g 1. Enter the Local Assessment Cycles for the desired risk assessment ratings in
the Local RA Cycle Header to set unique cyclical reviews based on Risk. Local
cycles can be defined as a 1, 2, or 3 year cycle and do not have to be defined
for all risk ratings.

Local
ARCA: PCS mmm 1.0 Select view - HELP ARCA Update Cvel
cle
FO|EM Consolidated Business Center Clear All y
Attester|Lance Schlag
Delete Row 1
Cycle End 6/30/2008 Detail View |
Scope Process Information Corporate Criteria M 2 k from Standards Test Dates
£ gl el lel [2] |2
g 218l [el.l2l8l18lgl5]8|2 £
ES 2 |3 slgls|2|S|e|Elc|Ef 2|5
olo]|olC g |Zlz|lol2|5|Elel=lEle|l=] 2]g
gl8lgla 2 18|22 E[2|C|E|E|S|5[S] @82 Corp. Local
SIS|S|8 M E IR EEEHE Revised | Oldest | Required | Required
818812 5 |3l5lel=|2c|2|5 ele] S |&5 ) q q
212181z Process Sub-Process z |2]12&215]al218IRIRIG|I5L 8164 Rationale for Change Test Date | Test Date | Test Date [ Test Date
X P2P |Payable Management |Payee Information 3 % 1 1 Corporate identified the Payable Management process as high STD 08/31/06 | 06/30/08 | 06/30/08
Maintenance risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.
X P2P_|Payable Management _[Invoicing [ 3] | 1 08/31/06 | 06/30/10 | 06/30/08
X P2P _|Payable 1t |Accounts Payable 3 1 1 04/13/07 | 06/30/08 [ 06/30/08
. P2P |Payable Management |Accounts Payable/Cost 3 1 1 This sub-process is in remediation and remediation is not 06/30/09 | 03/20/07 | 06/30/09 [ 06/30/09
Management Reports scheduled to be complete in this cycle.
[ 1 P2P |Payable t__|Payment Follow-up L |3 3 3 03/22/07 | 06/30/10 | 06/30/10
[ ] P2P_|Payable Management _|Purchasing L |3 3 3 03/22/07 | 06/30/10 | 06/30/10
X P2P |Payable Management |Disbursing 3 3 1 08/31/06 | 06/30/10 | 06/30/08
X P2P |Acquisition Closeout 3 3 1 08/31/06 | 06/30/10 | 06/30/08
X P2P | Acquisition De-Obligations 3 3 1 08/31/06 | 06/30/10 [ 06/30/08
[e] P2P |Acquisition Funds Cerification 3 3 1 Overdue | Overdue
[e] | P2P | Acquisition Obligations 3 3 1 Overdue | Overdue

@ ARCA automatically determines the sub-process / sub-category Risk Assessment by assigning

the highest Risk Assessment Rating of any risk within the sub-process / sub-category. If in

your professional judgment, this Risk Assessment does not accurately reflect the aggregate risk

assessment for the sub-process / sub-category, ARCA allows you to “adjust” the Risk

Assessment for the sub-process / sub-category using the Adjusted Risk Assessment column in

the ARCA Detail View*. This does not override the Risk Assessment Ratings in the PCS/ECS-
Assess tabs.
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F. Execute “Update AART” Button

1. When ARCA planning is complete, click the “Update AART” button to update
the PCS/ECS-Assess and —Test tabs. This function “expires” overdue Control
Design Effectiveness and Test ratings in the PCS/ECS-Assess and —Test tabs.

CAUTION: This action is irreversible. Expiration occurs for all sub-processes / sub-categories

@ with successfully tested control sets that are overdue for the corporate schedule. The Expiration
is set by replacing the Control Design Effectiveness and Test Results ratings with an “E”. The
previously assigned ratings are saved to the expired data columns in the PCS/ECS-Assess and —
Test tabs.

2. Update the Implementation Plan.
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ARCA Execution: Performing the Assessment for the ldentified
Scope

% Selected ARCA Cycle information is visible in the PCS-Test and ECS-Test tabs at the risk
activity/control set level. This is to allow the Local Assessment Team visibility over cyclical requirements
without having to switch between the PCS/ECS-Test and ARCA tabs.

The Color formatting of the sub-processes/sub-categories in the PCS/ECS-Test tabs indicate the
assessment schedule.

a) Red — assessment is overdue (requiring immediate action) or due in the current cycle year
b) Yellow — assessment is due in 2" cycle

c) Green — assessment is due in 3" cycle

d) White — no assessment is due within the 3-year cycles (this occurs if a current year

assessment has already been completed).

Control Design Effectiveness rating and Test Ratings may have been assigned an “E” rating. This
indicates that testing has been conducted in prior years, but the results are considered to be no longer
valid (i.e. the sub-process/sub-category is “overdue” or the assessment and testing).

Control Test
Dsgn | Results
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G. Documenting

1. Validate all source documentation to ensure it is current and complete and
meets the minimum A-123 documentation requirements.

2. Where necessary, update or create new source and detail documentation.

[] 3. Validate the data recorded in the ECS/PCS-Assess tabs in the AART to ensure
it is accurate and current.

* For additional information and details regarding these activities see the A-123 Documenting Quick
Start Guide

H. Evaluating

D 1. Validate, and if necessary update, the Control Design Effectiveness rating for
the Control Set and rationale in the PCS/ECS-Assess tab.

g 2. Using professional judgment, update the Process/Area Summary Rating and
rationale.

g 3. [ECS Only] Using professional judgment, update the Overall Entity Control
Summary Rating.

* For additional information and details regarding these activities see the A-123 Evaluating Quick Start
Guide

I. Testing

1. Develop test plans for the current scope.

2. Execute Testing and enter the Test Results rating and new Test Dates for the
Control Set in the PCS/ECS-Test tab.

o

[] 3. Using professional judgment, update the Process/Area Summary Rating and
rationale.

o 4. [ECS Only] Using professional judgment, update the Overall Entity Control
Summary Rating.

* For additional information and details regarding these activities see the A-123 Testing Quick Start
Guide
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J. Assessment Management and Monitoring

1. When testing for the sub-process / sub-category is complete, confirm that all
Risk Criteria are accounted for in the tests performed by selecting “yes” in the
“All Factors Accounted for in Completed Tests” column (e.g. test was
completed on the changed process and testing was modified to accommodate
changes).

This validates that new testing has satisfied all identified Risk Criteria. The tool will
% automatically reset the criteria selection and applicable data at the beginning of a new A-123
assessment cycle.

ARCA: PCS mmm 10 Select view - HELP = Local "
Cycle p4
FO[EM Consolidated Business Center Clear All 8
Attester|Lance Schlag —
Cyele £na 302008 oot view | °
Q
Scope Process Information Corporate Criteia Local Crteria Changes from Standards T
= s
o i HRE I IS
S i HHHHE e 3
2 g HEHEEE 5|88 O
H i HEEEEE B |52 Revised
£ Process Sub-Process 2 HE R elelzlZl 8|58 Rationale for Change Test Date | Te] Criteria Selection Rationale Location
P2P |Payable Management | Payee Information 1 1 [Corporate identified the Payable Management process as high SO | ot
Maintenance: risk for P-Cards, the Payee Information Maintenance sub-
process does not impact the risk area identified by Corporate.
P2P_|Payable [Accounts Payable 1 1 0
P2P |Payable Management |Accounts Payable/Cost 1 T [This sub-process is in remediation and remediation s not 06/30/09 | 0:
Management Reports |scheduled to be complete in this cycle.
ayable Management >ayment Follow-up
e Crasig
e brsig
Acquisition e-Obligations.
Acquisition unds Cerification
P2P Acﬁusmon Dblvgatmns
% Risk Management is a continuous process and it is highly recommended that you update
ARCA as new risk criteria are identified.
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K. Automated Cycle Changes

g 1. Annually on June 30" the AART tool suite will automatically recognize the new
ARCA cycle. Upon saving the AART tool you will be prompted.

A-123 Cycle Change: x|

The new A-123 Cyele has begun based on the current date, You must select one of the
following options:

UPDATE MOW - The A-123 Cycle date will be updated in ARCA and the ARCA Scope will be
automatically recalculated. This action is irreversible.

UPDATE LATER - The &-123 Cycle in ARCA will remain unchanged and the Scope will remain
the same, If selected this popup will appear at each save until one of the other options has
been selected,

SAVE AS ARCHIVE - The A-123 Cycle in ARCA will remain unchanged and the Scope will
remain the same For an archivefbackup version. Do not use this feature unless you have
renamed the file and have access to & current AART because this Feature will disable the
£-123 Cyele update function, |

UPDATE RO | LPDATE LATER SAVE A5 ARCHIVE

) LIPCWATE MO | ]
2. Click to update the ARCA Cycle date and automatically force the
recalculation of the Scope fields into the new cycle.

. UPDATE LATER . . . . .
3. Click — to continue working in ARCA until all previous cycle

activities have been completed and you are ready to migrate to the current
cycle. All scope and data remains the same. The AART will continue to
prompt you for the A-123 Cycle Change at each save.

. SAVE A5 ARCHIVE . . L
4. Click ——______ to save a backup or archive file. This is intended allow

users to save the file with the existing ARCA cycle and to stop all future
prompts. DO NOT USE THIS OPTION ON THE ACTIVE AART because the
ARCA Cycle will no longer be able to be updated.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

Detail / Summary Views: ARCA has been designed to provide both a Summary View of critical data as
well as a Detail View. The Detail view shows additional information regarding sub-process / sub-category
attributes including: [PCS Only] reference sub-process selection, adjusted risk assessment, the lowest test
rating for a control within the sub-process / sub-category, number of control sets in the sub-process or
sub-category, humber of those control sets that are in remediation or are still untested, corporate scope
cycle and the local scope cycle.

To enable the detail view, click the Detail View button in the header of the ARCA tab. The sub-

process / sub-category attributes become visible

- Scope
Process Catalog Control Attributes p‘
Reference Detail
= B
=1 [} 0 =
K 3|lo|lzgle
4 Cloln 5
sx 15|58 e
2 B2 |g|l8le8o|la]|e
@ @ ol E|ESlal| QS
S o d=1818S|%|A
Sole2dolOofloec|E|2 =
o I I e Rl R
2 0l28 SloloX| 8|8
Sub-Process pelRsds8l2(2<=|18]S
ik
7] 1 3|3
L 7] 1 1(1
L 7| 2
1 711 313

. . il Vi S Vi
The Detail Button will change from Detail View | to ummary view . To enable the summary
view click the Summary View Button

2 ARCA “CLEAR ALL” BUTTON: The clear all function is beneficial for sites that have made
extensive adjustments in processes and sub-processes within PCS-Assess and do not wish to
manually update the ARCA-PCS tab. The ARCA Update function does not remove obsolete sub-
processes. Manual removal of these items is required.

CAUTION: This action is irreversible and will remove all the sub-process rows, including the
associated data.

Once the “Clear All” function has been run, execute the “ARCA Update” function to manually initiate
the ARCA update process.

3 Standard dates are based on the following logic:

Scope Conditions for Setting Scope Value

Overdue A control set within the sub-process/sub-category has not been tested.

A control set is in remediation, due to CDE rating or failed test ratings, and no
Revised Test Date has been identified in ARCA.

A risk criteria assigned to the sub-process/sub-category in the previous cycle has
not been fully assessed (i.e. the All Factors Accounted for in Testing indicator has
not been set to “yes”).
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The Revised Test Date is older than the current cycle date.

Current Cycle A risk factor has been assigned to the sub-process/sub-category in the current
cycle.

The oldest test date, for sub-processes/sub-categories with all operationally
effective control sets, was 3 years ago.

The Revised Test Date is defined for the current cycle.

Cycle 2 The oldest test date, for sub-processes/sub-categories with all operationally
effective control sets, was 2 years ago.

The Revised Test Date is defined for the specified cycle year.

Cycle 3 The oldest test date, for sub-processes/sub-categories with all operationally
effective control sets, was 1 year ago.

The Revised Test Date is defined for the specified cycle year.

No Scope Set Testing was completed in current year and all activities were operationally
effective.

Utilizing Local Risk Criteria and Local Risk Assessment Cycles, a sub-process / sub-category may be
allocated to two different Cycle Years. This only results if the local assessment is required prior to the
corporate assessment.

ARCA:PCS EI=m 10 | Selectvew  +| HELP ARCA Update | iSms|
FO[EM Cansoldated Business Centel Glear Al
‘Attester|Lance Schiag
] Scope Delete Row
e ars0/2008

fcataiog
nce

Scope
ail

Control Atributes Corporate Criteria Local Criteria Changes from Standards Test Dates

Process Inforf

D
@

Local

Revised | Oldest | Required [ Required
Rationale for Change Test Date | Test Date | Test Date | Test Date

[Corporate idenifed he Payable Management process as high | STD | 0B/31106 | 06130108 | 0G/30/08

isk for P-Cards, the Payee Information Maintenance sub-

rocess does notimpact the rsk area dentiied by Corporate.

gt Req
[Process Changes
Jorg Changes

[Fo Momt Rea

Process

H ~|ocal scope.
B s Max Test Cycle
B ~[cororate cycle

~|Local cycle

[ 316/30/2008
6/30/2009
6/30/2010

Payable Management 1 OB/31/06 | 06/30/10 | 0B/30/08

Payable Management 1]i]3 T 1 04713107 | 0613006 | 06/30/08

Payable Managemeni 22 T T [This sub-process s in remediation and remediaion s not G6/30/09 | 03120107 | 06130109 | 06/30/09
cheduled to be complete in this cycle.

03722107 | 0630110 | 0B/30/10

ayable Management
06/30/10

03722107 | 0673071
OB/31/06 | 06/30/10 | 06/30/08
0B/31/06 | 06/30/10 | 0G/30/08
0B/31/06 | 06/30/10 | 06/30/08
o o Overdue | Overdue
3 00 Overdue | Overdue

ayable Management
Payable Management

cauisiton
cquisition
causiton

ai - -- |- -
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4 To adjust the risk assessment of a sub-process/sub-category you must be in the ARCA Detail View. If
the Detail View button is displayed click the Detail View button to enable the detailed view. However, if
the Summary View button is displayed the Detail View is already displayed. Select from the drop down
menu, in the Adjusted Risk Assessment column, the desired adjusted risk assessment rating for the
sub-process / sub-category.

T
ARCA:PCS Emmm 10 [ selectvew ] Hete| ——
FO[EM Consolidated Business Center
Attester|Lance Schlag .
~
oycle £nd ) Summary View | =
Scope Process Information Process Catalog outes 2 2 Criteria Local Crteria Changes from Standards st Dates
3 0 O a
315514 224 12l M
g H HEEE N SRE N IHEEHEEE
S i H HHEHERE
4 g 3[3¢e |0 El5|5]3 Local
3 58 HEHEHEEE
8 & HEE gz HEN Revised | Oldest | Required | Required
i Sub-Process - Sub-Process. 2|2 & & MBI Rationale for Change Test Date | Test Date [ Test Date| Test Date
2P [Payable Management_[Payee Informaton 2 1 Corporate Wdentiied The Payabie Management pocess as high | STD | 083106 | 05130108 | 06/30008
Vaintenance sk for p-Cards, the Payee Information Maintenance sub-
impact thersk area V
Fayaie Vanagement_[mvoicng 3 T G106 | 0eraario | 0arane |
Payabie Management_|Accounts Payaiie W W I T T 04713107 | 06730106 | 06720706
Payabie Management _[Accounts PayablelCost Z T T [T sub-process ' n remediaion and remedaion s ot THT30103 | 0372007 | 0673010 | 0673000
janagement Reports scheduid o be compete in this cycle
ayabie Wanagement_[Payment Follow up L 37307 | Ge0i0 | 06R00
ayable Management _|Purchasing 03122107 | 06/30/10 | 06/30/10
ayable Management_[Disbursing 09733106 | 06730710 | 06530708
Causiion Tosecout 08733106 | 06730710 |_06:30/08
causiion e Gblgaions — 9733106 | 06730710 | 06530708
caqusiion s Corfcaton 1 _— Gverdue | Overdue
cauisiton Digations 3 Gverdus | Overdue

The adjusted risk assessment must be based on an inherent risk assessment within the
General Environment and must reflect the aggregate likelihood and impact of all risks
associated with that sub-process / sub-category. Detailed guidance for Risk Assessment
can be found in the Documenting Quick Start Guide.
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Documenting

Evaluating

Assurance

AART]:

Purpose

Manage/develop documentation required for
evaluating internal controls over financial reporting
that will withstand the rigors of audit and record
documentation attributes into the AART.

Key Activities

Identify and Record

e Entity Level Risks and Controls

¢ Processes and Sub-Processes

¢  Sub-Process Risks and Controls

¢ Financial Statement Assertions

¢ Location of Source and Detailed Documentation
Required Templates e AART Tool Suite

e Implementation Plan

http://www.cfo.doe.gov/progliaison/doeA123/index.htm

A-123Helpdesk@hg.doe.gov
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Document Legend

% Notebox: Contains additional @ Tip: Contains helpful = Detailed A-123 Documentation
information information and

recommendations.

@ Requirements: Contains very g AART Input: Color dependent by tab. Local AART
important requirement [yellow], ECS-Assess [dark blue], PCS-Assess [light
information blue], ECS/PCS-Test [green], CAP-Track [red]

INTRO

ENTITY CONTROLS

Entity Controls relate to the organization as a whole and are not specific to
processes. Good Entity Controls ensure the integrity and effectiveness of the
organization and its leadership. Entity Control evaluations focus on 5 key
management objectives®: control environment, control activities, monitoring, risk
assessment, and information and communication.

@ Entity controls cross cut all program activities (financial and non-financial). However, the A-
123 evaluation focuses only on Entity Controls relevant to financial management areas that
directly or indirectly impact financial reporting. As such, all of the Entity Controls (financial and
operational) will need to be considered as they relate to and impact the following Financial
Management Areas:

. Purchase card program management

. CO/COR roles and responsibilities

. Budget execution (carryover balances, prior year deobs., expired approps. mgmt, etc.)
. Financial management performance metrics

. Procurement (requisitions, purchase orders, etc.)
. Field/Site CFO liaison/operational awareness

. Proprietary/cuff systems

. Audit resolution and follow-up (financial related)
. Funds distribution

. Travel management/oversight

. Cost management (including accruals)

. Funds control

NOTE: This is not an exhaustive list of the financial management areas that could be impacted.

Locations should independently evaluate what other financial management areas should be
considered.

PROCESS CONTROLS

Good Process Controls ensure the integrity and accuracy of the business
transactions as they impact the financial statements from a Presentation and
disclosure; Existence and occurrence; Rights and obligations; Completeness and
accuracy and Valuation or allocation (PERCV?) perspective.

In some cases, Process Controls may supplement Entity Controls to mitigate the same
type of risk. An example of this is Segregation of Duties where proper procedures and
policies are put in place and are supplemented by automated system controls at the
process level.
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@ Completing the AART Tool Suite is a requirement; however the data in the AART is summarized

data and does not fulfill the complete A-123 Documentation requirements. Detailed A-123

Documentation and Source documentation® should be maintained locally and be readily
available in the event of an audit or other review.

Entity Control Summary (ECS)

A. Identify and Record Entity Inherent Risk Statement”

1. Review the standard ECS sub-categories and determine the inherent risk
statements associated with each of these sub-categories. There may be
multiple risk statements associated with each sub-category, at least one
inherent risk statement must be entered for each sub-category. Consider
among other things the

followin g, Example 1- Integrity and Ethical Values

Area: Control Environment

a. What could go wrong? Sub-Category: Integrity and Ethical Values

[Behavior] Risk Statement: Management does not communicate,
. provide guidance, or practice its ethical values and/or
b. What effect would it have standards to employees, suppliers, creditors,
[Result] investors, customers, or other relevant parties
resulting in unethical behavior and illegal practices.

Example 2 — Segreqgation of Duties®

% A well formulated risk statement would include a clear definition of behavior and/or action
and the negative result if this behavior and/or action should occur.

g 2. Record your risk statements in the ECS-Assess tab of the AART Tool Suite in
the row associated with the appropriate Area and Sub-Category:

AART: ECS Assess

PO 4.0

Select View:

FO CH

Attester Ard Geller

Implementer Shelley Hart

Date Updated October 31, 2006

I I
Ref Cycle Area Sub-Category
Col

Management does not communicate, provide
lguidance, or practice its ethical values and/or

EC Control Environment |Integrity and Ethical Values Istandards to employees, suppliers, creditors,
investors, customers, or other relevant parties
resulting in unethical behavior and illegal practices.

n employee who creates a requisition also approves
he requisition, purchases the requested goods or
services, and pays the subsequent invoice(s),

EC Control Activities Segregation of Duties Feen (e i ), wese, e /) ar EBVED 66

If you have more than one inherent risk statement per sub-category, select the sub-category
then insert additional rows by clicking the “insert row” button. If you need to delete an
additional row click the “delete row” button on the ECS-Assess tab.

Page 3 of 22
A-123 QSG Documenting Version 5 — September 2007



A-123 Quick Start Guide — Documenting

3. Repeat these steps for all 31 sub-categories.

B. Assign the Inherent Risk Rating® (Likelihood and Impact)

&Y Inherent Risk considers the General Environment in which you operate; it does
not consider any mitigating controls. General Environment would include things
such as:

. Number of transactions

e  Organizational structure

e Liquidity of assets

e  Skill/knowledge of staff

. Value of transactions

e  Span of control

. Political sensitivities

e  Susceptibility to fraud and irregularity

1. LIKELIHOOD - Determine the likelihood of the inherent risk specified by
the risk statement occurring. Likelihood is a measure of the relative
potential that the inherent risk might occur given the general environment?.
In determining Likelihood, consider among other things the following,

a. Organizational Culture
i)  Stability and focus of leadership
ii) Vision imparted by leadership to the organization
iii) Variety of backgrounds/knowledge of personnel

iv) Stability of workforce

. . Example 1 — Integrity and Ethical Values
v) Skill level and technical

competence of workforce Area: Control Environment
Sub-Category: Integrity and Ethical Values

Risk Statement: Management does not communicate,
provide guidance, or practice its ethical values and/or
standards to employees, suppliers, creditors, investors,
customers, or other relevant parties resulting in
unethical behavior and illegal practices.

Risk Likelihood: LOW - An organization of 20
people co-located in a war room type of
environment with strong, visible leadership.

b. Type of organization
i) Co-location
ii) Size of distributed offices
iii) Size of business units
c. Technological maturity
i) Level of integration

xample 2 — Segregation of Duties®

2. IMPACT - Determine the relative magnitude of the impact if the inherent

risk specified by the risk statement

occurs. Impact is a measure of the
magnitude/severity of the effect the
risk’s occurrence might cause given
the general environment, considering
both the nature and extent of the
effect of the risk’s occurrence. In
determining Impact, consider among
other things the following:

a. Span of Control
organizations impacted)

(breadth of

b. Potential Liability due to type of business
Example 2 — Segregation of Duties?

Example 1 — Integrity and Ethical Values

Area: Control Environment

Sub-Category: Integrity and Ethical Values

Risk Statement: Management does not communicate,
provide guidance, or practice its ethical values and/or
standards to employees, suppliers, creditors, investors,
customers, or other relevant parties resulting in
unethical behavior and illegal practices.

Risk Likelihood: LOW - An organization of 20 people
co-located in a war room type of environment with
strong, visible leadership.

Risk Impact: HIGH - Business units responsible
for the management of the nuclear material
stockpile (high financial liabilities).
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3. Record the Likelihood and Impact Ratings for the associated inherent risk
specified by the risk statements in the ECS-Assess tab of your AART Tool

Suite:

AART: ECS Assess 4.0

Select View:

FO CH

Attester Ard Geller

Implementer Shelley Hart

Date Updated October 31, 2006
Ref Cycle Area Sub-Category Risks Likeli | Impact| Risk
Col hood Assess

ment

Management does not communicate, provide
guidance, or practice its ethical values and/or
EC Control Environment |Integrity and Ethical Values standards to employees, suppliers, creditors,

investors, customers, or other relevant parties
resulting in unethical behavior and illegal practices

An employee who creates a requisition also approVils
the requisition, purchases the requested goods or
services, and pays the subsequent invoice(s),
resulting in fraud, waste, and / or abuse of
governement funds.

EC Control Activities Segregation of Duties

The overall Inherent Risk Assessment Rating will be automatically calculated for each risk
statement based on the following rules:

Inherent Risk

L + _
Likelihood Impact Assessment

Moderate

Moderate

Moderate
|

4. It is highly recommended to document the general approach to performing
your inherent risk assessment, including general environment
considerations, likelihood and impact considerations, etc.
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C. Identify and Record Key Entity Controls*®

1. Collect all

existing documentation related to the specified Entity risk

statements and standard Sub-Categories, for example:

©ao o op

Code of Ethics

Policies & Procedures (Conflict of Interest Policies)

Organizational Structure Diagrams

HR Handbooks

IT controls (e.g. Security Profiles, Disaster Recovery Procedures)

2. Using source documentation, identify the existing controls that mitigate

each inherent risk specified by the risk statement.

key controls, consider among
other things the following:

Priority and criticality of the
control in mitigating the risk
(key controls)

Control Mode:
Preventive[P] and
Detective[D]**

Level of Automation (i.e.
Manual, Partially Automated
or Automated)

Single Control or Multiple
Controls (Control Set) can
mitigate a specific risk

To further identify the

Example 1 — Integrity and Ethical Values

Area: Control Environment

Sub-Category: Integrity and Ethical Values

Risk Statement: Management does not communicate, provide guidance, or
practice its ethical values and/or standards to employees, suppliers,
creditors, investors, customers, or other relevant parties resulting in
unethical behavior and illegal practices.

Risk Likelihood: LOW - An organization of 20 people co-located in a war
room type of environment with strong, visible leadership.

Risk Impact: HIGH - Business units responsible for the management of the
nuclear material stockpile (high financial liabilities).

Control Objective: To promote and enforce ethical behavior:
Control Set: (1) Management has posted their integrity and ethical
ideals in a guidance document entitled "Code of Conduct" on their
website and in hard copies, and is distributed to all employees.[P]
(2) All employees on every level must read, accept, and sign a
document indicating they understand and will follow the guidance
as outlined in the "Code of Conduct". [P] (3) Meetings are
conducted that include integrity and ethical values as an agenda
item and employees are required to attend once a year. [P] (4)
Annual employee appraisals include a section to discuss employees’
behavior. [D] (5) Management maintains an open door policy to
ensure that any unethical behavior is reported and management
looks into any reports. [D] (6) Management encourages anonymous
e-mails to report unethical behavior. [D] (7) Management takes
appropriate action immediately once an allegation of unethical or
illegal behavior has been proven. [D] (8) Management has a "no-
tolerance™” policy and terminates anyone who commits unethical or
illegal indiscretions. [D]

Example 2 — Segreqgation of Duties?2
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Bl 3. Record the key controls in the AART as a control set in the AART ECS-
Assess tab in a single cell in the row associated with the related risk
statement. Together, these controls represent the control set.

AART: ECS Assess I 4.0 ) )
Overall Entity Control Ratings

Select View:

FO CH

Attester Ard Geller Control Environment

Implementer Shelley Hart Control Activities.

Date Updated October 31, 2006 Information and Communication

Risk Assessment

] e oritorn

Ref | Cycle Area Sub-Category Risks

To promote and enforce ethical behavior:
' Management has posted their integrity and ethical
ideals in a guidance document entitled "Code of
Conduct" on their website and in hard copies, and is
distributed to all employees. [P]
o All employees on every level must read, accept,
and sign a document indicating they understand and
will follow the guidance as outlined in the "Code of
Conduct". [P]
o Meetings are conducted that include integrity and
Management does not communicate, provide ethical values as an agenda item and employees are
guidance, or practice its ethical values and/or required to attend once a year. [P]
EC Control Environment | Integrity and Ethical Values standards to employees, suppliers, creditors, o Annual employee appraisals include a section to
investors, customers, or other relevant parties discuss employees’ behavior. [D]
resulting in unethical behavior and illegal practices. ' Management maintains an open door policy to
lensure that any unethical behavior is reported and
management looks into any reports. [D]
o Management encourages anonymous e-mails to
report unethical behavior. [D]
. takes iate action

once an allegation of unethical or illegal behavior has
been proven. [D]

o Management has a "no-tolerance" policy and
terminates anyone who commits unethical or illegal
indiscretions. [D]

e

19S [04U0D

@ All key controls to offset a specific risk statement (i.e. the control set) MUST
be recorded only in a single cell in the row corresponding to the risk
statement.

D. Identify and Record Control Set Attributes

1. Determine the Control Set Mode of the key controls contained in each
control Set: Preventive (P), Detective (D), or Both (P&D)*3.

2. Determine if the Control Set is Entirely Automated (Aut), Entirely Manual
(Man), or Partially Automated (Pau).

3. Determine the Control Set Frequency at which each control set is executed.
In the case where controls within the control set are executed at different
intervals (some monthly, some daily, etc), the frequency of the most critical
key control should be indicated.

Control Set Frequency Options:

&

A = Annually M = Monthly W = Weekly R = Recurring*
Q = Quarterly B = Biweekly D = Daily

*Recurring frequency is a control that executes every time an activity or transaction is run.
This may be numerous times in one day.
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A-123 Quick Start Guide — Documenting

AART: ECS Assess

Jote Undated

[October 31. 2006

Overall Entity Control Ratings

Select View:

FO CH

|Attester Ard Geller Control Environment
implementer __|Shelley Hart Control Activities

Information and Communication

Risk Assessment

Control Environment

Integrity and Ethical Values

Management does not communicate, provide
guidance, or practice its ethical values and/or
standards to employees, suppliers, creditors,
investors, customers, or other relevant parties
resulting in unethical behavior and illegal practices.

[Monitoring
Ref | Cyole Area ‘Sub-Category Risks Controls
Col

o promote and enforce ethical behavior:
|+ Management has posted their integrity and ethi
ideals in a guidance document entitied "Code of
Conduct on their website and in hard copies, and
distributed to all employees. [P]

|+ All employees on every level must read, accept
and sign a document indicating they understand a
will follow the guidance as outlined in the "Code o
Conduct". [P]

'+ Meetings are conducted that include integrity ar
ethical values as an agenda item and employees.
required 10 attend once a year. [P]

'+ Annual employee appraisals include a section
discuss employees’ behavior. [D]

o Management maintains an open door policy to

ensure that any unethical behavior is reported and
management looks into any reports. [D)

once an allegation of unethical o illegal behavior

been proven. [D]
o Management has a "no-tolerance” policy and
terminates anyone who commits unethical or illeg:
indiscretions. [D]

EC Control Environment

To prevent fraud, waste and/or abuse:
'+ Security rules are set up such that no single us
can be assigned the roles of creating a requisition|
approving that requisition; approving a requisition
creating the corresponding Obligation; and creati
the obligation and paying the invoice. [P]

'+ Workflow technology is implemented to autom3
[ work flow message distribution to monitor
expenditures and approvals. [P]

[An employee who creates a requisition also approves.
the requisition, purchases the requested goods or
services, and pays the subsequent invoice(s),
resulting in fraud, waste, and / or abuse of
[governement funds.

EC Control Activities Segregation of Duties

|+ Workflow technology is implemented to enforcd
limits of authority management. [P]

'+ Only 3 Administrators have the authorization to
create and / or change security profiles and work|
rules. [P]

E. [Highly Recommended] Record Location of Source and

Detailed A-123 Documentation*

1. In accordance with local documentation management policies, identify the
location where the Source Documentation and the Detailed A-123
Documentation are maintained. Consider the following examples,

a. Reference to available

A Documentation Location Examples:
corporate policy

Corporate Code of Ethics [Available on organization
website]

HR Recruiting Policy in HR Dept
H:\DOE\HQ\Policies [Shared Local Drive]

IT Department/System Security Handbook
H:\DOE\HQ\A-123 Detail Docs\Risk Assessment
Rationale [Shared Local Drive]

b. Hardcopy version stored in a
specific location

c. Softcopy version stored on a
shared drive

d. Softcopy version stored on a
website
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B 2. Record the location where the source documentation and the detailed A-123
documentation reside in order to facilitate ready access to documentation
for reviews or to respond to special requests:

Overall Entity Control Ratings

Process Control Summary (PCS)

F. Collect process control source documentation.

1. Collect all existing source
documentation relating to the
standard PCS processes and
sub-processes, for example:

Process Flow Diagrams
Narratives

Desk Guides

Business Process Procedures

© oo o p

System Application
Documentation

DOE HQ has developed a process mapping Form and Content guide that may be used in
@ updating or creating new documentation. The Process Mapping Documentation
Instructions and Form and Content document can be found on the DOE A-123 Website.

2. Regardless of form, validate that process/sub-process source
documentation meets the following minimum A-123 requirements,

a. Must present Key process steps/activities with sufficient detail to ensure
understanding

Should segregate into manageable sub-processes
Must identify key Risk Statements
Must identify key controls and their relation to the risks

Type/Mode and Frequency of controls (e.g. Automated/manual, preventive/detective,
annual/recurring, etc.) should be captured

o 20T

Adequate documentation of processes will support completion of the AART
and the evaluation of controls.
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3. If source documentation does not exist or is incomplete, ensure the
development of required documentation.

G. ldentify and Record Sub-Processes

1. In the PCS Assess tab the processes annotated with a “Y” represent those
that are related to your material accounts and require further evaluation.

2. For those relevant processes, use your existing source documentation to
identify the sub-processes, and associate them with the standard DOE
processes identified in the AART.

g 3. Using the drop down list, select the standard processes and enter your
relevant sub-processes into the PCS-Assess tab (you must repeat the
process selection for each sub-process entered).

AART: PCS Assess XN 4.0f General Ledger Management
Select View: Funds Management
FO CH o FBWT
&

Attester Ard Geller 2 Cost Management
Implementer Shelley Hart Insurance
Date Updated (October 31, 2006 Grants

Loans

o Acquisition

S Inventory Management
g Payable Management
Process Processes Sub-Processes Risks Likeli | Impact| Risk Controls

Cycle hood Assess
ment

PP Acquisition Create Requisition

Inventory

Receive Goods & Services
Management

Payable Management |Payee Information Maintenance

Payable Management [Disbursing

Payable Management |Invoice
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H. Identify and Record Inherent Risk Statements

1. Using the source documentation, identify all inherent risks at the activity®
level related to the sub-process. Consider key financial statement
assertions (PERCV®) to validate the completeness of the identified risk
statement.

a. What could go wrong in the Presentation and disclosure [P] “Is it recorded in
of financial information in the financial statements? the right place?”
[Behavior] and How significant could it be? [Impact]

b. What could go wrong in the Existence or occurrence of [E] “Did it happen and
financial information in the financial statements? when?”
[Behavior] How significant could it be? [Impact]

c. What could go wrong in the Rights and obligations of [R] “Do we own or
financial information in the financial statements? owe what we think we
[Behavior] How significant could it be? [Impact] do?”

d. What could go wrong in the Completeness and accuracy [C] “Is anything
of financial information in the financial statements? missing?”

[Behavior] How significant could it be? [Impact]

e. What could go wrong in the Valuation or allocation of [V] “Are the numbers
financial information in the financial statements? right?”
[Behavior] How significant could it be? [Impact]

Example 1 — Disbursing

Process: Payable Management

Sub-Process: Disbursing

Risk Statement 1: Payments may be made in excess of approved contract amounts, resulting in
loss to the Government (if not detected) and an increase in improper payment percentages
reported to OMB (if later detected).

Risk Statement 2: Duplicate payments may be made for a single invoice, resulting in loss to the
Government (if not detected) and an increase in improper payment percentages reported to OMB
(if later detected).

Example 2 — Invoice i

%} A well formulated risk statement would include a clear definition of fraudulent, wasteful
and/or erroneous activities and the negative result if these activities were to occur.
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g 2. Record your risk statements in the AART PCS-Assess tab in the row

associated with the appropriate Process and Sub-Process: (NOTE: There must
be at least one risk statement for each sub-process)

AART: PCS Assess IR 4.0
Select View:

FO CH

Attester Ard Geller

Implementer Shelley Hart

Date Updated October 31, 2006

I I

Ref Process Processes Sub-Processes
Col Cycle
Invoice amount exceeds obligation and approved
P2P Payable Management |Disbursing funding, resulting in non-compliance with the Anti-

Deficiency Act.

Duplicate payments may be made, resulting in
P2P Payable Management |Disbursing extraordinary burden to the government due to
potential loss of unrecoverable funds.

If you have more than one inherent risk statement per sub-process, select the sub-process then
insert additional rows by clicking the “insert row” button. If you need to delete an additional row
click the “delete row” button on the PCS-Assess tab.

] 5. Record all of the financial statement assertions that are applicable to the
inherent risk statement. Insert a “y” in the appropriate P,E,R,C, or V column.

AART: PCS Assess IS 4. General Ledger Management _(E-
Select View: Funds Management o
4
2
FO CH 1) FBWT
I
|Attester Ard Geller @ Cost Management
implementer _|Shelley Hart Insurance §
[Date Updated October 31, 2006 Grants
Loans s
n [Acquisition &
Il Inventory
Payable
Ref Process Processes Sub-Processes Risks Likeli [ Impact| Risk Controls
Col Cycle hood Assess

Invoice amount exceeds obligation and approved
P2P Payable Management [Disbursing funding, resulting in non-compliance with the Anti-
Deficiency Act.

Duplicate payments may be made, resulting in
P2P Payable Management [Disbursing extraordinary burden to the government due to
potential loss of unrecoverable funds,

Invoice is approved for payment without receipt of
goods and / or services, resulting in loss of funds to
government and potential non-compliance with the
|Anti-Deficiency Act.

P2P Payable Management [invoice
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I. Assign the Inherent Risk Rating (Likelihood and Impact)

Inherent Risk considers the General Environment in which you operate; it does

not consider any mitigating controls. General Environment would include things

such as:

. Number of transactions
. Organizational structure

. Liquidity of assets

. Skill/knowledge of staff

. Value of transactions
. Span of control
. Political sensitivities

. Susceptibility to fraud and irregularity

1. Determine the

likelihood of the

inherent risk statement occurring.

Likelihood is the relative potential that the risk will occur in the General

environment. In determining

likelihood, consider among other things the

following:

a. Number of transactions

b. Number
access

c. Liquidity of assets or
inherent susceptibility to
theft or misuse

of people with

Example 1 — Disbursing

Process: Payable Management

Sub-Process: Disbursing

Risk Statement 1: Payments may be made in excess of approved
contract amounts, resulting in loss to the Government (if not
detected) and an increase in improper payment percentages
reported to OMB (if later detected).

Risk 1 Likelihood: LOW - Payments relate to a small business
unit with few, non-complex contracts.

Risk Statement 2: Duplicate payments may be made for a single
invoice, resulting in loss to the Government (if not detected) and an
increase in improper payment percentages reported to OMB (if later
detected).

Risk 2 Likelihood: HIGH - Payments relate to a decentralized
business unit with multiple payment locations and
thousands of payment transactions per month.

Example 2 — Invoice®®
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2. Determine the relative magnitude of the risk impact if the inherent risk
specified by the risk statement should occur. Impact is a measure of the

magnitude/severity of the Example 1 — Disbursing
effect the risk might cause.
Process: Payable Management

In determining the ImpaCt! Sub-Process: Disbursing

consider among other Risk Statement 1: Payments may be made in excess of approved
H : . contract amounts, resulting in loss to the Government (if not detected)

thlngs the followmg. and an increase in improper payment percentages reported to OMB (if

later detected).

Risk 1 Likelihood: LOW - Payments relate to a small business unit with

a. Va"?e of individual few, non-complex contracts.
transactions Risk 1 Impact: HIGH - Payments relate to a decentralized
b. Non-Compliance with laws business unit with multiple payment locations and thousands of

and regulations payment transactions per month.

c. Legal ramifications Risk Statement 2: Duplicate payments may be made for a single invoice,

d. Public Relations impacts resulting in loss to the Government (if not detected) and an increase in
improper payment percentages reported to OMB (if later detected).

Risk 2 Likelihood: HIGH - Payments relate to a decentralized business

unit with multiple payment locations and thousands of payment

transactions per month.

Risk 2 Impact: LOW - Total value of all payment

transactions is less than 0.5%b of total operating budget.

E

Example 2 — Invoice®

[ 1 3. Record the Likelihood and Impact ratings in the PCS-Assess tab of the AART
= Tool Suite for the occurrence of the associated inherent risk, specified by
the risk statement.

AART: PCS Assess KIS 4.0

Select View:

FO CH o
N

Attester Ard Geller o

Implementer Shelley Hart

Date Updated October 31, 2006

I I

Ref Process Processes Sub-Processes Risks Likeli | Impact
Col Cycle hood

Invoice amount exceeds obligation and approved
P2P Payable Management |Disbursing funding, resulting in non-compliance with the Anti-
Deficiency Act.

Duplicate payments may be made, resulting in
P2P Payable Management |Disbursing extraordinary burden to the government due to
potential loss of unrecoverable funds.

Invoice is approved for payment without receipt of
goods and / or services, resulting in loss of funds tg
government and potential non-compliance with the
Anti-Deficiency Act.

P2P Payable Management |Disbursing
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4. It is highly recommended to document the general approach to performing

your inherent risk

assessment, including general environment

considerations, likelihood and impact considerations, etc.

5. Repeat steps from Section G for all risk statements.

J. ldentify and Record Key Process Controls®°

1. Using source documentation, identify the existing controls that mitigate

each risk statement.
To further identify the
key controls (which
collectively represent a
control set) consider,
among other things,
the following:

a. Priority and
criticality of the
control in
mitigating the risk
(key controls)

b. Control Mode:
Preventive[P] and
Detective[D]**

c. Level of Automation
(i.e. Manual,
Partially Automated
or Automated)

d. Single Control or
Multiple Controls
(Control Set) can
mitigate a specific
risk

Example 1 - Disbursing

Process: Payable Management

Sub-Process: Disbursing

Risk Statement 1: Payments may be made in excess of approved contract
amounts, resulting in loss to the Government (if not detected) and an increase in
improper payment percentages reported to OMB (if later detected).

Risk 1 Likelihood: LOW - Payments relate to a small business unit with few, non-
complex contracts.

Risk 1 Impact: HIGH - Payments relate to a decentralized business unit with
multiple payment locations and thousands of payment transactions per month.
Control Objective: To comply with Anti-Deficiency Act

Control Set: (1) System automatically closes contracts when receipts
and invoices have been posted and paid equal to the amount of the
contract.[P/Aut] (2) Invoices in excess of contract are automatically
rejected with the reason code indicating that the contract is complete.
[P/Aut] (3) Rejected invoices are sent back to appropriate departments
for follow-up.[D/Pau]

Risk Statement 2: Duplicate payments may be made for a single invoice, resulting
in loss to the Government (if not detected) and an increase in improper payment
percentages reported to OMB (if later detected).

Risk 2 Likelihood: HIGH - Payments relate to a decentralized business unit with
multiple payment locations and thousands of payment transactions per month.
Risk 2 Impact: LOW - Total value of all payment transactions is less than
0.5% of total operating budget.

Control Objective: To prevent loss of funds.

Control Set: (1) System rejects entry of duplicate invoice
numbers.[P/Aut] (2) System issues a warning if invoice
numbers are different and amounts and payee are the
same.[P/Pau] (3) Monthly report of potentially duplicate
invoices is_generated and reviewed by AP Supervisor.[D/Pau]

Example 2 — Invoice?2
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[ ] 2. Record the key controls in the PCS-Assess tab in a single cell in the row
associated with the related risk statement.
represent the control set:

Together, these controls

AART: PCS Assess I 4.0 General Ledger Management
Select View. Funds Management
Fo cH o FBWT
8
Attester Ard Geller o Cost Management
Implementer | Shelley Hart Insurance
Date Updated October 31, 2006 Grants
Loans
A [Acquisition
8 Inventory
Payable Management
Ref | Process Processes Risks Tikellf Impact| Risk Controls
Col | Cycle hoos Assess
ment
To ensure that payments do not exceed approved funding:
« An invoice posted to an obligation in excess of approved, funded
[amount, is automatically placed on hold with appropriate reason
code. (P)
Invoice amount exceeds obligation and approved * An e-mail is generated and sent to the appropriate parties. (P)
P2P Payable Management [Disbursing funding, resulting in non-compliance with the Anti- ek leporisingiihesslpv cealelbe ol Saeh
Deficiency Act. Procurement and A/P Managers. (P)
« If the hold is overriden, and an invoice is paid regardiess of these|
controls, an additional set of e-mails and reports is generated and
sent to Budget, Procurement and A/P Managers. (D)
To eliminate duplicate payments:
'« An invoice is entered and the number already exists, it is
automatically rejected. (P)
'« An invoice is entered and the number is different, but the
obligation is fully depleted, the three-way matching functionality will
automatically cause the invoice to be placed on hold with the reasof
code that the invoice is in excess of the contract / received
Duplicate payments may be made, resulting in quantities and / or amounts. (P)
P2P Payable Management [Disbursing extraordinary burden to the government due to M '« The duplicate invoice cannot be manually released for payment
potential loss of unrecoverable funds without changes in the contract andlor receipts to support the
invoice. (P)
« An e-mail is generated and sent to responsible party advising of
discrepancy. (P)
« A report is generated listing all invoices that are on hold with
reason codes and is reviewed by the Accounting Manager weekly.
(D)

@ All key controls to offset a specific risk (i.e. the control set) MUST be
recorded in a single cell on the row corresponding to the risk statement.

K. Identify and Record Control Set Attributes

1. Determine the Mode of the Control Set based on of the key controls contained
in each control Set: Preventive (P), Detective (D), or Both (P&D).

2. Determine if the Control Set is Entirely Automated (Aut), Entirely Manual
(Man), or Partially Automated (Pau).

3. Determine the Control Frequency at which each control set is executed. In

the case where controls within the control

set are executed at different

intervals (some monthly, some daily, etc), the frequency of the most critical
key control should be indicated.

&

A = Annually

Q = Quarterly

*Recurring frequency is a control that executes every time an activity or transaction is run. This
may be numerous times in one day.

Control Frequency Options:

M = Monthly W = Weekly
B = Biweekly D = Daily

R = Recurring*
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Using the drop down boxes, record the appropriate values for the attributes
of the specified control sets.

[AART: PCS Assess T 4 (General Ledger Management _.erve\

Select View: Funds Management
Fo cH

Attester Ard Geller
[Shelley Hart
| [Octaber 31, 2006

p2p

Revenue

2C

FBWT [Receivable Management

B2C

Cost Management Project Cost Management

insurance

Property Management
Grants [Seized Property Management

P2,

Loans [Human Resources
[Acauisition

Ref | Process Processes. "Sub-Processes Risks Tikeli| Impact] _Risk
Col | Cycle hood

ER]

Controls, Prev | P| E[R] C|V Cntl Call | Cljwrol | Test | Control

Assess Det Type Freq Results | InEfficient
ment Erffctive

[To ensure that all vendors are active:

 The Vendor Numbers are matched to the CCR

database on a reguiar basis. (P)

 Reports are generated weekly with the expiration

[Vendor has expired CCR number and an AP invoice: ates, and those approaching expiration dates with

P2 Payable Management |Payee Information Maintenance  |is posted and paid, resutting in payment to (AN O highiighted. This reportis senttoalff | P&D | v Y
unapproved vendor. pertinent paties. (P)

« Follow up workfiow notiications are sent as

expiration dates approach. (P)

« When an invoice is posted to a Vendor with an

expired CCR number, the invoice is blocked for

avment and nolification oersoy

To ensure that contract terms are adhered to:

+ When an invoice is entered in the system of recofl.

payment terms are checked against those stored i

Terms of payment negotiated in contract may be the contract/ vendor record. (P)

P2 Payable Management [Disbursing loverridden when invoice s posted causing late L « f the payment terms are diferent from the contrall /| P&D Yl vy P R
lpayment that results n inerest penaltes. [vendor record, a message is generated instructing

entry clerk to check payment terms. (P)

 New payment terms are entered and stored in th

vendor record for future use. (P)

o A report s generated listing invoice postings that

(DG Gafe may Tesulng Ty
loss of discounts and / or unnecessary costs (such as

interest penaltes) to the goverment placing the DOE
2P Payable Management |Disbursing in non-compliance with the Prompt Pay Act. May aiso
[be non-compliant with the Anti-Deficiency Act since
s caand o ce ciccl dio o

[To ensure compliance with Prompt Pay Act
 System will automatically calculate due date with il | pgp
appropriate discounts at the time invoice is posted
based on the terms in the contract. (P)

=

L. [Highly Recommended] Record Location of Source and Detail
Documentation

1. In accordance with your site’s documentation management policies, identify
the location where the Source and Detailed A-123 Documentation reside.
Consider among other things the
following examples,

Documentation Location Examples:

a. Hardcopy version stored in a specific | AP Application Documentation in AP Dept
location H:\DOE\HQ\Procedures

IT Department/System Security Handbook

b. Softcopy version stored on a shared drive

c. Softcopy version stored on a website

[] 2. Record the location where the source and Detailed A-123 documentation

reside in the AART in order to facilitate quick access during reviews and
upon request:

[AART: PCS Assess =4

it view

o Tor
e Juoca

rpenenier Jsvtey v
rrrrrrrr ot Josoesrs1-ame.

T | s | P SEPm—— =3 T G Feregaion P
o s | mERcir g ot
e L I T

£
i
g

stotecoR

)
oy i e przin
N
s concs o T ot s

o
e o et ot n ot may b P e
et copy v Aot Pt

oaymennat st n st e,

st
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M. Update the Implementation Plan

1. Capture the status and barriers as well as any significant deviations
encountered during the documenting phase.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

1 Key questions that should be considered for ECS:

- Has the management established and maintained an environment throughout the organization that
sets a positive and supportive attitude toward internal control and conscientious management?
(Control Environment)

- Has management initiated internal control activities to help ensure that their directives are carried
out and are effective and efficient in accomplishing the agency's control objectives? (Control
Activities)

- Has management established internal control monitoring that assesses the quality of performance
over time and ensures that the findings of audits and other reviews are promptly resolved?
(Monitoring)

- Has management assessed the risks the agency faces from both external and internal sources?
(Risk Assessment)

- Has management communicated the importance of timely and appropriate information and
communication throughout the organization to ensure that internal control and other responsibilities
can be carried out effectively? (Information and Communication)

2 As defined in the GAO/PCIE FAM Financial Statement assertions are Management's representations that are
embodied in the account balance, transaction class, and disclosure components of the financial statements.
The primary assertions are:

- Presentation and disclosure — the particular components of the financial statements are properly
classified described and disclosed.

- Existence or occurrence — an entity's assets or liabilities exist at a given date and recorded
transactions have occurred during a given period.

- Rights and obligations — assets are the rights of the entity and liabilities are the obligations of the
entity at a given date.

- Completeness and accuracy — all transactions and accounts that should be presented in the
financial statements are so included

- Valuation or allocation — asset, liability, revenue and expense components have been included in
the financial statements at appropriate amounts.

% The Source Documentation refers to materials that: Process - outline the specific processes and related
process controls to be evaluated, Entity - that identify or support/represent the specific entity controls to be
evaluated. The Detailed A-123 Documentation includes materials required to be developed and maintained
throughout the A-123 process, such as implementation plans, test plans, corrective action plans,
documentation of professional judgment decisions, etc.

4 Inherent risk statement — this is the statement of the perceived negative impact that could occur relative
to an ECS sub-category or PCS Sub-Process activity, regardless of the presence of controls.

5 Entity Example 2

Example 2 — Segreqgation of Duties

Area: Control Activity

Sub-Category: Segregation of Duties

Risk Statement: An employee who creates a requisition and also approves the requisition, purchases
the requested goods or services, and pays the subsequent invoice(s), resulting in fraud, waste, and /
or abuse of government funds.

8 Inherent risk rating — this is the perceived likelihood and impact of a specified risk occurring in an
environment absent of mitigating controls.

7 General Environment is not the control environment. General Environment would include things such as:
number of cardholders in a Purchase Card Program; liquidity of assets at risk; stability of staff, etc.
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8 Entity Example 2

Example 2 — Segregation of Duties

Area: Control Activity

Sub-Category: Segregation of Duties

Risk Statement: An employee who creates a requisition and also approves the requisition, purchases the
requested goods or services, and pays the subsequent invoice(s), resulting in fraud, waste, and / or abuse of
government funds.

Risk Likelihood: HIGH — A decentralized organization with high turnover and a high number of
requisitioning and approving officials.

©

Entity Example 2

Example 2 — Segreqgation of Duties

Area: Control Activity

Sub-Category: Segregation of Duties

Risk Statement: An employee who creates a requisition and also approves the requisition, purchases the
requested goods or services, and pays the subsequent invoice(s), resulting in fraud, waste, and / or abuse of
government funds.

Risk Likelihood: HIGH — A decentralized organization with high turnover and a high number of requisitioning and
approving officials.

Risk Impact: LOW — Total annual requisitions are less than $1M in a $10B operation.

10 Key controls are controls that have the greatest and the most critical impact in mitigating risk occurrence.
For A-123, key controls are recorded in the AART as members of a control set. For both process and entity
activities, there are likely to be numerous other controls that mitigate a specific risk; these should be
maintained in Source Documentation.

11 A preventive control is a control that reduces the likelihood and impact of a risk occurring. A detective
control is a control that captures preventive control failures and/or early detection of risk occurence.

2 Entity Example 2

Example 2 — Segreqgation of Duties

Area: Control Activity

Sub-Category: Segregation of Duties

Risk Statement: An employee who creates a requisition and also approves the requisition, purchases the
requested goods or services, and pays the subsequent invoice(s), resulting in fraud, waste, and / or abuse of
government funds.

Risk Likelihood: HIGH — A decentralized organization with high turnover and a high number of requisitioning and
approving officials.

Risk Impact: LOW — Total annual requisitions are less than $1M in a $10B operation.

Control Objective: To prevent fraud, waste and/or abuse.

Control Set: (1) Yearly issuance of a management statement highlighting the importance of internal
controls including the segregation of duties in all business and financial activities. [P/Man] (2)
Workflow technology is implemented to enforce limits of authority management. [P/Aut] (3) Security
rules are set up such that no single user ID can be assigned the roles of creating a requisition and
approving that requisition; approving a requisition and creating the corresponding Obligation; and
creating the obligation and paying the invoice. [P/Aut] (4) Only 3 Administrators have the
authorization to create and / or change security profiles and workflow rules. [P/Man] (5) Workflow
technology is implemented to automate work flow message distribution to monitor expenditures and
approvals. [D/Pau]

13 A preventive control is a control that reduces the likelihood and impact of a risk occurring. A detective
control is a control that captures preventive control failures and/or early detection of risk occurence.

14 Source Documentation includes policies, procedures, process maps, and other documentation created or
maintained inside and outside of the A-123 program which supports the identified Areas / Sub-Categories,
Processes / Sub-Processes, Risks and Controls. Testing plans, rating rationale details, or any other
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documentation used to support an A-123 related decision are included as part of the A-123 Detailed
Documentation.

15 Activities are the lowest level of the decomposition of sub-processes and represent the actual steps and/or
transactions executed. Risks typically are associated with activities.

¢ Key considerations that should be considered for PCS in relation to PERCV:

- Risks affecting Presentation and disclosure— the particular components of the financial statements
are properly classified described and disclosed.

- Risks affecting Existence or occurrence — an entity's assets or liabilities exist at a given date and
recorded transactions have occurred during a given period.

- Risks affecting Rights and obligations — assets are the rights of the entity and liabilities are the
obligations of the entity at a given date.

- Risks affecting Completeness and accuracy — all transactions and accounts that should be presented
in the financial statements are so included

- Risks affecting Valuation or allocation — asset, liability, revenue and expense components have
been included in the financial statements at appropriate amounts.

17 Process Example Invoice Risk Statement

Example 2 - Invoice

Process: Payable Management

Sub-Process: Invoice

Risk Statement 3: An invoice may be paid without receipt of goods or services, resulting in loss to
the Government.

8 process Example Invoice Likelihood

Example 2 - Invoice

Process: Payable Management

Sub-Process: Invoice

Risk Statement 3: An invoice may be paid without receipt of goods or services, resulting in loss to the
Government.

Likelihood: HIGH - Payments relate to a decentralized business unit with multiple payment
locations and thousands of payment transactions per month related to the purchase of highly liquid
assets (e.g. PCs, Software, PDAs, etc.).

1% Process Example Invoice Impact

Example 2 - Invoice

Process: Payable Management

Sub-Process: Invoice

Risk Statement 3: An invoice may be paid without receipt of goods or services, resulting in loss to the
Government.

Likelihood: HIGH - Payments relate to a decentralized business unit with multiple payment locations and
thousands of payment transactions per month related to the purchase of highly liquid assets (e.g. PCs,
Software, PDAs, etc.).

Impact: HIGH - Purchasing is the primary business activity and 90%b of revenue results from the re-
sale of procured goods.

20 Key controls are controls that have the greatest and the most critical impact in mitigating risk occurrence.
For A-123 key controls are recorded in the AART and are treated as a control set. For both process and
entity activities, there are likely to be numerous other controls that mitigate a specific risk; these should be
maintained in Source Documentation.

21 A preventive control is a control that reduces the likelihood and impact of a risk occurring. A detective
control is a control that captures preventive control failures and/or early detection of risk occurence.
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22 process Example Invoice Control Sets

Example 2 - Invoice

Process: Payable Management

Sub-Process: Invoice

Risk Statement 3: An invoice may be paid without receipt of goods or services, resulting in loss to the
Government.

Likelihood: HIGH - Payments relate to a decentralized business unit with multiple payment locations and
thousands of payment transactions per month related to the purchase of highly liquid assets (e.g. PCs,
Software, PDAs, etc.).

Impact: HIGH - Purchasing is the primary business activity and 90% of revenue results from the re-sale of
procured goods.

Control Objective: To prevent loss of funds.

Control Set: (1) Goods and 7/ or services received are posted to contract in receiving system which
updates accounting system. [P/Pau] (2) Invoice is posted to contract and is automatically placed
on hold if the goods and / or services have not been posted. [P/Aut] (3) If the invoice is in excess
of the amount posted for receipt of goods and 7/ or services, the invoice is placed on hold. [P/Aut]
(4) An e-mail notification is sent to appropriate parties advising them that the invoice has been
placed on hold and the reason for the hold. [P/Pau]
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Document Legend

Notebox: Contains additional @
information

Tip: Contains helpful
information and
recommendations.

Requirements: Contains very
important requirement
information

B2

Detailed A-123 Documentation

AART Input: Color dependent by tab. Local AART
[yellow], ECS-Assess [dark blue], PCS-Assess [light
blue], ECS/PCS-Test [green], CAP-Track [red]

=2

INTRO

OBJECTIVE

Evaluate and Assess, using professional judgment, the effectiveness of the design of

your control sets in mitigating risks.

RATING DESCRIPTIONS

A consistent rating scheme has been developed to support capturing professional
judgment assessments of the control sets at the risk level as well as the summary

(area/process) and assurance levels.

The following table provides an explanation of the ratings for each of the above

areas.

Control Set (Design)

Summary Ratings
(PCS Process, ECS Area, ECS Overall Environment)

Significant Design Deficiency
Significant deficiency(ies) in the control set design
exist such that there is a HIGH probability of the
risk occurring. This may adversely affect the
organization's ability to meet its internal control
objectives for the specified risk.

Significant Deficiency
Control deficiency(ies) (design or operational) exist that
create a HIGH probability of not detecting or preventing
fraudulent and/or erroneous transactions WITH a
significant exposure to unreliable, inaccurate and/or
untimely financial reporting.

Design Deficiency Deficiency
Deficiency(ies) in the control set design exist such Control deficiency(ies) (design or operational) exist that
4 that there is MORE than a remote possibility of the create a MODERATE probability of not detecting or
risk occurring. This may adversely affect the preventing fraudulent and/or erroneous transactions
organization's ability to meet its internal control WITH a significant exposure to unreliable, inaccurate
objectives for the specified risk. and/or untimely financial reporting.
Minor Design Deficiency Minor Deficiency
Deficiency(ies) in the control set design exist such Control deficiency(ies) (design or operational) exist that
5 that there is ONLY a remote possibility of the risk create a LOW probability of not detecting or preventing
occurring. This may not adversely affect the fraudulent and/or erroneous transactions OR an
organization's ability to meet its internal control insignificant exposure to unreliable, inaccurate and/or
objectives for the specified risk. untimely financial reporting.
Designed Effectively
Control set design is effective such that there is Designed Effectively
6 LESS than a remote possibility of the risk occurring. | Controls are designed effectively to detect and/or prevent
This should not adversely affect the organization's fraudulent and erroneous transactions AND ensure
ability to meet its internal control objectives for the reliable, accurate and timely financial reporting.
specified risk.
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A-123 Quick Start Guide — Evaluating

As specified in the AART methodology, sites will summarize the results of Control
Set/Risk level ratings to provide ratings at the Process, Entity Area and Overall Entity
Environment levels. The table below shows the possible ratings at various stages of
completion of the evaluation of specific PCS Process and/or ECS Areas.

IF completion of Control Design
Effectiveness assessment is:

AND Test ratings are:

THEN possible Summary
Ratings are:

Some evaluated

Some/None tested

5, 4, 3, [blank]

All evaluated

Some/None tested

6,5,4,3

All

7,5,4,3

A-123 QSG Evaluating
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Entity Control Summary (ECS)

A. Analyze, rate and record the effectiveness of the control set
design in mitigating the identified inherent risks

1. Analyze each inherent risk statement and the design of the corresponding
control set, and, based on professional judgment and the rating scale
guidance provided, rate the
perceived effectiveness of

the design to mitigate the Area: Control Environment
: . Sub-Category: Integrity and Ethical Values

I’ISk_. i To s_upport this Risk Statement: Management does not communicate, provide
decision, consider among guidance, or practice its ethical values and/or standards to

H H . employees, suppliers, creditors, investors, customers, or other
other thlngs the fOIIOWIng ) relevant parties resulting in unethical behavior and illegal practices.
Control Set: l61l
a. Degree of automation of Control Objective: To promote and enforce ethical behavior

Example 1 — Integrity and Ethical Values

the control set Controls: (1) Management has posted their integrity and ethical
ideals in a guidance document entitled "Code of Conduct" on their

b. Type of control set website and in hard copies, and is distributed to all employees.
Mode of the control set [P/Man] (2) All employees on every level must read, accept, and

i sign a document indicating they understand and will follow the
Frequency of execution of guidance as outlined in the "Code of Conduct". [P/Man] (3)
the control set Meetings are conducted that include integrity and ethical values as
e. Existence of primary and an agenda item and employees are rgquirgd to attend once a year.
[P/Man] (4) Annual employee appraisals include a section to
backup controls discuss employees’ behavior. [D/Man] (5) Management maintains
f. Risk Assessment rating an open door policy to ensure that any unethical behavior is
reported and management looks into any reports. [D/Man] (6)
Management encourages anonymous e-mails to report unethical
h. Potential for risk behavior. [D/Man] (7) Management takes appropriate action
occurrence immediately once an allegation of unethical or illegal behavior has
been proven. [D/Man] (8) Management has a "no-tolerance" policy
and terminates anyone who commits unethical or illegal
indiscretions. [D/Man]

g. Relative exposure

xample 2 — Segregation of Duties 1

g 2. Record your Control Design Effectiveness rating for the control set in the
Control Design Effective column of the ECS-Assess tab.

[AART: ECS Assess I 4. ) .
Overall Entity Control Ratings
Select View:

FO CH
Attester Ard Geller Control Environment

Shelley Hart Control Activities
Date Updated [October 31, 2006 Information and C

Risk Assessment

T [Monitorin

Ref | Cycle Area Sub-Category Risks.

Impact| Risk Controls, Prev/ Cntl I | Control

Det Type a9 | Dsgn
Effective

To promote and enforce ethical behavior:
o Management has posted their integrity and ethical
ideals in a guidance document entitied "Code of
(Conduct” on their website and in hard copies, and is
distributed to all employees [P]
o Al employees on every level must read, accept,
and sign a document indicating they understand and
will fllow the guidance as outined i the *Code of
(Conduct” [P]
o Meetings are conducted that include integrity and
does not icate, provide ethical values as an agenda tem and employees are
quidance, or practice its ethical values and/or required to attend once a year. [P]
EC Control Environment - (Integrity and Ethical Values standards to employees, suppliers, creditors, o Annual employee appraisals include a section to
investors, customers, or other relevant parties discuss employees’ behavior. [D]
resulting in unethical behavior and illegal pracices. o Management maintains an open door policy to
ensure that any unethical behavior is reported and
Imanagement ooks into any reports. [D]
o Management encourages anonymous e-mails to
report unethical behavor. D]
o Management takes appropriate action immediately
lonce an allegation of unethical or ilegal behavior has
been proven. [D]
o Management has a "no-tolerance” policy and

o

8D Man

terminates anyone who commits unethical or ilegal
indiscretions. [D]
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NOTE: The design effectiveness rating should not be changed until the activity is
remediated, re-documented and re-evaluated.

The design effectiveness rating will automatically be set to “E” Expired if the associated sub-
process is not tested within the required cyclical testing cycle (see ARCA Guide).

EE 3. Record, in the Control Design Effectiveness Rating Rationale column of the
ECS-Assess tab, a summary rationale used to determine the control set
design effectiveness rating as it relates to the particular risk statement.
Explain the reason for assigning the specific rating and minimally include
the following:

A well formulated rationale: Control set designed
The logi I dtod I th effectively — Rating 6 / Control set contains both
a. € °_9'C em_p oye 0_ eve_op e manual and automated control directly linked to key
numeric  rating provided n the risks. The control set provides for preventive and
Control Design Effectiveness detective controls to mitigate the risk and provides for
Rating. identification of issues should the risk occur. The
b. An analvsis and other factors number of controls also appears adequate based on the
. y 8 Yy ! level of risk (i.e. there are 4 key controls related to this
use_d in support of the numeric low risk process, with several additional backup controls
rating that require no additional effort or cost.)
[AART: ECS Assess = Overall Entity Control Ratings
o o | e | o [ e
v oy o i o
.;;:;‘;2"1'?;5:&2‘7"5?;‘2‘2?“

= 4. While the control set design may be effective, A-123 evaluations should
also assess efficiency where possible. If during the course of the
evaluation, opportunities to improve the efficiency of controls are
identified (e.g. numerous duplicative controls, some of which can be
eliminated; manual controls that should be automated; detective controls
that could be converted to preventive; etc.), record a “yes” in the
Efficiency Opportunities ldentified column. The nature of the potential
efficiency should be recorded in the Detailed A-123 Documentation. Use
of this efficiency column will allow the site to provide a tickler to address
the efficiency issues when time permits.

5. Repeat these steps to rate all control sets at the risk activity level.
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B. Assess the design effectiveness of the controls at the Entity
Area level.

1. In determining the control sets’ design effectiveness at the Area Level,
consider, among other things, the effectiveness rating for each control set
and its relationship to the respective risk assessment rating. Also
consider exposure at the Area level and potential for risk occurrence.

g 2. Record your Control Design Effectiveness rating for the specific Entity
control Area in the header of the ECS-Assess tab.

[AART: ECS Assess =1

Overall Entity Control Ratings

seiect view

e

3. Repeat these steps for all 5 Entity Areas.

Record, in the Area Ratings Rationale cell in the header of the ECS-Assess
tab, the summary rationale used to determine the Area Control Design
Effectiveness rating. Explain the

A well formulated rationale: Control set designed

reason for assigning the specific
rating and minimally include the
following:

a. The logic employed to develop
the number rating provided in the
Control Design Effectiveness
rating

b. Any analysis and other factors
used in support of the numeric
rating

effectively — Efficiencies identified — Rating 6 / While
deficiencies were noted in one sub-category supporting
this area, it was a low risk activity. In addition, only one
of 5 key controls failed and there is no evidence of risk
occurrence. While the area will be remediated, the
control failure should not negatively impact the overall
operation of the control set and would not increase the
likelihood of risk occurrence beyond less than remote.
The site also identified opportunities to automate the
annual ethics training program to gain greater efficiencies
and strengthen the manual control currently used.

eiect view:

[AART: ECS Assess =]

Overall Entity Control Ratings. .
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C. Evaluate and Assess the organization’s Overall Entity

Control Environment Rating

1. In determining the Overall Entity Control Environment rating, consider the
cumulative impact of the Entity Area ratings.

g 2. Record your Control Design Effectiveness ratings for the Entity’s Overall
Entity Control Environment in the header of the ECS-Assess tab.

[AART: ECS Assess =N
Overall Entity Control Ratings.
E =

B

effectiveness ratings of the Process Control sets.

The overall control environment rating will roll-up to the Local AART. The Overall Entity
%} Control Environment rating may affect all relevant Material Accounts independently of the

g 3. Record, in the Overall Rating Rationale cell in the header of the ECS-
Assess tab, the rationale used to determine the Overall Entity Control
Environment Rating. Explain the reason for assigning the specific rating

and minimally include the following:

a. The logic employed to develop the
number rating provided in the
Control Design Effectiveness rating

b. Any analysis and other factors used
in support of the numeric rating

A well formulated rationale: Control set contains
a design deficiency — Rating 4 / Based on the three
identified Control Deficiencies related to high-risk
activities in the “Monitoring” entity area, we have
rated the overall entity area as a 4 (Control
Deficiency) to ensure that adequate consideration is
given to these issues as they relate to area.

[AART: ECS Assess =T
Overall Entity Control Ratings
etctvew:

Tor

oo

o
fmplementer

ey Hart

IE
=

[,

s, cusomar. o or e s
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Process Control Summary (PCS)

D. Analyze, rate and record the effectiveness of the control set
design in mitigating the identified inherent risks

1. Analyze each inherent risk statement and the design of the corresponding
control set, and based on professional judgment and the rating scale

prOVIqu’ rate the Example 1 - Disbursing
effectiveness of the control | Pprocess: Payable Management
set design to mitigate the risk | Sub-Process: Disbursing ,
[ . Risk Statement 1: Payments may be made in excess of approved
SpeCIerd by the risk contract amounts, resulting in loss to the Government (if not

statement. Consider among detected) and an increase in improper payment percentages reported

. . to OMB (if later detected).
others things, the following: U )

Control Objective: To comply with Anti-Deficiency Act
Controls: (1) System automatically closes contracts when receipts

a. Degree of automation of the and invoices have been posted and paid equal to the amount of the
control set contract.[P/Aut] (2) Invoices in excess of contract are automatically
b. Type of control set rejected with the reason gode_ indicating that the contract is complgte.
[P/Aut] (3) Rejected invoices are sent back to appropriate

Mode of the control set departments for follow-up. [D/Pau]
Frequency of execution of Risk Statement 2: Duplicate payments may be made for a single

invoice, resulting in loss to the Government (if not detected) and an
increase in improper payment percentages reported to OMB (if later
e. Existence of primary and detected).

backup controls Control Set: (67
i i Control Objective: To prevent loss of funds.
f.  Risk Assessment rating Controls: (1) System rejects entry of duplicate invoice
g. Relative exposure numbers.[P/Aut] (2) System issues a warning if invoice numbers are
. . different and amounts and payee are the same.[P/Pau] (3) Monthly
h. Potential for risk occurrence report of potentially duplicate invoices is generated and reviewed by
AP Supervisor.[D/Paul

the control set

Example 2 — Invoice?

[] 2. Record your Control Design Effectiveness rating for the control set in the
= Control Design Effective column of the PCS-Assess.

[AART: PCS Assess =7 onere Lacger Management B
select view: Funds Management . [Revenve
Fo cH @ Fawt [Recenvable Management
Attester Ard Geller @ Cost Management [Project Cost Management
sheleyfat | | [ {newance § [Property Managemen
[Date Updated [october 31, 2006 Grants [Seized Property Management
Loans -
&
inveniory Management
Payabe Management
Rer | Proce Processes SubProcesses Rk TienTmpaci] Rk oo Fea [PTE[RTC

Col | Cycle Det

[To ensure that payments do not exceed approved
inding

[+ An invoice posted to an obligation in excess of
apy ced

invoice amount exceeds obligation and approved
2P Payable Management [Disbursing funding, resulting in non-compliance with the Anti- L
Deficiency Act.

regardless of these controls, an
mails and reports is generated ar
Procurement and A/P Managers. (D)

[To eiminate dupiicate payments:

Duplicate payments may be made, resuting in
2P [Payable Management [Disbursing lextraordinary burden to the goverment due to L
[potential loss of unrecoverable funds.

)
+ The dupic ot be manually released
for payment without changes in the contract and/or

pap [v|v]| |v
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[ 1 3. Record, in the Control Design Effectiveness Rating Rationale column of the
PCS-Assess tab, a summary rationale used to determine the control set

design effectiveness rating as it relates to
: : : A well formulated rationale: Control set designed
the parthUIar rI_Sk _Statement' E_)(_plam Fhe effectively — Rating 6 / Control set contains both
reason for assigning the SpeCIfIC rating manual and automated control directly linked to key
and minimally include the fO||OWingI risks. The control set provides for preventive and
detective controls to mitigate the risk and provide for
identification of issues should the risk occur. The
a. The logic employed to develop the number number of controls also appears adequate based on the
rating provided in the control design level of risk (i.e. there are 4 key controls related to this
effectiveness rating. low risk process, with several additional backup controls
that require no additional effort or cost.)

b. Any analysis and other factors used in

support of the numeric rating.

g 4. While the control set design may be effective, A-123 evaluations should
also assess efficiency where possible. If during the course of the
evaluation opportunities to improve the efficiency of controls are identified
(e.g. numerous duplicative controls, some of which can be eliminated;
manual controls that should be automated; detective controls that could
be converted to preventive; etc.), record a “yes” in the Efficiency
Opportunities column. The nature of the potential efficiency should be
recorded in the Detailed A-123 Documentation. Use of this efficiency
column will allow the site to provide a tickler to address the efficiency
issues when time permits.

5. Repeat these steps to rate all control sets’ associated inherent risk at the
sub-process’ activity level.
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E. Assess the control design effectiveness of the control sets
at the Process Level

1. In determining the control design effectiveness of the control sets at the
Process Level, consider among other things the effectiveness ratings for
each control set and its relationship to the respective risk assessment
rating. Also consider exposure at the process level and the potential for
risk occurrence.

L] 2. Record your Control Design Effectiveness ratings for the specific Process in
the header of the PCS-Assess tab.

[AART: PCS Assess [ (General Ledger Management g Travel ®

Select View [Funds Management o Revenue

Fo cH o FawT Receivable Management

Attester [Ad Geller = [Cost Management Project Cost Management

Shelley Hart insurance § Property Management

Joete Updated [ocicber1 2006 Grants [Seized Propery Management

Loans [Human Resources
N [Acquisiion 7 g [Payrol
8 inventory Management 6 Btenems
[Payable Management 5
Ref | Process Procosses Sub-Processes Risks.
Col | Cyde hood Assess Det Type Freq | Dsgn |Results| InEfiient
ment Effective
To ensure that all vendors are aciive:
 The Vendor Numbers are matched to the CCR
database on a reguar basis. (P)
« Reporls are generated weekly withthe expiration
[ dates, an those approaching expiration dates with
lopen contracts highighted. This report is sent to all
pertinent partes. ()
[Vendor has expired CCR number and an AIP invoice: « Follow up workfow noificaions are sent as
p2p Payable Management [Paye Information Maintenance s posted and paid, esulting i payment to L[ L [ & |ewiaton dates approach. (P) PeD | v Y At R 6 2 Eficient
unapproved vendor.  When an invoice s posted 0 a Vendor with an

expired CCR number,the invoice s blocked for
payment and nolification sent to appropriate personel
for follow up. (D)
 An Accounts Payable aging report i run lsting
invoices that are not paid with reason code stating thl
[CCR s expired and i distibuted to Accounts Payable
Supervisor for review. (D)

3. Repeat this step for all Processes with a “y” indicator in the header.

] 4. Record, in the Process Ratings Rationale cell in the header of the PCS-

Assess tab, the summary rationale

: A well formulated rationale: While deficiencies were noted in
use(_j to deterrnme the PrOCGSS Contr_OI one sub-process supporting the Payable Management process, it
Design Effectiveness ratings. Explain was control set mitigating a low risk. In addition, only one of 5

H H HH key controls failed and there is no evidence of risk occurrence.
the_ reason for _a§S|gmng _the SpeCIfIC While the process will be remediated, the control failure should
rating and minimally include the not negatively impact the overall operation of the control set and
foIIowing: would not increase the likelihood of risk occurrence beyond less

than remote. While deficiencies were noted in one sub-process
supporting the GL Management process, it was a low risk activity.
a. The logic employed to develop the In addition, only one of 4 key controls failed and there is no
number rating provided in the control evidence of risk occurrence. While the process will be

design effectiveness rating. remediated, the control failure should not negatively impact the
) ) overall operation of the control set and would not increase the
b. Any analysis and other factors used in likelinood of risk occurrence beyond less than remote.

support of the numeric rating.

Jrarr s assess =]

EuE

e
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F. Update the Implementation Plan

1. Capture the status and barriers as well as any significant deviations
encountered during the evaluating phase.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

* Entity Control Example 2

Example 2 — Segregation of Duties

Area: Control Activity

Sub-Category: Segregation of Duties

Risk Statement: An employee who creates a requisition also approves the requisition, purchases the requested
goods or services, and pays the subsequent invoice(s), resulting in fraud, waste, and / or abuse of government
funds.

Control Set: |6 |

Control Objective: To prevent fraud, waste and/or abuse.

Controls: (1) Management publishes an internal control manual (distributed to all employees) that requires
segregation of duties in all financial activities. [P/Man] (2) Security rules are set up such that no single user ID
can be assigned the roles of creating a requisition and approving that requisition; approving a requisition and
creating the corresponding Obligation; and creating the obligation and paying the invoice. [P/Aut] (3) Workflow
technology is implemented to automate work flow message distribution to monitor expenditures and approvals.
[P/Pau] (4) Workflow technology is implemented to enforce limits of authority management. [P/Aut] (5) Only 3
Administrators have the authorization to create and / or change security profiles and workflow rules. [P/Man]

2 Process Control Example 2

Example 2 — Invoice

Process: Payable Management

Sub-Process: Invoice

Risk Statement: An invoice may be paid without receipt of goods or services, resulting in loss to the
Government.

Control Set: [ 6|

Control Objective: To prevent loss of funds.

Controls: (1) Goods and / or services received are posted to contract in receiving system which updates
accounting system. [P/Pau] (2) Invoice is posted to contract and is automatically placed on hold if the goods
and / or services have not been posted. [P/Aut] (3) If the invoice is in excess of the amount posted for receipt of
goods and / or services, the invoice is placed on hold. [P/Aut] (4) An e-mail notification is sent to appropriate
parties advising them that the invoice has been placed on hold and the reason for the hold. [P/Pau]
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A-123 Quick Start Guide — Testing

Document Legend

% Notebox: Contains additional @ Tip: Contains helpful = Detailed A-123 Documentation

information information and
- - recommendations.

@ Requirements: Contains very 1 | AART Input: Color dependent by tab. Local AART
important requirement [yellow], ECS-Assess [dark blue], PCS-Assess [light
information blue], ECS/PCS-Test [green], CAP-Track [red]

INTRO
OBJECTIVE

Validate the operational effectiveness of control sets in mitigating occurrence of
related risks.

SCOPE

Testing scope is limited to control sets that are effectively designed or have minor
design deficiencies (rated as 5 or 6). All deficient control sets (rated as 3 or 4) will
require remediation prior to testing and will be identified with “REM” in the
ECS/PCS Test tab in the “Control Design Effective” and “Risk Assessment” columns.

DUAL PURPOSE TESTING

A-123 employs a dual purpose testing approach. There are two steps to using
dual-purpose testing:

1. Determining whether a control failure occurred (i.e., during control
operation); and,

2. Determining whether the risk actually occurred (and its subsequent
impact) as a result of the control failure, where reasonable and
appropriate.

Sites should perform additional procedures, as necessary, to implement the use of
dual purpose testing.

RATINGS
A consistent rating scheme has been developed to support capturing testing results

of the operational effectiveness of control sets at the risk level as well as the
summary (area/process) and assurance levels.
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The following table provides an explanation of the ratings for each of the above

areas.

Control Set (Testing)

Summary Ratings
(PCS Process, ECS Area, ECS Overall Environment)

Significant Operational Deficiency
Significant deficiency(ies) in the control set
operation exists such that there is a HIGH
probability of the risk occurring. This may

adversely affect the organization's ability to meet its
internal control objectives for the specified risk.

Significant Deficiency
Control deficiency(ies) (design or operational) exist that
create a HIGH probability of not detecting or preventing
fraudulent and/or erroneous transactions WITH a
significant exposure to unreliable, inaccurate and/or
untimely financial reporting.

Operational Deficiency Deficiency
Deficiency(ies) in the control set operation exists Control deficiency(ies) (design or operational) exist that
4 such that there is MORE than a remote possibility create a MODERATE probability of not detecting or
of the risk occurring. This may adversely affect the preventing fraudulent and/or erroneous transactions
organization's ability to meet its internal control WITH a significant exposure to unreliable, inaccurate
objectives for the specified risk. and/or untimely financial reporting.
Minor Operational Deficiency Minor Deficiency
Deficiency(ies) in the control set operation exists Control deficiency(ies) (design or operational) exist that
5 such that there is ONLY a remote possibility of the create a LOW probability of not detecting or preventing
risk occurring. This may not adversely affect the fraudulent and/or erroneous transactions OR an
organization's ability to meet its internal control insignificant exposure to unreliable, inaccurate and/or
objectives for the specified risk. untimely financial reporting.
Designed Effectively
6 N/A Controls are designed effectively to detect and/or prevent
- fraudulent and erroneous transactions AND ensure
reliable, accurate and timely financial reporting.
Operating Effectively
Control set is operating effectively such that there is Operating Effectively
7 LESS than a remote possibility of the risk occurring. | Controls are operating effectively to detect and/or prevent
This should not adversely affect the organization's fraudulent and erroneous transactions AND ensure
ability to meet its internal control objectives for the reliable, accurate and timely financial reporting.
specified risk.

As specified in the AART methodology, sites will summarize the results of Control
Set/Risk level ratings to provide ratings at the Process, Entity Area and Overall Entity
Environment levels. The table below shows the possible ratings at various stages of
completion of the evaluation of specific PCS Process and/or ECS Areas.

IF completion of Control Design
Effectiveness assessment is:

AND Test ratings are:

THEN possible Summary
Ratings are:

Some evaluated

Some/None tested

5, 4, 3, [blank]

Some/None tested

6,5,4,3

All evaluated

All

7,5,4,3

Because of the similarity of the testing methodology for both Entity and
@ Process controls, they are discussed together in this guide, but examples are

provided for both.
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TESTING

A. Define overall testing approach

1. Prioritize your testing approach based on:

Risk Assessment

Control Design Effectiveness ratings

Logical groupings of controls/control sets within a test scenario
Resource availability

Complexity of testing protocol

Timing of related transactions/activity to be tested

Periodicity of control execution (when can they be tested)

S@e@ "~ 0o o0 o

Other site specific considerations

2. Determine if any testing has recently been performed that may satisfy the
A-123 requirements for selected controls within a control set. To satisfy
A-123 requirements:

a. Testing must have been performed within 12 months of the assurance date

b. Tests must directly address the key controls and the related risk identified in the
AART

c. No significant organizational, system, process or control changes should have taken
place since the date of testing
d. Documentation must include key testing attributes including, type of test, sample

size, sampling criteria, universe, timing of execution, actual results, number and
nature of exceptions/errors identified, etc.

An independent interpretation of the results must be documented in the
Detailed A-123 Documentation.

% Sites may utilize testing performed as part of internal or external reviews and/or audits
(e.g. FFMIA, FMFIA, SAS-70, IG/GAO audits).

Sites may not utilize financial statement audits as a basis in determining that controls
are operating effectively. However, if those audits identify controls that are not
operating effectively, and management agrees, these results may be relied upon to place
the controls in remediation.

3. Attester should determine if additional testing guidance is required to set
testing standards to support his/her required level of assurance. Such
guidance might include,

Minimum sample sizes
Maximum acceptable error rates
Additional documentation requirements

20 o

Independent standards for test performance
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B. Develop test strategy and plans

1. Develop a test strategy for each process, supported by test plans for
each control set. The strategy would consider:

Ability to consolidate testing of multiple controls within and or between control sets.
How to validate quality and completeness of all required testing for each process.
Approach for weighting of results for specific control sets.

oo o

Additional guidance provided by the attester

2. Develop and document test plans for each control set as part of the
Detailed A-123 Documentation. The plan should define specific test
activities to address each control within the control set. Some of the
key elements of the test plan include:

Description of objective

Type of test

Procedures of the test being performed
Acceptable error thresholds

Explanation of the extensiveness of tests
Universe from which the sample size was selected
Sample size

S@ 000 oy

Timeframes of execution

Resources assigned
Date executed
Approver

Who performed the test

- X T

Record a summary description® of the test plan, associated with each
control set, in the ECS/PCS Test tab of the AART.

= 3

AART: PCS Test [semuas X

Serect Urew: | Selectwew -

FO CH
Attester (Constance Genne

Date Updated

Fiow | Frocess. Frovesses Sub Processes. Contrals Risk | CntiDsgn| T Oa|
[ Cuele Bssess [ EH
- - bl - - - -

& The Vendor umbers are matshed to the CCR
databaze on 3 segular bagis,

& Repodts 316 generaled weskly with the expiration
4 g W P » Inucioes were posted to verdar socounts whate CCR numbers had erpied.

dshes et hese <apic sving mw.amn ﬂJ.ES s & Invoices were automatically blocked for payment with the reason code that the CCR
openconirsots are highighted. This reportis sent to:

: ! ot had eapired
alpesinent paries. i M
= Fotow up workiow netificstions see sent 55
Oisbursing eapiration dates approach R
» \ihen anirvoice is posted 0.2 Vendor with an
expired CCR number, the invaice is blocked for
PR S0 nOLHCAloN 5614 10 Spppiate
personnel for follow up.
= An Accounts Fagabie aging teport s runfisting
inuoices that sve ot paid ith 12350 code stating
i CCRiE eipited.

with the.

worudcs name and number that had an erpired COR A,
ions were sent io proper

Pagatie
Management

o bocked inv:

= The COR numbor was renewed, snd the inuoioe was subsequently released for
payment

& Vhen canesets ss entered inthe system o6

record, payment terms e checked against those

stored in the wendos record

& lithe pagment terms sre different from the verdar

12014, 8 messagt i genesatedinstiucting eniy slerk e M R e

bl Rosheoh Fepnent i a o a Tl weere provided with the option to ascept and override of revest back to
» Hew paymert terms ate entered and staredin the P

vendor record for futues use. et 4

& A reportis genersted that lists contiacisthal

owertide information from the Suppler Master recard

andis sernta the Diepanmens Head fos rexieu:

B rems
listed in the wendor records.

Pagatle
Management

& Pagment terms Gannos be overidden when the

« » W[/ Upgrade Menu / AART Oversight / Local ABRT / Rollup AART / ECS-Assess /B »
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C. Execute test plans

1. Execute the test plans. Update the plans in the Detailed A-123
Documentation with all relevant details and findings. This should, at a
minimum, include:

Date test executed
Description of test findings
Name(s) of person(s) performing test

Any variations to the test plan attributes (e.g. the sample size was changed from 65
to 100)

Number and percentage of failures

oo o

~ho

Nature of failures
g. Occurrence of risk and frequency of occurrence (where applicable)

2. Record the test date in a mm/dd/yy format in the Date Test Compl.
column of the ECS/PCS Test tab. It is also highly recommended that
you record the location of the Detailed A-123 Documentation in the
Documentation Location column of the ECS/PCS Test tab.

AART: PCS Test 4 of

Sefoct View: | SElEctview >

Fo cH

Attester Constance Genne

Date Updated

Raw| Pioeess Frosesses Sub Frasesses Contiols Tort [Pate T Tort Fvzate Faticne Dacumentatien Lecation

Mo, Cuele Fesiid (where dosumentation is filed)
- - - -

| The Vendor Riumbers e matched tothe CCR
databise ca ieguii basis

& Reparts are generated weekly uith the expisation
dstes. and thoss aporaaching sxpiration dates vith

& Follow up workilow notifications are sent a5 is inthe

Dictunsing ovgitticn dates apgrosch. o kit capio are il anthe Shated Dive.

= Vhen aninalce is posied 0 aVendar vith an opes of e:mai notiications are fled on the Shared Drve.
expired CCR number, theinuoice is blocked for
pagmont and natfication zent 12 apprcpiate
perscanelfor fotow up.

& A Aiccounts Pagstle aging repart s mn listing
nvaicos that are nct paid it tessca cad stating
that CCRis expied

Fyatie
anagement

« Vhen contracts e entered i the system of
1ocard, paymentteims are checked against hoge
| stored in the vendor record.
« the payment terms ars dferent rom the vendor
1ecoid, ameszago s genarated intucting enty chork be
Distursing 10 check payment terms. o oot coples are fled on the Shared Dive.

« Hew payment tsims are entered and stored inthe pies of e-mal notiications are fled on the Shared Crive,
vendor tecordics future uzo
s reportis genersted hatlists conirsats that
ousriide nformatian from the Suppher Master record
aniis et to the Dispartment Hoa for evier,

Fayable
arsgemont

» Faymentterms cannatbe avenidden when the

[ v M/ Upgrade Meru [ RART Oversight / Locd AART / Rolup AART J/ ECS A

% NOTE: It is very important that the test date format is accurate because the test date from
the Date Tst Compl. field will be utilized for the Annual Risk-based Control Assessment
(ARCA) calculations. See QSG ARCA for more details.
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1. Evaluate the test results and rate the effectiveness of the control set

operation

in mitigating the risk associated with the specified risk

statement. In rating the operational effectiveness, you should consider,
among other things:

a e op

®

Whether operational failures occurred
Number of controls in the control set
How many controls failed

How many failures occurred for

specific controls

Risk assessment rating

Nature of the control failures
Whether control failures resulted in
Risk occurrence

Type of control

A well formulated rationale: Control set operates
effectively — Rating 7 / Testing covered six key controls
designed to mitigate the associated risk. While control
failures were identified in one of the key controls, the
number of failures were below the maximum acceptable
error threshold. In addition, the control set contained
multiple preventive and detective controls that worked
effectively to offset the control failures. Based on these
results, the control failure will not negatively impact the
overall operation of the control set and will not increase the
likelihood of risk occurrence beyond ‘less than remote’

Combined performance of Primary and Backup controls

Risk Assessment rating
Relative exposure
Potential for risk occurrence

1 2. Record the test rating in the Test Results column of the ECS/PCS-Test

tab.

@

set level to reflect results of testing.

After a control set has been tested, DO NOT go back into the ECS or PCS Assess
worksheets and change the Control Design Effectiveness rating at the risk activity/control
However, the design effectiveness rating will
automatically be set to “E” Expired if the associated sub-process is not tested within the
required cyclical testing cycle (see ARCA Guide).

AART: PCS Test I 40)
Sefect View: | Selectview ‘I
FO CH
Attester Constance Genne
Date Updated
Fow | Process Pracesses Sub-Processes Cantiais pate st Test Results Fatianale
o Cucle Compl
- -
& The Wendor Klumbers are matohed 1o the CCR
database on a regular basis.
= Feports are generated weekly with the epiration
dates, and those approashing expiration dates with
open conracts are highlighted. This repartiz sent The blacking of the invaices was an automatic,
all pertinent parties, preventive control. The subsequent reports
— & Follow up workflaw notifications are sent as provide detective informationthatthe CCR #  [a Hard sop]
PeP Vamscemenn Disbursing sapiration dates approach. 10110106 [ has expired and the warkflaw natifications » Soit copi
& = When an invoice is posted to a Vendor with an ensure that the responsible partyis notified o (= Gopies of
epited CCR numbier, the inuoioe I blooked for sontact the vendor and take steps to carrect the
paument and notifisation sent to appropriate situation.
personne far Fallow up
& fin Asoounts Payable aging repartis run listing
inwaices that are nat paid with reason cade stating
that CCR is epired.
 When contracts are entered in the syster of
recard, payment terms are checked against thaoss .
payl 9 a The warning was displayed each time an
storedin the vendar record.
invaice was posted using paument terms other
I the payment terms are different from the vendof .
: than thosein the vendor master reoord
recard, s message is generated instructing entry ch i » Hard cop
Payable » Hawever, the users would readily bupass the
PP Disbursing ta check payment terms, otonoe: = Soft copi
Management warning without checking the message.
a New payment terms are entered and stored in the « Copiesof
& Maywant to blosk the invoice For paymentta
wendar recard for future use.
ansure that the user actully checks the payment
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E. Evaluate and update the Area and Process level

=

A-123 Quick Start Guide — Testing

Record, in the Test Results Rationale column in the ECS/PCS-Test tab, a
summary of the rationale used in determining the test results.

AART: PCS Test

Sefect Waw: lm

I 49

FO CH
Attester Constance Genne
|Da|e Updated
Row Process Frocesses Sub-Processes Controls. Test Date Tst Test Results Rationale
mo | Cucle Fesuins | Cof
- - -
& The endor Humbers s matched to the CCR
database on aregular basis
& Reports are generated weekly with the expiration
dstes, and these spproaching expiration dates uith
open contracts are highlighted. This report is sent to The blacking of the invoices was an automatic,
all prtinent partes. preventive control. The subsequent reports
i & Followup workflaw notifications ars sent as pravide detective information that the CCR #
PzP Mayna ment Distursing enpiration dates approach 7 1010¢ [l | has eupired and the warkFow notifications
9 & When aninuaice s posted to a Yendor with an ansure that the responsible party is notified 1o
expited CTR number, the invoics is blacked far contact the vendor andtake steps to carrset th
payment and natification sent to sppropriate situation
persanne for Fallow up.
« i Aiccounts P ayable aging repart is runlisting
inuoices that are nat paid with resson code stating
that CCRis epired
& When contracts s entered in the system of
record, payment terms are checked against those "
A o a The warning was displayed e ach time an
storedin the vendar record. . :
inusice wss posted using payment terms other
« Fthe payment terms are differsnt from the vendar
. than those in the vendor master record.
record, amessageis generated instructing entry olerk, "
Payable & Houever, the users would 1eadily bapsss the
PP Disbursing to check payment terms 5 | oy ‘
Management waning without checking the message.
« Mew payment terms are entered and stored in the
 May want to blook the invoioe For payment ta
vendor recordfor future use.
- ensure that the user actually checks the payment
& i reportis genersted that lists contracts that o
averride informatian from the Suppler Master recard -
and is sent to the Department Head for review.
& Faymentterms cannot be cuerridden when the

4 » bl\/ Upgrade Menu 4/ ARRT Qwversight 4 Local 88RT / Rolup ABRT [/ ECS-Asses

reflect the results from testing

1.

Hard cop
I5o#t copil
Copies of

Hard cop
ot copi
Copies of

-Tesl]

ratings to

Using professional judgment, update the Area/Process level ratings based

on the results of testing at the control set level.

In determining the

operational control effectiveness of the controls at the Area and Process
Level, consider among other things the effectiveness ratings for each
control set, including any “Expired” ratings, and their relationship to the
respective risk assessment rating.
Area/Process level and the potential for risk occurrence.

Also,

consider exposure to the

Use the chart below to determine valid summary ratings. For example, if all control sets
within a process/area have all been tested a 6 rating is no longer valid.

IF completion of Control
Design Effectiveness
assessment is:

AND Test ratings are:

THEN possible
Summary Ratings are:

Some evaluated

Some/None tested

5, 4, 3, [blank]

All evaluated

Some/None tested

6,5,4,3

All

7,5,4,3

A-123 QSG Testing
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2. Update, in the Area/Process Ratings Rationale cell in the header of the
ECS/PCS-Assess tabs, the summary

rationale used to determine the A well formulated rationale: Area controls operate
Area/Process Ratings. Explain the effectively — Efficiencies identified — Rating 7 / While

PR . deficiencies were noted in one sub-category supporting this
reason for assigning the SpeCIfIC monitoring, the deficiency was limited to one control set

rating and minimally include the related to a low risk activity. In addition, only one of 5 key
following; controls failed and there is no evidence of risk occurrence.
While the area will be remediated, the control failure
. should not negatively impact the overall operation of the
a. The logic employed to develop the | ,n0 set and should not increase the likelihood of risk
number rating provided in the | oo rrence beyond ‘less than remote’. The site also
Control Design Effectiveness rating identified opportunities to automate annual ethics training
b. Any analysis and other factors used notifications to gain greater efficiencies.
in support of the numeric rating

Genera Ledger Management Travel

c lpop

[Funds Management Revence

Fowt

Process

[cost Management Project Cost Management

insurance Proeny Management
[Grans Seized Property Management

[Loans [Fuman Resaurces
N [Fcouisiton 7 2 Payrol
& inventory Wanagement Beneiis

p: 5

impaci

P2

ik oo Set Pl [PTE[R[C[V] G | o [ Conroi| Test | Gomw Remedaton Pl Contl Design Efeciveness Docomertaton Locaton Seopeorvear
pesess oet Type | Freq | oson |Resus| meficent Rating Ratonale (vhere documentaion s fed)

ment Efecive Reqd |_CAor_|_Saws | Daeml
I | 1
I 1 1

H s [ECS only] Using professional judgment update the Overall Entity Control
Rating in the header of the ECS-Assess tab. In determining the Overall
Entity Control Environment rating, consider the cumulative impact of the
Area level ratings.

T
AART: ECS Assess I 4 ] } -
Overall Entity Control Ratings |7
Select View; | Selectview hd M
5
Fo cH H
Attester Constance Genne Control Environment
Control Activities U
Date Updated Information and Communication 7|
Risk Assessment U
[ insert v - Deiete o Monicoring 7
Frint| el fuea Sub-Category Fiisks LikeR] Impact] Fisk. Controls Frewt [F[E
Fiet hood Assess Diet

- - - - | - v mew - | v|>

v M|/ Upgrade Menu £ AART Oversisht / Local 88RT / Relup ASRT % ECS-Assess / ECS-Test / PCS-Assess / PCS-Test / Assessment Team

Page 9 of 12
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4. [ECS only] Update, in the header of the ECS-Asses tab, the summary
rationale used to determine the Overall Entity Rating. Explain the reason
for assigning the specific rating

and mmlma"y include the A well formulated rationale: Control set contains

following: operational deficiencies — Rating 4 / Based on the
deficiencies in 3 Control Sets related to high-risk activities
a. The logic employed to develop in the “Monitoring™ entity area, and the resultant rating of 4

in that area, we have rated the overall entity area 4 (Control
Deficiency) to ensure that adequate consideration is given
to these issues as they relate to process controls.

the numeric rating provided in
the Control Design Effectiveness
rating

b. Any analysis and other factors

used in support of the numeric rating

General Ledger Management [Travel

Funds Management Revenue

2c_eoe

Favt [Receivable Management Process Ratings Rationals

B2C

[cost Management

Project Cost Management

B Proeny Management
Seized Property Management

| [Fuman Resaurces
i E Payrol
_tﬁemhls

Trpac] Rk Comorset Pl [FIE[RTCIV] Gl | Gl [ Conia | Test | Gomia Remedaton P Scope o Vear
nssess Det Tpe | Freq | Dsgn |Resuts| ieficent Rating Ratrale (where

ment Efecive Reqd | _coor | smw | omem

1 I 1

F. Update the Implementation Plan

1. Capture the status and barriers as well as any significant deviations
encountered during the testing phase.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

! Well formulated summary test description are as follows:

Area: Control Activity Sub-Cateqgory: Segregation of Duties
Risk Statement: An employee who creates a requisition and also approves the requisition,
purchases the requested goods or services, and pays the subsequent invoice(s), resulting in fraud,
waste, and / or abuse of government funds.

Objective: Validate operation of entity controls to ensure segregation of duties as they impact the
requisitions area.

Control Objective: To prevent fraud, waste and/or abuse

Control Set:

Control (1) Management publishes an internal control manual (distributed to all employees) that
requires segregation of duties in all financial activities. [P] [M]

Control (2) Security rules are set up such that no single user ID can be assigned the roles of
creating a requisition and approving that requisition; approving a requisition and creating the
corresponding Obligation; and creating the obligation and paying the invoice. [P] [A]

Control (3) Workflow technology is implemented to automate work flow message distribution to
monitor expenditures and approvals. [P] [A]

Control (4) Only 3 Administrators have the authorization to create and / or change security
profiles and workflow rules. [P] [M]

Test Type: Mixed (See test description)

Test Description:

Test 1 (Control 1) — Observation/Inquiry — Observe whether requisitioning employees & managers
are in possession of the manual and Inquire as to their knowledge of the segregation of duties
requirement.

Test 2 (Control 2) — Re-perform — Re-perform steps to create a unique user ID and attempt to
assign multiple roles.

Test 3 (Control 3) — Inspection — Inspect workflow e-mails received by two approving officials and
reconcile to a report indicating number of requisitions approved to validate e-mail issuance and
receipt.

Test 4 (Control 4) — Inspection — Inspect role assignment logs from workflow system to verify the
number of administrators with create/change rights. (as of 10/1/05, 1/30/06 and 9/5/06)

Sample Test Plan Criteria for entity (scenario above):

Acceptable
Test Error Date

# Universe Sample Size Threshold Executed Tester (s) Approver
1 20 Employees 4 Employees 0 9/1/06 — Miller/ Harris

5 Managers 1 Manager 9/3/06 Davis
2 N/A 1 0 9/4/06 Davis Harris

5 AOs 2 AOs . .
3 50 Regs 20 Regs 0 9/4/06 Milled Harris
4 | N/A 3 logs per test 0 oss/06 | Miller/ Harris

descr. Davis

A-123 QSG Testing
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Process: Payable Management Sub-Process: Disbursing
Risk Statement: Duplicate payments may be made, resulting in overpayments causing extra
costs and / or potential loss to the government for unrecoverable overpaid funds.

Objective: Validate the operation of manual and system process controls to avoid duplicative
payments.

Control Objective: To prevent loss of funds.

Control Set:

Control (1) System rejects entry of duplicate invoice numbers. [P] [A]

Control (2) System issues a warning if invoice numbers are different and amounts and payee are
the same. [P] [A]

Control (3) Monthly report of potentially duplicate invoices is generated and reviewed by AP
Supervisor. [D] [M]

Test Type: Mixed (See test description)

Test Description:

Test 1 (Control 1) — Observation/Re-performance — Perform steps necessary to enter a duplicate
invoice number for payment and observe functionality of control.

Test 2 (Control 2) - Observation/Re-performance — Perform steps necessary to enter an invoice for
payment with a unique invoice number, but amounts and payee are the same as a previous invoice
on the contract and observe whether a warning is displayed by the system.

Test 3 (Control 2) — Observation — Observe an accounting technician and verify that they perform
proper checks to ensure that payments are not duplicates prior to overriding the warning message.
Test 4 (Control 3) — Inquiry/Inspection — Inquire whether AP supervisor is receiving the monthly
report of potentially duplicative invoices and inspect files to identify evidence that the report was
reviewed and annotated with results of the monthly review.

Sample Test Plan Criteria for process (scenario above):

Acceptable
Test Error Date
# Universe Sample Size Threshold Executed Tester (s) Approver
1| NnA 1 0 os1/06 | Miller/ Harris
Davis
2 N/A 1 0 9/2/06 Davis Harris
3 2 Techs 1 Tech * 0 9/3/06 Milled Harris
4 12 Reports 3 Reports 0 9/4/06 M'"?r/ Harris
per Year Davis
NOTE: Sample size depends on the number of invoices meeting the criteria processed during the
day of testing.
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Planning

Standard
Cycle

(Initial Ramp-up)

Scope  |ed =TT \\§

Changes from i
Standards

Assurance

AART|s

‘ Testing

'Execution

Purpose e Monitor and track remediation of internal control
deficiencies identified during the A-123 assessment.

Key Activities e Define Scope
e Develop Strategy
¢ Develop and Execute Plans
e Monitor and Track progress
Required Templates e Implementation Plan (Form & Content)

e AART Tool Suite

http://www.cfo.doe.gov/progliaison/doeA123/index.htm

A-123Helpdesk@hq.doe.gov
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A-123 Quick Start Guide — Remediation

Document Legend

% Notebox: Contains additional @ Tip: Contains helpful = Detailed A-123 Documentation

information information and
- - recommendations.

@ Requirements: Contains very 1 | AART Input: Color dependent by tab. Local AART
important requirement [yellow], ECS-Assess [dark blue], PCS-Assess [light
information blue], ECS/PCS-Test [green], CAP-Track [red]

INTRO
OBJECTIVE

The objective of remediation is to take appropriate corrective actions to ensure that
controls over financial reporting (entity and process) that are not designed and
operating effectively to offset related risks are fixed.

RESPONSIBILITIES

A-123 Assessment Team — The local A-123 assessment team is responsible for:

a) Identifying the scope of remediation activities.

b) Developing an overall remediation strategy to ensure corrective actions are
accomplished in an effective and efficient manner, and ensuring that A-123
remediation activities are coordinated with other identified remediations (e.g., those
identified through financial statement audits, self-assessment, IG/GAO audits, etc.).

¢) Ensuring that corrective action plans are developed and executed to also address
controls determined to be ineffectively designed or operating.

d) Monitoring, tracking and reporting on the status of corrective actions.

e) Re-assessing proper documentation, control design and operational effectiveness once
remediation activities have been completed (recycle through all A-123 phases
beginning with Documenting).

Local Business Units — Local Business units (e.g. accounts payable department,
systems operations, etc.) are responsible for:

a) Developing and executing corrective action plans.
b) Implementing process/control changes.
¢) Re-documenting processes to reflect changes effected during remediation.

STAGES OF REMEDIATION

To consider remediation complete to support an A-123 evaluation, four key stages
must be completed:

a) Planning — An action plan to correct the deficiency(ies), including key milestones, must
be developed.

b) Execution — All corrective action milestones must be completed.
¢) Documentation — Process/entity control source documentation must be updated to
reflect the changes made.

d) Implementation — The process/entity control changes must be implemented and be
operational for a sufficient time prior to reassessing their operational effectiveness.

Page 2 of 10
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A. Define the scope of the Remediation

1. Remediation is required for all control sets rated as “3” (Significant
Deficiency) or “4” (Deficiency) in control design effectiveness and “3”
(Significant Deficiency), “4” (Deficiency) and “5” (Minor Deficiency) in
operational effectiveness. All control sets requiring remediation are
automatically identified in the PCS/ECS Assess tabs of the AART tool suite
with “yes” in the Remediation Req’d column.

AART: PCS Assess I 4.0 6
Select View: ‘ Select view ~| HELP ‘
Fo cH 6
Attester Tom Foley, CFO 6
Implementer Cornell Williams 5
[pate Updated [une 30, 2006
6
6
6
T T

Ref | Process Processes Sub-Processes Inherent Risk Likeli[ impact] Risk | Control | Test Remediation Plan
Col Cycle hood Assess| Dsgn | Results|Opportjillfes|

ment | Effective

APH Status Date Impl.

Vendor to be paid may not be active CCR vendor,

PP RevEbiebenaosmentDEtuRng resulting in payment to unapproved vendor.

[ Terms of payment negotiated in contract may be
overridden and incorrect terms may be uilized to
P2P Payable Management |Disbursing calculate due dates, resulting in incorrect payment L] L L 6 5
date and extraordinary burden to the government and
non-compliance with the prompt payment act.

% NOTE: Sites should identify and group remediation activities by process or entity area to
provide a more integrated / holistic view of the remediation activities and to support better
planning.

B. Develop Remediation strategy

1. Develop a remediation strategy for each process and entity area,
supported by an action plan or plans covering the related control sets
requiring remediation. In developing the remediation strategy, consider
among other things the following:

a. Relationship of deficiencies to any other remediation activities planned or underway
(e.g. financial statement remediations, 1G/GAO audit finding corrective actions,

etc.). Remediations need to be coordinated to leverage resources and avoid
duplicative or contradictory corrective actions.

b. Breadth of organizations that should be engaged in remediation activities (e.g.
accounting operations, CIO, HR, financial policy, etc.).

c. Opportunities to consolidate remediation activities into action plans by
process/entity area.

d. Opportunities to consolidate remediation activities across processes/entity areas
into action plans by functional area (e.g. training issues, systems issues, resource
issues, etc.).

e. The priority for conducting remediation activities based on risk and potential impact
on financial statement audit activities.

f. How to validate the quality and completeness of remediation activities.

Page 3 of 10
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C. Develop corrective action plans (CAPs) and record CAP
attributes into the AART

1. Once a remediation strategy has been developed, ensure that corrective
action plans are developed and executed in accordance with the
remediation strategy. Action plans may vary based on the business unit
requirements and/or the remediation activity, and will be part of the
Detailed A-123 Documentation. Action Plans must minimally include the
following criteria:

a. All the supporting information for the required CAP Fields as described below

b. Detailed step-by-step action plan and associated milestones and other relevant
dates

c. Signature of authorized individual approving the plan
Signature of authorized individual confirming completion

While specific business units may be responsible for carrying out remediation activities, the
% A-123 team should review action plans to ensure that they focus on the root cause and
appear responsive to the issues identified.

If the action plans do not contain the above listed criteria, Detailed A-123 Documentation
must be completed by the A-123 assessment team. A CAP Form and Content is available on
the DOE A-123 Website.

B 2. Record the following attributes of each CAP in the CAP Track tab of the
AART Tool Suite.

a. ldentification

i) CAP Plan ID — An automatically generated unique CAP Tracking ID specific
to location. This number will automatically be assigned when a CAP is
“ADDED*” to the CAP Tracking tool.

ii) Title — Name identifying the remediation actions (e.g., upgrade duplicate
invoice logic in accounting system)
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b. Description

D)

ii)

i)

iv)

V)

Summary of Deficiency — Summarize the deficiencies that have been
identified for the respective entity sub-categories/processes.

Summary of Remediation Actions — Summary of the actions that are
being taken to fix the identified control set deficiencies.

Processes? — Selection of process(es) that will be affected/remediated.
Multiple Entity Sub-Categories and processes may be assigned to a single
CAP.

Entity Sub-Categories® - Selection of entity sub-category(ies) that will
be affected/remediated. Multiple processes and Entity Sub-Categories can
be assigned to a single CAP.

Date first identified

c. Risk/Priority

D)

ii)

i)

Risk Assessment — Select the highest risk assessment rating for all the
risk statements for which control sets are being remediated (e.g. two low
risk statements and one high risk statement associated with control sets
targeted for the remediation actions, the risk assessment for the CAP
should be high).

Rating - Select the lowest control effectiveness rating for all the control
sets that are being remediated (e.g., two control sets were rated as 4 and
one as a 3; the CAP rating should be a 3)

Priority — Based on the Risk Assessment and Rating assign a priority to
ensure high risk areas with significant deficiencies are remediated first.

lan Tracking =

A-123 QSG Remediation
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d. Remediation Target (The remediation target identifies the focus of the
remediation activity. A single CAP may have multiple remediation

targets.)

i) Process — Changes to the tasks and activities are required

ii) System — Changes or new functionality needs to be implemented in the
computer applications supporting the business.

iii) Procedures — Changes to the documentation (e.g. desk guides, user
manuals, system administration manuals, policies, etc.) are required

iv) TrainingZCommunication — Conduct or update training and/or
communications to ensure proper execution of the controls (e.g. user
unawareness and education of existing procedures, new implementation
training requirements)

v) Other

.........

e. Accountability

)
ii)
i)

Organization — business unit responsible for the remediation
Person/POC — contact person within the business unit

Alternate Ref. Action — alternate corrective action references or audit
resolution references (e.g., DART, Tiger Team, and previous CAP
references, if applicable)

A-123 QSG Remediation
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f. Planning and Status
i) Status

(1) Not Started: Corrective actions have not yet started and CAP is
incomplete and/or lacks approval.

(2) In Process: CAP is approved and corrective actions are currently
underway.

(3) Pending: Corrective actions are awaiting additional input (e.g.
approvals, resources, vendor software patch).

(4) Completed: Corrective actions have been implemented and are
being re-assessed.

(5) Closed: Controls sets with associated corrective actions have
been tested and are operating effectively.

ii) Planned Completion Date — date when all required activities are
expected to be ready for production

iii) Revised Completion Date — all activities required to go into production
have been completed

iv) Actual Implementation Date — when fixes/changes go-live in the
production environment and become part of the operational business

v) Documentation Location

[AaRT- Corrective Action Plan Tracking ==

et epot e s o e s

3. After having “added” a CAP in the CAP Track tab, manually record the
automatically generated CAP number in the PCS/ECS Assess tabs for all
affected control sets. A single CAP number may be associated with
multiple control sets (Entity and/or Process)”.

AART: PCS Assess I 4
Select View: | Selectview v| HELP -
o o -
Attester Tom Foley, CFO
Implementer Cornell Williams -“
Date Updated gune 30, 2006 ISeizedP| ]
_—
Payroll
Ref | Process Processes Sub-Processes. Inherent Risk i Test | Efficiency
Col Cycle o
Identified { Status Date Impl.
oop oot | Frny Vendor to be paid may not be active CCR vendor,
resulting in payment to unapproved vendor.
Terms of payment negotiated in contract may be
overridden and incorrect terms may be utilized to
P2P Payable Management |Disbursing calculate due dates, resulting in incorrect payment o CAP-CH-1
date and extraordinary burden to the government and
non-compliance with the prompt payment act.

The status and date completed will automatically update based on the CAP#. There must
active CAP in the CAP Track tab for this functionality to work correctly.
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D. Execute and monitor remediation activities

B 1. The A-123 assessment team should monitor the execution of remediation
activities on an on-going basis and obtain periodic status updates to
support quarterly A-123 reporting and other ad hoc reporting required by

OMB or management. Once activities are completed, the CAP Track tab
must be updated.

While rare, not all remediations result in changes to the key control set. For example,
remediation may have focused on “re-staffing” - a manual control that had gone
unperformed due to attrition reauirements.

E. Reassess results of remediation

1. Once a specific CAP has been assigned a “4-completed” status in the CAP
Track tab, assess all remediated control sets using the A-123 methodology
(documenting, evaluating and testing).

If data is already in the cells, overwrite the existing data with the new information. If new

sub-processes/risks have been created during the remediation, you must add these as you
follow the A-123 methodology.

F. Update the Implementation Plan

1. Capture the status and barriers as well as any significant deviations
encountered during the remediation phase.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

! To add additional CAP rows, select a cell under the header (below row 7; for the first CAP entry you must
select the row with the “DO NOT USE THIS ROW” text to add the first CAP), and Click “ADD CAP” button
to add a CAP to the bottom of the list:

AART- Corrective Action Plan Tracking OO 4.0
Select View: Select view =l e
0 Code Jo Name | Date |
[dentification Descripti
Corrective Action Erocess
Plan Id # Title Summary of Deficiency Summary of Remediation Actions Processes
5O NOT USE THIS ROW.

The newly inserted CAP will have a default status of “1-Not Started” and Implementation date of “TBD”.

2 To select affected processes for the specific CAP:

STEP 1: Select the CAP ID row that you wish you assign processes to.

STEP 2: Click the Process Selector button in the Processes’ header of row.

ToTom—TroTame
=) [Crcago. T

EEREEE D:E T

<] [wee

[AART- Corrective Action Plan Tracking =) »DL:
o

nshous re o fe above

STEP 3: Select the appropriate processes by clicking on the selection boxes and click OK. The
selected processes will be automatically populated in the processes field of the selected CAP.

Processes Affected @

[V General Ledger Management
[~ Funds Management

[~ FBWT

[~ Cost Management

[~ Insurance

[~ Grants

[~ Loans

[ Inventory Management
[~ Payable Management

[~ Travel

I Revenue

[~ Receivable Management
[ Project Cost Management
[ Property Management

[ Seized Property Management
[ Human Resources

[ Payroll

[ Benefits

Ok | Cancel
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% To select effected entity sub-categories for the specific CAP:
STEP 1: Select the CAP ID row that you wish you assign entity sub-categories to.
STEP 2: Click the Sub-Category Selector button in the Entity Sub-Categories header of row.

[AART- Corrective Action Plan Tracking [
[setect view: | Selectvew  +| |HELP.
B

ToCom— JroTame
=) [Chcago.

1:|n212m5

ssssss Sub-Category
e Summary o Deficiency Summary of Remediaton Actions Processes = Entiy Sub Categories sle1on

Payae amoaos [N 5 [N vy 1031

1 shous re g e above.

STEP 3: Select the appropriate entity sub-categories by clicking on the selection boxes and click OK.
The entity sub-categories will be automatically populated in the Entity Sub-Category field of the
selected CAP.

Entity Sub Categories Affected 7'
Conirol Environment
[ Integrity and Ethical Values [ Access Restrictions ko and Accountability For Resources and Records
d | Management's Commitment ko Competence ™ Appropriate Documentation of Transactions and Internal Control Exis!
Y |¥ Management's Philosophy and Operating Style [ Infarmation Systems - General Cantrols
‘E [~ crganizational Structure [ Information Systems - Application Contrals
1~ Assignment of Autharity and Responsibility Infermation and Communication

[¥ Internal relevant, relisble, and timely communications
i) [ Human Resources Policies and Practices ! ! ¥

™ External relevant, reliable, and timely communications
[ Relationship with Oversight Agencies ¥

LControl Activities
[ Top Level Reviews of Actual Performance

Risk Assessment

i

[ Clear, Consistent Agency Ohjectives

[ Identify Risks and Risk Fact: Inke | and Exts |
[~ Revisws by Management at the Functional or Activity Level (L7 A5 G AL TRy Ml Gl ] 25
[™ Risk Analysis and At

i{ I Management of Human Capital IBATELEES G (RS
Monftoring

[ Contrals Crver Inf tion Pi
A5 T D 17 [ Policies and Procedures For Audit Findings

[~ Ph | Control Over Yul ble Asset:
DRI Sl BT W RS R B AR " Rewiew and Evaluate Findings

I™ Establishment and Review of Performance Measures and Indicators
™ Develop Action Plan in Response to Findings

™ Complete Findings Action Plan

I™ Proper Execution of Transactions and Events
& ™ Regular Management and Supervisory Activities

I Accurate and Timely Recording of Transactions and Events

e en i e

[ Separate evaluations of Controls

oK Cancel

[ Proper Execution of Transactions and Events

4 Only a single CAP number can be associated to control set.
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Planning

Standard

(Initial Ramp-up) Cycle

Changes from i
Standards

Assurance

AART|s

‘ Testing H Remediation

Executon
Purpose e Report progress of the A-123 implementation.
e Provide the yearly Assurance Statement and Report
Key Activities e Develop and submit Quarterly Reports

e Develop and submit annual assurance

e Understand reporting criteria
Required Templates e AART Tool Suite

e Quarterly Report (Form & Content)

¢ Implementation Plan

e Assurance Report (Form & Content)




A-123 Quick Start Guide
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Document Legend

% Notebox: Contains additional @ Tip: Contains helpful = Detailed A-123 Documentation

information information and
- - recommendations.

@ Requirements: Contains very g AART Input: Color dependent by tab. Local AART
important requirement [yellow], ECS-Assess [dark blue], PCS-Assess [light
information blue], ECS/PCS-Test [green], CAP-Track [red]

INTRO
OBJECTIVE

Provide SrAT, CFO, and oversight organizations with an ongoing report of A-123
Implementation progress, as well as, the necessary information to respond to OMB
requests. A fixed schedule for all reporting entities has been established and is
published in the A-123 Annual Guidance and/or on the DOE A-123 Website.

Out of cycle reporting may be required to support external reporting requirements or
senior management needs.

QUARTERLY REPORTING

Field Offices will be required to consolidate (i.e., “roll-up™) all Site AART data as part
of the Field Office reporting requirements.

LPSOs, Corporate Departments and Field Offices will be required to submit the AART
Tool Suites (Field Offices must also submit all Site Contractor AARTs) on a quarterly
basis.

OUT OF CYCLE REPORTING

PMT will provide specific guidance as needed.

YEAR END ASSURANCE REPORTING

All data captured in the AART Tool Suite is the foundation for developing the annual
Secretarial assurance statement required by OMB A-123, Appendix A.

The Assurance functionality of the AART Tool Suite facilitates a methodological and
disciplined approach, as documented in this guide, to ensure consistency across all
DOE reporting elements and effective support of the Secretarial assurance
statement.

% Two separate year end reports will be required (i.e., preliminary and final).
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Quarterly Reporting

&

All Federal Field elements, as well as LPSOs and Corporate Departments, must report
auarterlv.

A.

1.

2.

[FO Only] Consolidate Site data in the Rollup AART

Validate that the names of the Sites are current and complete on the

Rollup AART tab.

Click the “Import” button to import the AART data for a specified Site.

AART: Rollup LY a o " Brookhaven National Fermi National
Chicago-Rollup Chicago Argonne National Lal

Select View: Select view ~| HELP Lab Accelerator Lab

Chicago Import ‘ Import ‘ Import |

FO CH FO-CH CH ANL BNL FNL

Attester, Tom Foley, CFO Tom Foley, CFO
Material Account Acct Status Elu&&axéﬁuz&gs HANEHHEHERAHEERE

Llolol Oodoly Llolo o Slolodololy Slolo lololy

Balance Sheet

Intragovernmental Fund Balance
with Treasury

Intragovernmental Regulatory
Assets

Accounts Receivable, Net

Nuclear Materials

Strategic Petroleum and Northeast
Home Heating Oil Reserve

General Property, Plant and

Regulatory Assets

Other non-intragovernmental assets

debt

Intragovernmental appropriated
capital owned

Accounts Payable

Debt

Deferred Revenue and other credits

Liabilities 5

Pension and other actuarial
liabilities

Other liabilities 5

Contingencies and commitments__|

@

All Site AARTs being imported must be at the same AART version as the Field Office

AART.

g 3. Select the respective Site AART file to be imported and click “Open”.

Loakin:

|5 Frov asars

v @ @@ X = B - ook~

My Recent
Documents

My Metwark
Places

EFvo7 MaFO.xls
B P07 NETL x5
B Fvo7 MREL.xls
B P07 TS Hs
EFvo7 oR s
EFV07 ORISE xis
EFvo7 oRNL.xs
B Fvo7 PRO.s
B Fvo7 PHKL.xds
B Fvo7 PRPL. s
B Fvo7 PX.xs
EFvo7 RLFO.xis
B Fvo7 sEPaxds
EPvo7 sLAC.Hs
B Fvo7 SHFO.xs

ANL s
B2Fvo7 BAPL.ds
] Fro7 BrL.xls
BFvo7 BPA. s

B Fro7 CH.xls

B2 Fy07 EMCBC. s
EdFro7 ETTR.s
BFvo7 FER s
] Fro7 FrL.xds
BFvo7 GFo. s
EFro7 kapL.xds
BFy07 KC.s
B Fro7 LanL. s
BFvo7 LEML. XI5
B Fro7 LLL.ds

B Fvo7 shL s
EFv07 sPR.xs
EHFvo7 sPRO.s
EFv07 SRFO i
EHFvo7 TINAF. xls
EFv07 UPOR.s
B Fvo7 wapa.xds
EFvo7 wiPe. s
EHFvo7 wh.xds
Ervo7 viz.ds
EHFvo7 viP.xds

File name: |

¥

Files of type: |Excel Files {* xIs)

Open
v Cancel

A-123 QSG Reporting and Assurance
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4. Validate that the site data was appropriately imported for the selected
location.

AART: Rollup IO 4.0) )
Chicago-Rollup Chicago rgonne National Lapjgreokhaven National
Select View: ‘ Select view - HELP‘ Lab

Chicago Import ‘ Import

FO CH FO-CH CH ANL BNL

Attester]| Tom Foley, CFO Tom Foley, CFO Michael Bartos, CFO

Mo
<
i

RM

2C
P2A
ERM

o o
Material Account Acct Status < |olgl& 3 o|8&
21318 8 218

EC
B2C
2P

o <
& S
o alu

ola| 9 |< Q Q
oflslal S 19 S
wilolol ola Q. Q.

[Balance Sheet

Intragovernmental Fund Balance
with Treasury

o
o

516 6

516 66.

nmental it

Intragovernmental Regulatory
Assets

Accounts Receivable, Net

Home Heating Oil Reserve

6
General Property, Plant and 6
Equipment

Nuclear Materials 6
Strategic Petroleum and Northeast

Regulatory Assets

Other non-intragovernmental assets

Intragovernmental debt

Intragovernmental appropriated
capital owned

Accounts Payable 6

-3
o
o
o
-3
o
-3
o

Debt |

Deferred Revenue and other credits

Environmental Liabilities 5] 615[6 6 6[(5]6 6
Pension and other actuarial 6

liabilities

% The AART will automatically roll up the ratings from the various sites and show the
aggregate impact on the Field Office Material Accounts in the Account Status column?
Rollup AART tab.

5. Repeat for all Sites under your cognizance. This will consolidate the site
AART data into the Rollup AART.

Page 4 of 22
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B. Prepare for Quarterly Reporting Submission

1. Review Local/Rollup AARTs for completeness and quality

a. Validate proper incorporation of applicable Local AART data from the sites into the
Rollup AART for completeness and correctness.

b. Perform QA on the local AART for elements under your cognizance to ensure quality
submission to PMT.

@ The field element is accountable for the quality of all data submitted by the Sites under your
cognizance.

i) Review progress metrics in the statistics tab® of the AART (%
Completion, planned vs. actual progress, results, areas of remediation,
assessment of deficient areas)

ii) Spot check of data

. Completeness and quality of Risk statements and control
statement in the Control Sets

. Completeness and quality of test information capture in the AART.
. Incorporation and reasonableness of Rationale for ratings

. Recording of documentation location — to be used to calculate
metrics on completion of Documenting phase.

2. Complete the Oversight tab in the Rollup AART for LPSOs and Field
Offices.

Cognizant Field Offices and LPSOs should review the questions stated in the tab and
answer them based on their current status regarding addressing those issues. Where
they cannot answer affirmatively, they should record a “NO” and remediate the issue.

3. Review and complete the Quarterly Report utilizing the standard Form
and Content provided on the DOE A-123 website.

4. Update the Implementation Plan based on the standard form and
content available on the DOE A-123 website.

Page 5 of 22
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C. Submit Quarterly Report

During Initial Ramp-up (or as directed by PMT)

1. Refer to DOE Annual Guidance and/or DOE A-123 Website for the
reporting date deadlines.

2. Develop your transmittal memorandum.

3. Compile your Quarterly Submission packet. It needs to include:

Transmittal memo

Completed Quarterly Report

Updated implementation plan

AART Tool suite for the reporting unit

[FO Only] All AARTs for the elements under your cognizance

a0 T

4. Review the Reporting and Assurance Flow below and submit the
Quarterly Submission packet as follows:

Secretary
2 )
o
o DICARC
(0]
[S]
o T
© P cFo
= A 2
(9]
0 A123 STAT &
< Proj Mgmt Team | < LPSO
o3 —
o
c
=
=
[e]
o Field Office
[0
o Corporate
Departments I
Site

Legend

== Assurance Flow

%% Reporting Flow

EIELD OFFICES

a. Send a hardcopy to the Lead Program Secretarial Office (LPSO)

b. Send carbon copy to other Secretarial Offices that provide significant funding to
the Site.

c. Send carbon copy to the Headquarters Office of the Chief Financial Officer / Office
of Internal Review, and A-123 Project Management Team.

d. An electronic copy is to be submitted via e-mail to the A-123 Helpdesk at A-
123Helpdesk@hg.doe.gov.

LPSO/CD

a. Send a hard copy to the Chief Financial Officer (CFO) with a carbon copy to the
Headquarters Office of the Chief Financial Officer / Office of Internal Review.

b. Send a carbon copy to the A-123 Project Management Team.
An electronic copy is to be submitted via e-mail to the A-123 Helpdesk at A-

123Helpdesk@hg.doe.gov.
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During Annual Risk-based Control Assessments [ARCA] (or as directed by PMT)

1.

Refer to DOE Annual Guidance and/or DOE A-123 Website for the
reporting date deadlines.

Compile your Quarterly Submission packet. It needs to include:
a. AART Tool suite for the reporting unit
b. [FO Only] All AARTs for the elements under your cognizance

Review the Reporting and Assurance Flow above and submit the
Quarterly Submission packet as follows:

a. An electronic copy is to be submitted via email to the A-123 Helpdesk at A-

123helpdesk@hqg.doe.gov.

% Field Offices and LPSOs should coordinate to determine any additional reporting
requirements.
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YEAR END ASSURANCE REPORTING

D. Identify process deficiencies and impacts to the respective
material accounts

g 1. Review and, if necessary, update the Summary Ratings of the ECS/PCS-
Assess tabs (i.e. Area ratings, Overall Entity Rating and Process ratings).

g 2. Click on “EXTRACT” button on the Assurance Local tab. Data will
automatically be populated with any process rated on the local AART
with a rating of 3, 4 or 5.

AART - Assurance Local EIIE 4.0
Select View: | Selectview  v|  HELP
FO Code |TST

Date

e o |

aterial Account Process
tragovernmental Fund
Balance with Treasury
beneral Property, Plant and

Nature of Deficiency Potential Impact Descriptio|

FBWT

Inventory Management

SIFSENS w _Rating

ccounts Payable FBWT

If there is data in the Assurance Local tab, click on the CLEAR ALL button prior to
extracting the current assurance data to remove all values.

3. If there are no deficiencies found on the Local AART, a confirmation will
appear. Click OK to close the box and the Assurance Local tool will be
automatically populated with the phrase “No Deficiencies” and the
Location Code.

AART - Assurance Local EIIm 4.0
Select View: Select view - HELP EXTRACT
FO Code TST
Date CLEAR ALL
Attester Shoshi Geller
Microsoft Excel
li > There are no deficiencies, please confirm accuracy,
c
Process Site §

4. If you have deficient processes they will automatically be populated in
the Assurance Local tab of the AART. Review the list for completeness.
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5. Assess the Nature of Deficiency. Consider the following:

a. A brief description of the control(s) that are not working effectively.

b. The key risk(s) that the control is designed to mitigate.

Summary of test results that
identified the deficiency (if
applicable).

d. Whether other key controls to
offset the same risk were present
and working effectively to mitigate

Material Account: Accounts Payable

Process: Payable Management

Nature of Deficiency: Key controls related to
obtaining approving official signatures on commercial
invoices prior to payment were not working effectively.
There are three primary controls to ensure that

the risk over/underpayments on commercial invoices are not
made due to lack of knowledge by the payment
e. Whether there are any known technician regarding whether charges are valid.

instances where the control failures
resulted in the risk actually
occurring

Testing revealed systemic failure in all three key
controls. In addition, follow-up work revealed that 20
of the 20 failures noted resulted in over/underpayments
being made. In addition, post payment detective
controls, such as quarterly erroneous payment reviews
failed to detect these errors.

f. Whether there are any detective
controls designed to identify
problems after a risk may have
occurred

] 6. Use Nature of Deficiency column to provide a brief description of the
nature of the deficiency. While brief, the narrative should be descriptive

enough to provide the reader with a firm understanding of the problem.

AART - Assurance Local [ vension IV

2 erve ;i HELP
Select View: | Selectview © EXTRACT
TST

FO Code

Date _ CLEAR ALL ‘

Attester Shoshi Geller

Material Account Process Site Nature of Deficiency
Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively.
There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to

Accounts Payable payable Management TsT lack of knowledge by lhg payment lechnlmaﬁ regardnjg whether
charges are valid. Testing revealed systemic failure in all three key|
controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors.

7. Assess the Potential Impact of the process deficiencies on the affected
Material Account(s). Considerations may include:

a. The nature of risk the control was designed to offset (e.g., a risk related to
compliance with laws and regulations may not result in an actual impact on
accounts)

b. The results of testing (e.g., severity of test failures - did all or some controls to
offset the risk fail, etc.)

c. Whether the risk actually occurred as a result of the control failures (e.g., If one
control over invoice approval failed, was the correct amount ultimately paid.)

d. Results of additional testing (Note: Sites may opt to perform additional testing to
get a better sense of how wide-spread the issue may be and how it might impact
accounts.)
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e. The original likelihood and impact ratings at the risk and control set level

f. Relative exposure (e.g., dollar amount and number of transaction affected by the
control)

g. Whether all transactions/dollars may be effected equally or have the same likelihood
and impact of occurrence (e.g., would the nature of an invoice approval control
failure indicate that federal invoices are impacted differently than commercial
invoices?)

h. Potential impact on the core financial

reporting assertions (PERCV) Example of Potentially Significant Impact

i. Potential impact of any entity level
control issues that may increase the
impact of the deficiency

Material Account: Accounts Payable

Process: Payable Management

Potential _Significant _Impact: The control
deficiency could potentially result in significant
over/underpayments. Factors contributing to
this determination include: the systemic failure
of primary and backup controls; the number of
actual over/under payments identified as a
result of the failures during testing; the failure of
post payment detective controls to identify the
problem; the high inherent likelihood and impact
for over/under payments; and other factors.

j. Level of automation in the controls or
lack thereof

k. Existence of backup controls that
were known to be working effectively,
whether originally considered key
controls or not

I Other criteria the site believes are
important to its assessment

Example Potential Insignificant Impact2

Record the Potential Impact summary and rationale for each Process by
Material Account. While brief, the narrative should be descriptive
enough to provide the reader with a firm understanding of the impact
that could result from the control deficiency.

=

AART - Assurance Local

Select View: ‘m HELP

EXTRACT

FO Code TST
Date CLEARALL ‘
Attester Shoshi Geller
| 2
£
Material Account Process site | & Nature of Deficiency Potential Impact Description
Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectivelyill The control deficiency could potentially result in significant
There are three primary controls to ensure that Factors to this
over/underpayments on commercial invoices are not made due tofll determination include: the systemic failure of primary and
Accounts Payable payable Management TsT lack of knowledge by the payment technician regarding whether [llbackup controls; the number of actual over/under payments

charges are valid. Testing revealed systemic failure in all three kdllidentified as a result of the failures during testing; the failure

controls. I addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors

of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under
payments; and other factors.
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Ll o 1tis highly recommended to record the Supporting Documentation and
CAP Reference(s). These could include:

a. Corrective Action Plan location

b. CAP number(s)

c. Detailed documentation

AART - Assurance Local I 4.0
ow: - HELP
Select View: Select view EXTRACT
[FO Code TST
Daic CLEAR ALL ‘
Attester Shoshi Geller
| E
£ CAP
Material Account Process site | § |Potential Impact Descriptit Supporting Docum: References

The control deficiency could potentially result in significilit
over/underpayments. Factors contributing to this
determination include: the systemic failure of primary a

backup controls; the number of actual overiunder paymBlts [ ice fing capinet CAP-TST-L CAPTST-2

Accounts Payable Payable Management ST identified as a result of the failures during testing; the fallire
of post payment detective controls to identify the probldill:
the high inherent likelihood and impact for overfunder
payments; and other factors.
Documentation must be readily accessible and be made available upon request for
validation purposes.

E. Aggregate Site data into the Field Office AART Tool Suite.

1. Import the Assurance Local data of your AART*. Click the Import Local
button in the header of the Assurance Rollup Tab. The Assurance Local
data is automatically imported.

|
AART - Assurance Rollup T 5.0 r ",
Select View: I Select view - HELP | re-¢
FO Code EMCBC IMPORT SITES | CLEARALL | )
Rationale

Date
Attester Lance Schlag IMPORT LOCAL Documentation
|_| Location|

g Site

[T o ProTess oo e TNy Y
No Deficiencies EMCBC |
|

2. [FO Only] Rollup the Site Assurance Data for all sites under your
cognizance. Click the Import Sites button in the header of the

Assurance Rollup Tab.

RRting

AART - Assurance Rollup oM 5.0 r th’a
Select View: I Select view - HELP | re-¢
FO Code EMCBC IMPORT SITES | CLEARALL .

Date Rationale]

Attester Lance Schlag IMPORT LOCAL Documentation|
Location|

RS e | E

Site &
Material Account Process Code § Nature of Deficiency Potential
No Deficiencies EMCBC
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3. [FO Only] Navigate to the AART file for the data you wish to import and
double click on the file. The Site Assurance Local data is automatically
imported. If the data is already imported determine if you wish to
overwrite the existing data®. The Site Assurance Local data is
automatically imported.

Local Site

Local FO
I x| [
ke [0 =l @-2Q ¥ - Tk~
5 CEnce: 5 W Jewcks. 21017, 5
s Faser 50 Toa sorges (bt 157 1ok 0
MyRecort |5 e Tool Sue 5.0 (N TT 1.2k ol [anrT Ngssurancoliup
8] anam1_prache Anta chonch kbt ok cect v\ Seien =] [HEL®
- i = o= L.
| -i‘ Wi Mw
Deshtop | i & et
S arCa Test - NAFO_Id_ PPOT_AART s
y = ancte § bt 0.0 - e
-~y 8 | emchc 5 kst Bads: )
My Doty |8 | emchc 5 st 10,5 Snafo 515t 70k e
¥ enchc 5 bt 0505 et boggle menu fiekds. s ecouns vt e
.! 8] ke § bet w7k A estsharing. ds
" S amche 0422 (15T FOR DATA CHECK)ds S kst D821 Assumance Import s
My Coputte |8 anchc a2z s
. {I ity
Fla s 5 =] fiatheiig
M bokwce. I B i
aces Fies of P (ool Fles (k) =l Careel

[FO Only] Repeat for all sites under your cognizance.

Review and analyze all data in the Assurance Rollup tab.

AART - Assurance Rollup

Select View: ’W HELP

O 4.0

FO Code

CH

Date

Attester

Tom Foley, CFO

o

Material Account

Process

Site
Code

Rating

Nature of Deficiency

Potential Impact Description

[Accounts Payable

Payable Management

Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively.
 There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to
lack of knowledge by the payment technician regarding whether
charges are valid. Testing revealed systemic failure in all three key
controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors.

[ The control deficiency could potentially result in significant
Factors to this

determination include: the systemic failure of primary and
backup controls; the number of actual over/under payments
identified as a result of the failures during testing; the failure|
of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under
payments; and other factors.

Intragovernmental Fund
Balance with Treasury

FBWT

TST2

Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively.
There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to
lack of knowledge by the payment technician regarding whether
charges are valid. Testing revealed systemic failure in all three key
controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in overfunderpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors.

| The control deficiency could potentially resut in significant
Factors ing to this

determination include: the systemic failure of primary and
backup controls; the number of actual over/under payments|
identified as a result of the failures during testing; the failure|
of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under

and other factors.

Review and analyze all data in the Assurance Rollup tab. For example,
careful consideration should be given to process ratings of 5 since a
control deficiency may not be significant individually, but could indicate
a larger problem if there are numerous process deficiencies within a
Material Account.
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F. Assess materiality of process deficiencies.

1. Review the Assurance Summary tab. The “y” is automatically
populated and indicates Material Accounts with Deficiencies that need to

be evaluated and assessed.

. Fill in Total Account Balance (as of June 30") for each Material
= Account that is identified as having a deficiency.

AART - Assurance Summary DI 4.0

Select View: ’W HELP‘

FO Code TST
Date November 5, 2006

Attester Shoshi Geller

Material

Total Account Weakness
Balance Threshold

(:000)

JAssurance
Rating

aterial Accounts Summary Rationale

ce Sheet
ntragovernmental Fund Balance witl

reasury
ntragovernmental Investment

ntragovernmental Regulatory Assets

fccounts Receivable, Net

uclear Materials

btrategic Petroleum and Northeast
lome Heating Oil Reserve

eneral Property, Plant and Equipme!

|| | [ 1] [] |5 [Deficienc:

Regulatory Assets
Pther non-intragovernmental assets

3. Material Weakness Threshold is automatically calculated and is 196 of
the Total Account Balance.

AART - Assurance Summary O 4.0
Select View: Select view - HELP ‘
FO Code TST
Date November 5, 2006
Attester Shoshi Geller
No. Mat Acct
2 Material o
5 Total Account Weakness 8 o
2 Balance Threshold 7=
& [Material Accounts Summary ('000) ('000) 2 & Rationale
Balance Sheet
Intragovernmental Fund Balance with | $ 15,000
Treasur

Intragovernmental Investment
Intragovernmental Regulatory Assets

Accounts Receivable, Net
Nuclear Materials
Strategic Petroleum and Northeast
Home Heating Oil Reserve

General Property, Plant and Equipment|

@)
a
o
=)
=

Regulatory Assets
Other non-intragovernmental assets

»
o
©
=3

Intragovernmental debt

Intragovernmental appropriated capital
owned
Accounts Payable $ 10,004
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4. Determine whether material weaknesses or reportable conditions exist:

a. A material weakness has been identified that could materially impact
the account (i.e., creates more than a remote likelihood that a material
misstatement of financial statement accounts may not be prevented or
detected.) For this exercise, material misstatement at the field office
level will be defined as a potential misstatement in a specific account
that exceeds 1% of the total account balance for the field element or
that the decision maker otherwise believes would materially mislead a
user of the affected report.

b. A reportable condition has been identified that could significantly
impact the account (i.e., creates more than a remote likelihood for a
misstatement of financial statements and the misstatement may be of a
more than inconsequential magnitude.)

c. Not significant deficiencies are deficiencies that do not rise to a
reportable condition or material weakness level. These equate to an
Assurance Rating of 5-Control Deficiency.

d. Specific criteria to consider when determining the rating include (but are
not limited to):

1. The nature of the deficiency.

The nature of risk the control was designed to offset (e.g., a risk related to
compliance with laws and regulations may not result in an actual impact on
reports.).

3. The results of testing (e.g., severity of test failures - did all or some
controls to offset the risk fail, etc.).

4. Whether the risk actually occurred as a result of the control failures (e.g., if
one control over invoice approval failed, was the correct amount ultimately
paid.).

5. Results of additional testing (Note: Sites may opt to perform additional
testing to get a better sense of how wide-spread the issue may be and how
it might impact accounts.).

6. The original likelihood and impact ratings at the risk and control level.

7. Whether all transactions/dollars may be affected equally or have the same
likelihood and impact of occurrence (e.g., would the nature of an invoice
approval control failure indicate that federal invoices are impacted
differently than commercial invoices?).

8. Potential impact on the core

financial reporting assertions
(PERCV).

9. Potential impact of any entity Material Account: Accounts Payable

: Process: Payable Management
!evel control ls_sues that may Nature of Deficiency (Significant): There are three
increase the impact of the

o primary controls to ensure that over/underpayments on

deficiency. commercial invoices are not made due to lack of knowledge

10. Level of automation in the by the payment technician regarding whether charges are

controls or lack thereof. valid. Testing revealed systemic failure in all three key

controls. In addition, follow-up work revealed that 20 of the

11. Existence of backup controls 20 failures noted resulted in over/ underpayments being

that were known to be working made. In addition, post payment detective controls, such as

effectively, whether originally quarterly erroneous payment reviews failed to detect these

considered key controls or not. errors. Payments are a high risk activity for the site and, it is

our professional judgment that the severity and impact of the

12. Other criteria the site believes | deficiencies creates more than a remote likelihood that a
are important to its material misstatement may not be prevented or detected.

Example Nature of Deficiency Insignificant

assessment.
Example Nature of Deficiency Insignificant®
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A-123 Quick Start Guide
Reporting and Assurance

For all Material Accounts with identified deficiencies in the Assurance
Rating column select, from the drop down box, material weakness,
reportable condition, or not significant.

=

AART - Assurance Summary O <o

Select View: | Selectview -

FO Code CH
Date November 20, 2008
Attester Shoshi Geller

No. Mat Acct

Material =

Total Account | VWeakness =
Balance

Material Accounts Summary ('000)

ance Sheet

th'ago-.'err\mental Fund Balance s 15,000

with Treasury

Intragovernmental Investment

Intragovernmental Regulatory

Assets

Accounts Receivable, Net

Nuclear Materials

Strategic Petraleum and Northeast

Home Heating Oil Reserve

General Property, Plant and B 50,000

Equil it

Strategy for Correction

2 |peficiency

Squipmen
| |Requistory Asssts
P ot nan-ntragovernmentsl B 6,500
assets
Intragavernmental d=bt

Intragovernmentsl appropriated
capital owned
Accounts Payable B 10,000

Debt

6. Record rationale for all accounts regardless of rating. While brief, the
narrative should be descriptive enough to provide the reader with a firm
understanding of the problem. This description might include (but is not
limited to) the following:

a. A summary of the nature of the deficiency (you
may use language from the Local & Assurance
Rollup Sheets to assist.).

A well formulated rationale: There are three primary
controls to ensure that over/underpayments on commercial
invoices are not made due to lack of knowledge by the
payment technician regarding whether charges are valid.
Testing revealed systemic failure in all three key controls.
In addition, follow-up work revealed that 20 of the 20

b. A summary of potential impacts (you may use
language from the Local & Assurance Rollup

Sheets to assist.).

failures noted resulted in over/underpayments being made.

c. A summary statement on the key factors that In addition, post payment detective controls, such as
drove the decision. quarterly erroneous payment reviews failed to detect these
. . errors. Payments are a high risk activity for the site and, it

d. A statement that there is or is not more than a

remote likelihood that a material misstatement
(affecting the noted account) may not be

is our professional judgment that the severity and impact of
the deficiencies created more than a remote likelihood that
a material misstatement may not be prevented or detected.

prevented or detected

AART - Assurance Summary O 4.0
Select View: Select view - HELP ‘
FO Code TST
Date November 5, 2006
Attester Shoshi Geller
No. Mat Acct
3 Material 3
5 Total Account [ Weakness 8 o
2 Balance Threshold RC|
E Material Accounts Summary ('000) ('000) Q & Rationale
Balance Sheet
Other non-intragovernmental assets $ 6,900 | $ 69
| [intragovernmental debt
Intragovernmental appropriated capital
owned
Accounts Payable $ 10,000 | $ 100 There are three primary controls to ensure that over/underpayments on
commercial invoices are not made due to lack of knowledge by the payment
technician regarding whether charges are valid. Testing revealed systemic failure
in all three key controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/ underpayments being made. In addition, post
payment detective controls, such as quarterly erroneous payment reviews failed
to detect these errors. Payments are a high risk activity for the site and, it is our
professional judgment that the severity and impact of the deficiencies creates
more than a remote likelihood that a material misstatement may not be prevented
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Reporting and Assurance

7 Develop_ a summary Strategy. for Material Account: Accounts Payable
Correction for each account with a | Process: Payable Management

mate.n.al weakness or r,eporta_ble Strateqy for Correction: Steps to correct the deficiency
condition based on the corrective action have already been taken. The key strategies for correction

plans identified and in process at the | aeto:

local levels. a) Do a 100% review of invoices for the last 12 months to
identify any instances where the controls failed.

b) Recover/repay any over/under payments.

¢) Perform monthly spot audits to ensure that controls are
being implemented properly.

d) Retrain payment personnel and specifically link their
performance ratings to adherence to control standards.

e) Revise quarterly erroneous payment review procedures
to increase the likelihood of detecting such failures in the
future.

g 8. Record the Strategy for Correction summary for any material

weakness or reportable condition ratings (not required for not significant
items) into the Strategy for Correction column of the Assurance
Summary tab.

[AART - Assurance Summary o 40
Select View: | Selectview ~| HELP
FO Code [TsT
Date November 5, 2006
"Attester [Shoshi Geller
No. Mat Acct
3 Material g
5 Total Account | Weakness | §
B Balance Threshold 3£
3 |Material Accounts Summary (000) (000) 2§ [Rationale [strategy for Correction
Balance Sheet
'ﬁner ‘non-intragovernmental assets | & 6,900 5 e?l ot sig
debt [
Intragovernmental appropriated capital| —l
guno
Accounts Payable 10,000 | 100| mat |There are three primary controls to ensure that over/underpayments on 'Steps to correct the deficiency have already been taken. The key strategies
[commercial invoices are not made due to lack of knowledge by the payment ffor correction are to:
technician regarding whether charges are valid. Testing revealed systemic faill
in all three key controls. In addition, follow-up work revealed that 20 of the 20 a) Do a 100% review of invoices for the last 12 months to identify any
failures noted resulted in over/ underpayments being made. In addition, post instances where the controls failed.
payment deteciive conirols, such as quarterly erroneous payment reviews faileclillo) Recoverirepay any over/under paymens.
to detect these errors. Payments are a high risk activity for the site and, it is oufiilic) Perform monthly spot audits to ensure that controls are being implemented|
professional judgment that the severity and impact of the deficiencies creates [@llproperly.
more than a remote likelihood that a material misstatement may not be prevent@illd) Retrain payment personnel and specifically link their performance ratings tg
or detected. adherence to control standards.
e) Revise quarterly erroneous payment review procedures to increase the
Jikelihood of detecting such failures in the future

Ll o 1tis highly recommended to enter the location information of the any
Detailed A-123 Documentation in the Supporting Documentation field
of the AART.

IAART - Assurance Summary B a0
Select View: | Selectview v, ﬂ
FO e TST
Ds November 5. 2006
Attester Shoshi Geler
Mo Wiat Acet
vaterial | 8
Total Account | Weakness | § o
] Threshold | 2 £
& |material Accounts summary (000) (000) 28 |Rationale strategy for Correction supporting
ther non-ntragovermmental assets | 5 5o00[ 5 [ rots
P
tragovermmental approprated cap]
Accounts Payable 000] 5 T8 mat E Toensure Siep to corect e defcency Tave aready been taken, The ey swarclilf [Dears offce fing cabet
commercial invoices are not made due o lack of knowiedge by the payment |forcorrection are to
echnician regarding whether charges are valid. Testing revealed systemic failure
in il hvee key controls. in addion, folow-up work revealed that 20 of the 20 | a) Do a 100% review ofinvices forthe last 12 monihs to identiy any
aiures noted esulted inoverl underpaymens being made. i adciion, post[instances where the contros faied.
S ) reviews faikc|) Recoverirepay any overtunder paymerts.
o etect these errors. Payments are a high ik actviy fo the site and, it is our|c) Perform monthly spor aucits to ensure that controls are being mplem il
professional and impact o ropery.
[more than a remote likeihood that & materia misstatement may notbe prevented [d) a lnk heir
or detected Jadherence t control standarcs.
o yment review n
likeiood of dtecting such aiures i th fuure
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G. Update the Assurance by Process tab based on the
information populated in the Assurance Summary tab.

[1 1. For all processes with deficiencies and identified by a “y”, review the

= .
Assurance Summary tab and the Assurance Rollup tab to see if any
deficiencies related to that process are the cause of a Material Weakness
or Reportable Condition at the Account level.

Select the respective rating (i.e., material weakness, reportable
condition, or not significant) from the drop down list to provide the

Assurance Rating.

AART - Assurance by Process I 4.0
Select View: | Selectview |
FO Code CH
Date
Attester Shoshi Geller
Number of Material Weaknesses by Process 0

g

1 Rem.
E Process Accounts Materially Impacted | Strateqy for Correction Status CAP References
General Ledger Management
Funds Management
ig[FEWT

Cost Management

Insurance

Grants
Loans
Acquisition

bo |[Payable Management

Travel 1

Beusnue |
Local AART { ECS-Assess § PCS-Assess { Assurance Rolup / Assurance Local 4 Assurance Summary ', Assurance by Process /| Asse:|4 | |

[~ ] R [ [ [ ] B ] [oeieion

L1 2. Enter the Accounts that are materially impacted by the deficient
processes (i.e., indicated as having material weaknesses or reportable
conditions in the Assurance Rating column) into the Accounts
Materially Impacted column.

AART - Assurance by Process O 4.0
Select View: | Selectview j HELP |

FO Code TST

Date

Attester

Number of Material Weaknesses by Process

trategy for Correction

|[Assurance

Deficiency
Rating

Process Accounts Materially Impacted
General Ledger Management
Funds Management

Il ot sig [FRWT

Cost Management

Insurance

Grants

Loans
Acquisition

[uE:\3 Inventory Management General Property, Plant and
Equipment

Payable Management | Accounts Payable, Other Non-
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3. Develop a summary Strategy for Correction for each process with a

material weakness or reportable condition based on the corrective action
plans identified and in process at the local levels.

AART - Assurance by Process

Select View: Select view - HELP ‘

4.0}

FO Code TST
Date
Attester Shoshi Geller
Number of Material Weaknesses by Process
| &
5| Eo
g a2
S 2 g Process Accounts Materially Impact Strategy for Correction
Acquisition
mat ento ge General Property, Plant and Steps to correct the deficiency have already been taken. The key

Equipment

strategies for correction are to: Do a 100% review of invoices for the las
12 months to identify any instances where the control failed.
Recover/repay any over/under payments; Perform monthly spot audits t
ensure that the controls are being implemented properly; Retrain paymel
personnel and specifically link their performance ratings to adherence to
control standards; Revise quarterly erroneous payment review procedure
to increase the likelihood of detecting such failures in the future.

Fill in the Remediation Status and CAP Reference(s) column with

appropriate status and reference information.

z

Select View: | Selectview j HELP |

4.0

FO Code TST

Date

Attester Shoshi Geller

Number of Material Weaknesses by Process 1

IDeficiency
|[Assurance
Rating

Process

Accounts Materially Impacted

Strategy for Correction

Rem.
Status

[Acquisition

Inventory Management
Equipment

General Property, Plant and

Steps to correct the deficiency have already been taken. The key.
strategies for correction are to: Do a 100% review of invoices for the |
12 months to identify any instances where the control failed.

CAP-TST-1

: Perform monthly spot audits

any
ensure that the controls are being implemented properly; Retrain paym:

link their ratings to l

and

control standards; Revise quarterly erroneous payment review procedu
to increase the likelihood of detecting such failures in the future.

@

Prior to preparing your Year-End Assurance Statement consider any Entity deficiencies and

the overall level of assurance.
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A-123 Quick Start Guide
Reporting and Assurance

H. Submit Year End Assurance Report

1. Refer to A-123 Annual Guidance and/or DOE A-123 Website for required
reporting dates.

2. Complete the year end Assurance Statement using either the DOE Field

Assurance

Report Template or the DOE LPSO/CD Assurance Report

Template using the information compiled in the assurance tabs of the

AART.

3. Prepare the Assurance submission packet.

a.
b.
c.

Completed Year End Assurance Statement
AART Tool suites (FO must include all Site AARTS)

Material Weakness Corrective Action Plans and/or Reportable Condition
Corrective Action Plans

4. Submit the Assurance submission packet.

EIELD OFFICE

a.
b.

LPSO/CD
a.

Send a hardcopy to the Lead Program Secretarial Office (LPSO)

Send carbon copy to other Secretarial Offices that provide significant funding
to the Site.

Send carbon copy to the Headquarters Office of the Chief Financial Officer /
Office of Internal Review, and A-123 Project Management Team.

An electronic copy is to be submitted via e-mail to the A-123 Helpdesk at A-
123Helpdesk@hqg.doe.gov.

Send a hard copy to the Chief Financial Officer (CFO) with a carbon copy to
the Headquarters Office of the Chief Financial Officer / Office of Internal
Review.

Send a carbon copy to the A-123 Project Management Team.

An electronic copy is to be submitted via e-mail to the A-123 Helpdesk at A-

123Helpdesk@hqg.doe.gov.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

1 The account status column of the Rollup AART provides the Field Office with the ability to quickly
identify Material Accounts with process or entity control environment deficiencies across all elements
under your congnizance.

AART: Rollup T 4.0

Select View: | Selectview  +| HELP

Chicago Import | Import |

Brookhaven National

Chicago-Rollup Chicago Argonne National Lab| Lab

FO CH FO-CH CH ANL BNL

= ]

g <
wl=

Material Account Acct Status &

RI

IMAD

9 b3 =) Q
S|& N Q HolR|&]|&][S
o 1o ot Q0 =Jdulolaolorla

Tom Foley, CFO Tom Foley, CFO Michael Bartos, CFO
[Balance Sheet

P
In_tragovernmental Fund Balance 5 6lsle sle . 6lsle sle6
with Treasury
Intrago Investment
Intragovernmental Regulatory
Assets
Accounts Receivable, Net
Nuclear Materials 6 6 6 - 6 6

Strategic Petroleum and Northeast
Home Heating Oil Reserve

General Property, Plant and

Ec

Regulatory Assets

Other non-intragovernmental asse

Intragovernmental debt

The account status will display the lowest rating of the Material Account row. In the event that a Field
Office Entity Control Environment is deemed deficient, that Overall EC rating will impact all accounts.

2 The statistics tab includes charts displaying local progress and key metrics. Results are based on local
data included in the AART (no “Rollup” data is included). An explanation of the charts is available below
the charts on the statistics tab.

AART: Local EXEI 4.0
Select View: ‘ Select view | HELP
FO Code CH
C s Process Design and 27
tatus 6
Operational Effectiveness
100% P % 0% os
o4
80%:
|3
60% Dunrated
40%:
20%
0%
Documenting Evaluating Testing Remediation
[@ Compiete 81 85 1 1
| Pending 8 a4 127 0 03%
Risk Brigh Control Set Design a6 Test Results a7
Assessment o OModerate Effectiveness os - os
% @ Low o4 o4
O Unrated |3 |3
3% 34% OUnrated OUnrated
60%
5% 6%
98%
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¥ Example: Potential Insignificant Impact

Example Potential Insignificant Impact

Material Account: Accounts Payable

Process: Payable Management

Potential Insignificant Impact: The control deficiency could potentially result in significant non-
compliance with laws and regulations. However, occurrence of this risk has no direct impact on account
balances. Factors contributing to this determination include: the nature of the risk the control was designed
to offset; the results of testing, which identified systemic control failures and actual instances of failure to
comply with regulations.

4 If data from the previous year Assurance exists in the Assurance Rollup tab, or you wish to restart the
Assurance process, click the CLEAR ALL button in the header of the Assurance Rollup tab.

AART - Assurance Rollup EO 5.0

Select View: I Select view .I HELP |

FO Code EMCBC IMPORT SITES | CLEARALL i
Rationale]

Date
Attester Lance Schlag IMPORT LOCAL | Documentation
Location

~ InsertRow . o

T sie | £

Material Account Process Code | & Nature of Deficiency
No Deficiencies EMCBC

You will be prompted with a confirmation that you wish to proceed. Click OK to continue clearing all data
and click CANCEL to exit the clear all function.

Please click. OK ko confirm deletion of all data or dlick cancel ko abort clear.

Cancel |

5 [Applies to both Import Local and Import Site buttons] If the data already exists in the AART
Assurance Rollup tab you will be prompted whether or not you wish to overwrite the existing data. This
action will delete the rows to enable a re-import. Therefore, if the Field Office has adjusted any of the
associated descriptive the data will be lost. To continue the re-import of the data click YES. The data will
automatically be updated. To cancel the re-import of data click NO.

Microsoft Excel

A message box will notify you that the import has been cancelled. Click OK to return to Assurance Rollup
tab of the AART.

Microsoft Excel X|

ou hawve cancelled the import.
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¢ Example: Nature of Deficiency (Insignificant)

Example 2 Nature of Deficiency Insignificant

Material Account: Accounts Payable

Process: Payable Management

Nature of Deficiency (Insignificant): There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to lack of knowledge by the payment
technician regarding whether charges are valid. Testing revealed systemic failure in one of the key controls.
However, follow-up work revealed that none of the failures noted during testing resulted in actual
over/underpayments as the other key controls were effective backups to ensure the control objective was
achieved. In addition, post payment detective controls, such as quarterly erroneous payment reviews have
proven effective in detecting any errors that may occur. Based on the effectiveness of the control set taken
as a whole, it is our professional judgment that there is not more than a remote likelihood that a material
misstatement may not be prevented or detected.
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