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DESCRIPTION OF PROBLEM

As a result of the importance of information technology on its numerous projects, laboratories and assets, along with the vast array of data that is produced, cyber security has become a crucial aspect of the Department’s overall security posture.  Past audits identified significant weaknesses in selected systems and devices attached to the computer networks at some Departmental sites.  In July 2005, the Deputy Secretary established a Cyber Security Improvement Initiative.  The goal of the initiative was to identify improvements that could be made in management, operational and technical cyber security controls within the Department.  The first phase of the initiative resulted in the identification of a number of improvements that could be made to cyber security across the agency.  The second phase involved conducting Site Assistance Visits (SAVs) to evaluate implementation of cyber security policies and standards, and test the effectiveness of security controls.  SAVs have been conducted at several sites, with planned expansion to other DOE operations.  However, significant improvements are still needed in the areas of password management, configuration management and restriction of network services.
PRIOR YEAR ACCOMPLISHMENTS

Following the release of the DOE Cyber Security Project Team (CSPT) Summary Report and Plan of Action in November 2005, and management initiatives taken by the Chief Information Officer (CIO), the Secretary and Deputy Secretary of Energy, the Department embarked on an intensive effort to aggressively address systemic weaknesses in the implementation of cyber security.  As part of this effort, the CIO coordinated with the Department’s Senior Management to develop a plan to revitalize cyber security across the agency.  This plan was formally approved by the Deputy Secretary on March 6, 2006.  The plan incorporates the recommendations outlined in the CSPT report, establishes a new governance structure that emphasizes implementation and accountability at the Under Secretary level and contains tactical and strategic elements for mitigating systemic weaknesses identified by internal and external oversight organizations.
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PROGRESS STATUS

NNSA and ESE continue to work with HSS and the CIO in the Cyber Security Improvement Initiative activities.   Implementation plans for NNSA’s enhanced cyber security directives have been developed by NNSA field organizations and are being put into place.  Corrective actions remain based on the cyber security issues that continue to evolve.  NNSA initiated a reprogramming of FY 2006 funds to address some of the more immediate cyber security issues.
PROPOSED CLOSURE DATE  

Long-term corrective action is expected due to the evolving nature of security threats.
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