Security

Description of Issue

Unprecedented security challenges have evolved since the events of September 11, 2001.  The need for improved homeland defense, highlighted by the threats of terrorism and weapons of mass destruction, created new and complex security issues that must be surmounted to ensure the protection of our critical energy resources and infrastructure.  These have made it necessary for the Department to reassess and strengthen its security postures.

Actions Taken & Remaining

In May 2004, the former Secretary of Energy announced a set of sweeping new initiatives to improve security across the Department’s nationwide network of laboratories and defense facilities, particularly those housing weapons-grade nuclear material.  The Department’s continued completion of these initiatives will ensure the Department has a clear strategic security plan outlining the Department’s future security course, conducts ongoing threat analyses to establish the framework for continually improving security protective measures and enhances the physical security of our facilities.  In FY 2006, a number of actions were taken to improve security across the Department.  These actions focused on implementing the necessary improvements to meet the current Design Basis Threat Policy to include revising vulnerability assessments; evaluating, testing and deploying security technologies; and implementing the elite protective force model.  Through an integrated approach, the Department is working to coordinate site mission, operations, security technologies and the elite protective force to provide more robust security protection measures at a lower overall cost.  The Security Technologies Demonstration at the Idaho National Laboratory included this approach and the results of this successful demonstration are being combined with a review of security protection measures.  This approach will be initiated throughout the Department to build an efficient security program that is also flexible to meet both today’s threat and tomorrow’s challenges.

NNSA continued the implementation of processes, procedures and technologies to fully implement the Enhanced Design Basis Threat.  Resource and planning documents were developed for the Diskless Workstation Conversion Secretarial initiative.  During FY 2006, NNSA also continued work with various programmatic and administrative elements to meet portions of Homeland Security Presidential Directive-12 access controls requirements.  NNSA also continued to address specific security operations and personnel issues identified by the IG and GAO. 

Expected Completion

Long-term correction is expected due to the continuing nature of security threats.

