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Basic Requirements of the 
Management Control Program
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FEDERAL MANAGERS’ FINANCIAL 
INTEGRITY ACT (FMFIA) - 1982

• In response to continuing reports of waste and 
inefficiency, Congress passes FMFIA

• Requires self assessments of management 
controls

• Requires Secretary to report annually to the 
President and Congress

• The Act applies to all programs and 
administrative functions

• Secretary’s report to President and Congress 
Due December 30
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MANAGEMENT CONTROL 
PROGRAM OVERVIEW

FMFIA POLICY REQUIREMENTS

SECTION 2 
INTERNAL 

CONTROLS

OMB 
CIRCULAR      

A-123

DICARC

OMB                                                 
CIRCULAR                                                        

A-127
GAO & IG AUDITS

SECTION 4                  
ACCOUNTING SYSTEMS

JFMIP              
CORE 

REQUIREMENTS

OMB                   
CIRCULAR             

A-130

FMFIA - 1982

DOE ORDER 413.1A                                                          
MANAGEMENT CONTROL PROGRAM

OMB YEAR-END 
INSTRUCTIONS
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OVERVIEW OF 
MANAGEMENT CONTROL 

PROGRAM
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OVERVIEW OF DOE’S MANAGEMENT 
CONTROL PROGRAM

• CFO Administrative 
Responsibility

• Programs and Administrative 
Functions Segmented

• Managers Consider All 
Relevant Existing Information

• Annual Summary Management 
Review and Financial System 
Evaluation

• Corrective Action Plans Are 
Tracked

• IG Annually Audits FMFIA 
Program

• CFO Performs QA of 
Assurance Letters

• DICARC Approves 
Department’s Significant Issues

• Letter Coordinated 
Departmentwide

DOE ORDER             
ANNUAL INSTRUCTIONS

SEGMENTATION

DEPARTMENTAL ELEMENTS'                   
ASSURANCE LETTERS

SECRETARY'S                                          
STATEMENT ON MANAGEMENT CONTROLS

LIMITED SYSTEM MANAGER 
EVALUATIONS 

DETAILED INDEPENDENT 
SYSTEM EVALUATIONS          

(IG)

AUDITS                          
MANAGEMENT REVIEWS          

SELF ASSESSMENTS 
MANAGEMENT KNOWLEDGE 
BUDGET & STRATEGIC PLAN 

GAO STANDARDS

CFO Q/A

COORDINATION

IG AUDIT

DICARC

SUMMARY MANAGEMENT 
REVIEW

SUMMARY FINANCIAL 
SYSTEMS EVALUATIONS
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MANAGEMENT CONTROL 
PROGRAM OVERVIEW

• Management Controls Ensure that Program and 
Administrative Functions Operate Efficiently, 
Effectively and Within Applicable Requirements

• Purpose of the Management Control Program is 
to Assess the Adequacy of the Department’s 
Management Controls and Correct Any 
Problems Identified

• Aiming for Reasonable Assurance that Controls 
Are Working Effectively

• Builds on Ongoing Management Processes
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ORGANIZING THE 
PROCESS
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Management Control Action 
Officer Responsibilities

• Principal Point of Contact for 
Departmental Element

• Coordinates all planning, evaluating, 
and reporting related to management 
control matters

9



SEGMENTING
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Listing of Programs and 
Administrative Functions

• Each Departmental Element is required to 
develop an annual listing which serves as 
a basis for evaluating the Departmental 
Element

• A summary management review will be 
performed for each program and 
administrative function identified
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Listing of Program and 
Administrative Functions - Criteria
• HQ – Individual programs with total obligational 

authority of $10M or more
• HQ – If no programs have total obligational 

authority of $10M or more consolidate and treat 
all as a single program

• Field – Individual programs with total obligational 
authority of $5M or more if the total 
Departmental funding is $10M or more

• Applicable administrative functions, crosscutting 
areas and sensitive areas should be identified 
regardless of funding levels.
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Summary Management 
Review
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Summary Management Review
• Overall Look at Entire Operation
• Conducted Annually at Year-End to Support 

Assurance Letter
• Based on Existing Evaluations and Day-To-Day 

Knowledge
• Considers GAO Standards for Internal Controls
• Provides Framework for Identifying Reportable 

Problems

14



SUMMARY MANAGEMENT 
REVIEW GUIDELINES

There are 5 major steps in the SMR
1. Consider existing information
2. Consider underlying management principles 

based on GAO Standards
3. Determine if there are reportable problems
4. Develop action plans for reportable 

problems identified
5. Document the SMR
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SUMMARY MANAGEMENT 
REVIEW GUIDELINES

CONSIDER EXISTING INFORMATION
• Problems reported through this process in 

prior year
• Current year evaluations and information
• Strategic plans, budgets and customer 

needs
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SUMMARY MANAGEMENT 
REVIEW GUIDELINES

UNDERLYING MANAGEMENT PRINCIPLES
• Policies and objectives have been 

established and understood/accepted
• Roles and responsibilities have been 

assigned and understood/accepted
• Work is planned and controlled to ensure 

objectives are met
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SUMMARY MANAGEMENT 
REVIEW GUIDELINES

CONT. UNDERLYING MANAGEMENT PRINCIPLES

• Employees are capable of performing their 
assigned tasks and adequately supervised

• Responsibilities for critical verifications 
and approvals are assigned to separate 
employees and/or organizations
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SUMMARY MANAGEMENT 
REVIEW GUIDELINES

CONT. UNDERLYING MANAGEMENT PRINCIPLES

• Decisions are based on accurate, up-to-
date information

• Work is assessed to ensure it meets 
expectations

• Problems are identified and corrected
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SUMMARY MANAGEMENT 
REVIEW GUIDELINES

REPORTABLE PROBLEMS
• Problem(s) of concern to next higher level 

of management
• Judgments of reportability made by 

progressively senior managers
• Criteria to assist in determining 

reportability are in SMR guidelines
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REPORTABLE PROBLEMS CRITERIA
• Substantially impairs mission
• Violates significant statutory or regulatory requirements
• Substantially weakens safeguards against waste, loss 

misuse
• Results in conflict of interest
• Merits attention of the President and Congress
• Exists in majority of programs, functions or organizations 

and can cause harm, though minor individually, because 
the aggregate is significant

• Risks of results in loss of either $10 million or 5% of 
budget line item

• Endangers National Security
• Subject of adverse media coverage, adverse audit 

reporting and adverse Congressional interest
• Could reflect adversely on management integrity if not 

reported 21



SUMMARY MANAGEMENT 
REVIEW GUIDELINES
DEVELOP ACTION PLANS

• Executive summary information with broad 
critical milestones

• Consolidate related/similar problems
• Link to Strategic Plan and/or Budget as 

appropriate
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SUMMARY MANAGEMENT 
REVIEW GUIDELINES

DOCUMENT THE SMR
• Maintain documentation to show:

– That a SMR was conducted
– What information was considered during the 

SMR
– The Rationale for the Conclusion(s) reached

• Exhaustive documentation not required
• Documentation must provide evidence of 

what was done
23



SUMMARY FINANCIAL 
MANAGEMENT SYSTEMS 

REVIEWS
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FINANCIAL MANAGEMENT 
SYSTEMS REVIEWS

SECTION IV
THE DEPARTMENT’S FINANCIAL MANAGEMENT 

SYSTEMS MUST BE EVALUATED ANNUALLY TO 
DETERMINE WHETHER IT CONFORMS TO THE 

PRINCIPLES AND STANDARDS ESTABLISHED BY 
THE COMPTROLLER GENERAL AND THE 
REQUIREMENT OF OMB CIRCULAR A-123 

“INTERNAL CONTROL SYSTEMS” AND A-127 
“FINANCIAL MANAGEMENT SYSTEMS”
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DOE FINANCIAL MANAGEMENT 
SYSTEM INVENTORY

• Departmental Integrated Standardized 
Core Accounting System/STARS

• Mgmt. Analysis & Reporting System
• Departmental Funds Distribution System
• Financial Management Systems of Power 

Marketing Administrations
• Personnel System
• Departmental Budget Formulation System
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TYPES OF FINANCIAL 
MANAGEMENT SYSTEM REVIEWS

• Detailed – Conducted on a Periodic Basis 
under the cognizance of the CFO and IG

• Summary – Conducted Annually by 
Departmental Element responsible for 
System or System Component
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Summary Financial System Evaluation Process
Guidelines for Financial Management System Evaluations

Ø Consider Existing 
Information
ü IG and/or GAO Reviews
ü Management Reviews
ü Daily Involvement
ü Financial Statement 

Audits
Ø Selected Techniques

(E.G., Questionnaires, 
Financial Analysis, 
Transaction Testing)

Ø Other Considerations
ü CFO Financial 

Management 5-Year Plan
ü Department’s 5-Year 

System Development 
Plan

ü System Change Requests
ü Problems Identified by 

User Groups/Councils
ü Prior Limited and Detailed 

Reviews

EVALUATE SYSTEM ANNUALLY:
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Summary Financial System Evaluation Process

Guidelines for Financial Management System Evaluation

Identify Reportable Nonconformance(s):
• Identify Nonconformance(s)
• Determine whether 

nonconformance(s) is reportable
– To the Next Level
– Meets Criteria for Reportability

• Follow Guidelines for Reportable 
Nonconformances SYS. EVALUATION

•2 nonconformances identified

•1 considered reportable
29



Summary Financial System Evaluation Process

Guidelines for Financial Management System Evaluation

DEVELOP ACTION PLANS:
• Briefly describe the nonconformance
• Identify critical milestones
• Indicate action to be taken by reporting element
• Report only those things you are responsible for fixing

DOCUMENT THE PROCESS:
• Maintain Evidence

– That an evaluation was conducted
– Information used to conduct the evaluation
– Rationale for the conclusion reached

• Maintain Sufficient Documentation
30



ACTION PLANS
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ACTION PLANS
• Action Plans (AP) are prepared for all reportable 

problems and nonconformances
• Related or similar issues should be aggregated 

by program and administrative function
• Format prescribed must be used
• Cognizant HQ Office must be identified
• Describe problem or nonconformance as well as 

impact on operations
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ACTION PLANS
• Critical milestones indicate major interim actions to 

eliminate problem and its root causes
• Assessment of progress briefly summarizes 

progress made to implement milestones, reasons 
for milestone slippage, and the final date projected 
for closure

• MCAO QA review to ensure AP meets 
requirements

• Attachment A of the assurance memorandum
• Index and crosswalk of APs attached as a cover to 

the Attachment
33



Annual Assurance 
Memorandum
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Assurance Memorandum
• Each Departmental Element submits an annual 

assurance memorandum
• Field Elements submit assurance memorandum 

to the Secretary or appropriate HQ office
• HQ incorporate Field input and submit 

assurance memorandum to the Secretary
• The Secretary considers all input and reports the 

results in the MD&A of the Performance & 
Accountability Report
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Assurance Memorandum
• Signed by Head of Departmental Element
• Include Standard Assurance Statements
• Include Statement concerning applicable 

contractors
• Include Statement on Financial Management 

Systems (if applicable)
• Executive Summary of Reportable Problems and 

Nonconformances
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REPORTABLE PROBLEM
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REPORTABLE PROBLEMS CRITERIA

• Substantially impairs mission
• Violates significant statutory or regulatory requirements
• Substantially weakens safeguards against waste, loss 

misuse
• Results in conflict of interest
• Merits attention of the President and Congress
• Exists in majority of programs, functions or organizations 

and can cause harm, though minor individually, because 
the aggregate is significant

• Risks of results in loss of either $10 million or 5% of 
budget line item

• Endangers National Security
• Subject of adverse media coverage, adverse audit 

reporting and adverse Congressional interest
• Could reflect adversely on management integrity if not 

reported
38



FY 2005 Significant Issues

1. Environmental Cleanup
2. Nuclear Waste Disposal
3. IT Management
4. Oversight of Contractors
5. Security
6. Project Management

39



FY 2005 Significant Issues (Cont.)

7. Human Capital Management
8. Safety and Health
9. Stockpile Stewardship
10. Financial Control & Reporting
11. Unclassified Cyber Security

40



CONTRACTOR 
PARTICIPATION
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Contractor Participation
Departmental Element Requirement

Departmental Elements are responsible for 
monitoring, ensuring, and considering the 

integrity and efficiency of contractors 
under their cognizance.
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Contractor Participation
Contractors Included

• Management and Operating Contractors 
(M&O)

• Management and Integrating Contractors
• Environmental Restoration Management 

Contractors (ERMC)
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Contractor Participation
Contractor Requirement

Annually Departmental Elements should require 
written assurance from the contractors as to the 
status of their operations identifying reportable 
problems and nonconformances

Contractors annual assurance memoranda should 
contain action plans to be tracked by the 
cognizant Departmental Element as necessary 
(Option of Departmental Element Head)

44



Contractor Participation
Departmental Element Requirement

Consider contractors’ written assurance 
when performing the Summary 

Management Review and determining 
reportable problems and/or 

nonconformances
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TRACKING
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TRACKING
• Local Tracking

– Departmental Element Action Plans
– Contractor Action Plans, if appropriate
– Formal System required, not necessarily automated

• Departmental Tracking
– Secretarial Milestones
– Third Quarter Update for preparation of 3rd Quarter 

Draft of the Performance and Accountability Report 
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QUALITY ASSURANCE
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Quality Assurance

• Program Quality Assurance Actions 
Provide the Checks and Balances 
Necessary to Ensure that the Program is 
Thorough in its Depth, Comprehensive in 
Scope, Conducted in Accordance with 
Guidance, and Verifiable as to Work 
Performed
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Quality Assurance
Components

• Departmental Element Actions
• CFO Actions
• Departmental Internal Control and Audit 

Review Council (DICARC) Actions
• IG Actions
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Quality Assurance
Local Actions

• Assurance Memorandum reviewed by 
senior managers
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Quality Assurance
OMBE Actions

• Review of Departmental Elements 
submissions

• Annual guidance on year-end 
requirements

• Concurrence on Performance & 
Accountability Report
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Quality Assurance
Departmental Internal Control and Audit Review Council

• Senior Manager oversight to ensure compliance 
with Legislative, Regulatory and Departmental 
Guidance

• Actively participate in preparation of the 
Secretary’s Annual Assurance Statement on 
Management Controls

• Refer highly sensitive issues to appropriate 
departmental personnel

• Educate senior managers on the purpose and 
uses of the Management Control Program

• Decide and Direct on issues relating to the 
Management Control Program
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QUALITY ASSURANCE
IG ACTIONS

• Review Year-End assurance 
memorandum from Departmental 
Elements

• Provide independent written assurance to 
the Secretary annually as to whether the 
evaluations were carried out in a 
reasonable and prudent manner
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FY 2006 MANAGEMENT FY 2006 MANAGEMENT 
CONTROL ACTION CONTROL ACTION 
OFFICER TRAININGOFFICER TRAINING

SIGNIFICANT SIGNIFICANT 
ISSUESISSUES
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BackgroundBackground

vvFMFIA requires the Secretary to annually FMFIA requires the Secretary to annually 
identify material weaknessesidentify material weaknesses
vvBased on 2002 OMB request to reassess Based on 2002 OMB request to reassess 

DepartmentDepartment--level FMFIA reporting, level FMFIA reporting, 
DICARC determined DOE had no FMFIA DICARC determined DOE had no FMFIA 
material weaknessesmaterial weaknesses
vvDOE is addressing the following 11 DOE is addressing the following 11 

Significant IssuesSignificant Issues
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ENVIRONMENTAL CLEANUPENVIRONMENTAL CLEANUP
Previously Titled, “Environmental Standards Previously Titled, “Environmental Standards 

and Stewardship.”and Stewardship.”

vv Responsible Organization:Responsible Organization: Environmental Environmental 
ManagementManagement

vv Challenge:Challenge: There are significant longThere are significant long--term compliance term compliance 
and waste management problems at the Department’s and waste management problems at the Department’s 
facilities due to past operations that left risks to the facilities due to past operations that left risks to the 
environment.  Even though these issues resulted from environment.  Even though these issues resulted from 
earlier activities conducted in a different atmosphere and earlier activities conducted in a different atmosphere and 
under less stringent standards than today, the under less stringent standards than today, the 
Department is committed to maintaining compliance with Department is committed to maintaining compliance with 
current environmental laws and agreements. current environmental laws and agreements. 

vv Reporting carried over from prior year.Reporting carried over from prior year.
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NUCLEAR WASTE DISPOSALNUCLEAR WASTE DISPOSAL

vv Responsible Organization:Responsible Organization: Office of Civilian Office of Civilian 
Radioactive Waste Management Radioactive Waste Management 

vv Challenge:  Challenge:  A repository for the Nation’s spent A repository for the Nation’s spent 
nuclear fuel and highnuclear fuel and high--level radioactive waste has not level radioactive waste has not 
been opened as required by the Nuclear Waste Policy been opened as required by the Nuclear Waste Policy 
Act.  Delays in milestones and revisions to cost and Act.  Delays in milestones and revisions to cost and 
schedule baselines have been required as a result of schedule baselines have been required as a result of 
funding shortfalls.  A mechanism needs to be funding shortfalls.  A mechanism needs to be 
established to assure the necessary funding is established to assure the necessary funding is 
available to lead to waste acceptance. available to lead to waste acceptance. 

vv Reporting carried over from prior year.  Reporting carried over from prior year.  
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INFORMATION TECHNOLOGY INFORMATION TECHNOLOGY 
MANAGEMENTMANAGEMENT

vv Responsible Organization:  Responsible Organization:  Office of the Chief Office of the Chief 
Information OfficerInformation Officer

vv Challenge:  Challenge:  The Department has a decentralized The Department has a decentralized 
approach to information technology management, approach to information technology management, 
limited control by the Chief Information Officer in the limited control by the Chief Information Officer in the 
budgeting process, and lack of an information budgeting process, and lack of an information 
technology baseline to guide management decisions.  technology baseline to guide management decisions.  
These problems have impeded the Department’s These problems have impeded the Department’s 
ability to effectively manage its information ability to effectively manage its information 
technology resources. technology resources. 

vv Reporting carried over from prior year.Reporting carried over from prior year.
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OVERSIGHT OF CONTRACTORSOVERSIGHT OF CONTRACTORS
Expansion of Significant Issue Titled, “Contract Expansion of Significant Issue Titled, “Contract 

Management.”Management.”

vvResponsible Organization:  Responsible Organization:  EM, NNSA and SCEM, NNSA and SC

vvChallenge:  Challenge:  Improvements are needed in the Improvements are needed in the 
oversight of contractors managing and operating the oversight of contractors managing and operating the 
Department’s facilities.  Specific oversight problems Department’s facilities.  Specific oversight problems 
have been identified at environmental cleanup sites and have been identified at environmental cleanup sites and 
laboratories conducting national security and scientific laboratories conducting national security and scientific 
activities.  Adequate oversight is needed to assure that activities.  Adequate oversight is needed to assure that 
contractor operations are effective and efficient. contractor operations are effective and efficient. 

vvReporting carried over from prior year.Reporting carried over from prior year.
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SECURITYSECURITY
Previously Titled, “Security and Counterintelligence.”Previously Titled, “Security and Counterintelligence.”

vvResponsible Organizations:  Responsible Organizations:  SSA, CIO and CFOSSA, CIO and CFO

vvChallenge:Challenge: Unprecedented security challenges have Unprecedented security challenges have 
evolved since the events of September 11, 2001.  The evolved since the events of September 11, 2001.  The 
need for improved homeland defense, highlighted by the need for improved homeland defense, highlighted by the 
threats of terrorism and weapons of mass destruction, threats of terrorism and weapons of mass destruction, 
created new and complex security issues that must be created new and complex security issues that must be 
surmounted to ensure the protection of our critical surmounted to ensure the protection of our critical 
energy resources and infrastructure.  These have made energy resources and infrastructure.  These have made 
it necessary for the Department to reassess and it necessary for the Department to reassess and 
strengthen its physical and cyber security postures. strengthen its physical and cyber security postures. 

vvReporting carried over from prior year.Reporting carried over from prior year.61



PROJECT MANAGEMENTPROJECT MANAGEMENT
vvResponsible Organizations:Responsible Organizations: NNSA, EM, SC and NNSA, EM, SC and 

CFOCFO

vvChallenge: Challenge: The Department needs to improve The Department needs to improve 
discipline and structure in approving and controlling discipline and structure in approving and controlling 
program and baseline changes to projects and needs a program and baseline changes to projects and needs a 
DepartmentDepartment--wide approach to certify project managers at wide approach to certify project managers at 
prepre--determined skill levels to ensure competent determined skill levels to ensure competent 
management oversight of resources.  In addition, it was management oversight of resources.  In addition, it was 
determined that the Department needs stronger policies determined that the Department needs stronger policies 
and controls to ensure that ongoing projects are and controls to ensure that ongoing projects are 
reevaluated frequently in light of changing missions. reevaluated frequently in light of changing missions. 

vvReporting carried over from prior yearReporting carried over from prior year..62



HUMAN CAPITAL HUMAN CAPITAL 
MANAGEMENTMANAGEMENT

vvResponsible Organizations:  Responsible Organizations:  CFO and OIGCFO and OIG

vvChallengeChallenge:  Reductions in the Department’s workforce, :  Reductions in the Department’s workforce, 
combined with lengthy moratoria on hiring, the relative combined with lengthy moratoria on hiring, the relative 
age of the workforce, and a variety of incentives to leave age of the workforce, and a variety of incentives to leave 
Federal Service, has left the Department with the Federal Service, has left the Department with the 
challenge of reinvesting in its human capital to ensure challenge of reinvesting in its human capital to ensure 
that the right skills necessary to meets its mission, are that the right skills necessary to meets its mission, are 
availableavailable..

vvReporting carried over from prior year.Reporting carried over from prior year.
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SAFETY AND HEALTHSAFETY AND HEALTH
vvResponsible Organizations:Responsible Organizations: EH, EM, SSA, NE, EH, EM, SSA, NE, 

SC and NNSASC and NNSA

vvChallenge:Challenge: Ensuring the safety and health of the Ensuring the safety and health of the 
public and the Department’s workers is one of the top public and the Department’s workers is one of the top 
priorities in accomplishing our challenging scientific and priorities in accomplishing our challenging scientific and 
national security missions.  Due to the inherently critical national security missions.  Due to the inherently critical 
nature of these issues, there is the need for continuous nature of these issues, there is the need for continuous 
vigilance and improvement.  Currently, the Department is vigilance and improvement.  Currently, the Department is 
addressing explosive safety issues and, with the ongoing addressing explosive safety issues and, with the ongoing 
rere--engineering of the National Nuclear Security engineering of the National Nuclear Security 
Administration workforce, needs to ensure that adequate Administration workforce, needs to ensure that adequate 
focus on general safety at our laboratories and plants is focus on general safety at our laboratories and plants is 
maintained. maintained. 

vvReporting carried over from prior yearReporting carried over from prior year..
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STOCKPILE STEWARDSHIPSTOCKPILE STEWARDSHIP
Previously Titled, Previously Titled, 

“Stockpile Surveillance and Testing”“Stockpile Surveillance and Testing”

vvResponsible Organization:Responsible Organization: NNSANNSA

vvChallenge:Challenge: The Secretaries of Energy and Defense The Secretaries of Energy and Defense 
annually certify to the President that the nuclear weapons annually certify to the President that the nuclear weapons 
stockpile is safe and reliable and that underground nuclear stockpile is safe and reliable and that underground nuclear 
testing does not need to resume.  Success is dependent testing does not need to resume.  Success is dependent 
upon unprecedented scientific tools to better understand upon unprecedented scientific tools to better understand 
the changes that occur as nuclear weapons age, enhance the changes that occur as nuclear weapons age, enhance 
the surveillance capabilities for determining weapon the surveillance capabilities for determining weapon 
reliability, and extend weapon lives.  The Department must reliability, and extend weapon lives.  The Department must 
ensure thatensure that problems in these areas are aggressively problems in these areas are aggressively 
addressed.addressed.

vvReporting carried over from prior year.Reporting carried over from prior year.65



Financial Control & ReportingFinancial Control & Reporting
Responsible Organization:Responsible Organization: Office of the Chief Financial OfficerOffice of the Chief Financial Officer

Challenge:  Challenge:  Overlapping implementations of the financial services Most Overlapping implementations of the financial services Most 
Efficient Organization (MEO), the Integrated Management NavigatiEfficient Organization (MEO), the Integrated Management Navigation on 
System (ISystem (I--Manage) Standard Accounting and Reporting System (STARS) Manage) Standard Accounting and Reporting System (STARS) 
and Data Warehouse (IDW) have resulted in a new organizational sand Data Warehouse (IDW) have resulted in a new organizational structure tructure 
for performing financial services and accounting operations, a nfor performing financial services and accounting operations, a new financial ew financial 
management system, numerous business process changes, centralizamanagement system, numerous business process changes, centralization tion 
of accounting functions, a new chart of accounts (standard generof accounting functions, a new chart of accounts (standard general ledger) al ledger) 
and new accounting codes.  As a result, the Department is now faand new accounting codes.  As a result, the Department is now faced with ced with 
many challenges related to data conversion, data/system reconcilmany challenges related to data conversion, data/system reconcil iation and, iation and, 
startstart--up operations.  The new financial services organization staffingup operations.  The new financial services organization staffing level level 
and employee skill mix were not adequate to perform the more comand employee skill mix were not adequate to perform the more complex plex 
functions in the new accounting system environment. In addition,functions in the new accounting system environment. In addition, there were there were 
not fully documented processes and operational procedures in planot fully documented processes and operational procedures in place.  As a ce.  As a 
result, the Department missed critical milestones in preparing iresult, the Department missed critical milestones in preparing its FY 2005 ts FY 2005 
audited financial statements. audited financial statements. 

Reporting carried over from prior year.Reporting carried over from prior year.
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Unclassified Cyber SecurityUnclassified Cyber Security

Responsible Organization:Responsible Organization: Office of the Chief Office of the Chief 
Information OfficerInformation Officer

Challenge:  Challenge:  The Department faces significant The Department faces significant 
challenges in providing adequate security for its challenges in providing adequate security for its 
information technology assets used to support business information technology assets used to support business 
operations.  Cyber security inspections performed by the operations.  Cyber security inspections performed by the 
Office of Security and Safety Performance Assurance Office of Security and Safety Performance Assurance 
(SSA) consistently identify significant weaknesses in the (SSA) consistently identify significant weaknesses in the 
security of unclassified computer networks at security of unclassified computer networks at 
Headquarters and field elements.  These weaknesses Headquarters and field elements.  These weaknesses 
pose significant risks to the confidentiality, integrity and pose significant risks to the confidentiality, integrity and 
availability of DOE unclassified computer networks. availability of DOE unclassified computer networks. 
Reporting carried over from prior year.Reporting carried over from prior year.

67



FEDERAL MANAGERS’FINANCIAL 
INTEGRITY ACT (FMFIA) 

Results
of FY 2005
QA Review
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Quality Assurance (QA) Review

n CFO completes a QA checklist for all FMFIA 
Assurance reporting.

n Checklist indicates whether offices met reporting 
requirements.

n FY 2005 QA areas needing improvement :
n Timeliness of submissions
n Action plans for all prior and new problems
n Executive summary not consistent with action plans
n Assurance memoranda/action plans prepared using 

prescribed format
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 QUALITY ASSURANCE CHECKLIST 
 FOR 2005 FMFIA ASSURANCE LETTERS 
 
DEPARTMENTAL ELEMENT 
 
Assurance Letter        
 
1. The letter has been addressed correctly, submitted on time and signed by Head of Departmental 

Element.   Yes/No  
2. Includes the following statements:  
 
    - that a review of management controls has been performed considering all known information;  

Yes/No   
    - complies with underlying management principles; Yes/No   
    - reasonable assurance;   Yes/No     
 M&O statement (Field, EM, RW, EE only);  Yes/No 
    - Financial Management System (FMS) paragraph (Field and ME only); and, Yes/No   
    - executive summary of reportable problems and nonconformances consistent with action plans 

submitted, including statement on actions taken for closure and if applicable.  
 
Attachment A - Action Plans 
 
3. Follows FY 2005 Reporting Guidance and Requirements for all reportable problems and 

nonconformances, and includes:  
 

    - applicable departmental challenges/milestones from the FY 2004 Accountability Report and 
FMFIA Action Plans;    Yes/No     

    - executive level summary of reportable problem or nonconformance;   Yes/No  
    -  identification of  the proper program, administrative function, or crosscutting area and for Field 

offices the cognizant Headquarters organization;   Yes/No    
 - critical milestones highlighting key tasks and target dates to resolve the reportable problem or 

nonconformance;   Yes/No    
    - success indicators describing the qualitative/quantitative measures used to achieved goal(s) and 

eliminate the problem or nonconformance; and,  Yes/No 
    - consideration and/or reporting of such items as news media and audit reports.  Yes/No 
           
 
The yearend assurance memorandum from the office indicated above generally meets the 
reporting requirements contained in DOE Order 413.1A and the yearend instructions.  Any 
significant deficiencies have been noted in the comments sections.   SEE NOTE  
 
 
 REVIEWER __________________________       DATE   ________________________            
                                                                  
 
COMMENTS (Use Back of Sheet) 
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Management Control Action Officer 
Training

FY 2006 Year-End 
Reporting Guidance
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Status of Guidance
¡ Guidance and Detailed Instructions 

Available at the following website: 
www.cfo.doe.gov/progliaison/PAR.htm

¡ Provides Key Deliverable Dates (Att. A) & 
Combines Performance Reporting (Att. B), 
Management Control Program (Att. C), 
Field Management Representation 
Letter Guidance (Att. D), and R&D 
Information   (Att. E)

¡ Addressed to Heads of Departmental 
Elements, including NNSA, from the 
Deputy Secretary 72



FMFIA Year-End Reports

¡ Governing Directive DOE Order 413.1A, Management 
Control Program

¡ Include applicable programs and administrative functions
l Crosscutting areas

¡ Environmental management
¡ Nuclear safety management
¡ Non-nuclear safety management

l Sensitive areas – none identified for FY 2006
¡ Consider the eleven FY 2005 Significant Issues (previously 

Departmental Challenges) and Related Action Plans*
¡ Consider IG & GAO Reports and Management Challenges
¡ Consider Audit of the FY 2005 Financial Statements

*Available electronically at:
http://www.cfo.doe.gov/progliaison/FMFIA.htm
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Process Requirements

¡ Heads of Departmental Elements
l Conduct Summary Management 

Reviews
l Conduct Summary Financial 

Management System Reviews 
(Only Required for Field Elements, CF & NNSA –
organizations having responsibility for a financial 
management systems or system component)

l Submit Annual Report on Status of 
Controls
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Field Reports

¡ Due August 15, 2006
l Reflects Status of Controls as of the Date of 

Signature

¡ Addressed to Lead Program Secretarial 
Office
l Official copies to Cognizant Secretarial Offices

¡ PMAs addressed to Secretary 
¡ Email report (Word format) to 

richard.heller@hq.doe.gov and send 2 paper 
copies to CF-1.2, Rm C-176 in 
Germantown

75



HQ Reports
¡ HQ organization responsible for Significant 

Issues must update action plans and 
executive summary chart  as of 6/30/06 and 
email to richard.heller@hq.doe.gov by 7/15/06

¡ Due September 9, 2006
l Reflects the Status of Controls as of the Date of 

Signature 
¡ Consider Field Reporting
¡ Addressed to the Secretary through the 

designated Under Secretary, if applicable
¡ Email report (Word format) to 

richard.heller@hq.doe.gov and send 2 paper copies to 
CF-1.2, Rm C-176 in Germantown
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Report Format

¡ Memorandum
¡ Index and Crosswalk
¡ Action Plans
¡ DOE Significant Issue Action Plans 

(HQ only)

Electronic formats of these documents 
can be obtained from: 
www.cfo.doe.gov/progliaison/FMFIA.htm
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HOT TOPICS

FY 2006
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Hot Topics

n Hot Topics are issues currently 
drawing a high level of attention.

n These topics may or may not have 
an impact upon your area, but are 
provided here as information for 
your consideration.
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Hot Topics

n The following pages briefly 
summarize these areas of 
interest:

1. The President’s Management Agenda
2. Significant Issues
3. IG and GAO Management Challenges
4. IG Watch List
5. Other Areas of Interest
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Hot Topics

President’s Management Agenda
1. Human Capital
2. Competitive Sourcing
3. Financial Performance
4. E - Government
5. Budget and Performance Integration
6. Federal Real Property Asset Management
7. Research and Development
Found at:  www.whitehouse.gov/omb/budget/index.html81



Hot Topics

n Significant Issues

1. Environmental Cleanup
2. Nuclear Waste Disposal
3. IT Management
4. Oversight of Contractors
5. Security
6. Project Management
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Hot Topics

n Significant Issues (Cont.)

7. Human Capital Management
8. Safety and Health
9. Stockpile Stewardship
10. Financial Control & Reporting
11. Unclassified Cyber Security
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Hot Topics
n IG Management Challenges
Mission Related Challenges:
n National Security
n Environmental Cleanup
n Stockpile Stewardship
Internal Control Challenges:
4. Contract Administration
5. Project Administration
6. IT Management
7. Financial Control & Reporting84



Hot Topics

n GAO Management Challenges
1. Cleanup of Radioactive and Hazardous 

Waste
2. Security Threats and Problems
3. Nuclear Weapons Stockpile
4. Contract Management
5. Revitalize Infrastructure
6. Leadership in Meeting the Nation’s Energy 

Needs 85



Hot Topics

n IG Watch List

1. Energy Supply

2. Worker and Community Safety

3. Human Capital
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Hot Topics

n Other Areas Of Interest
1. Financial Oversight (Department-wide 

coverage) 
2. Financial Statement Findings
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IG and GAO Management IG and GAO Management 
ChallengesChallenges

88



MANAGEMENT CHALLENGESMANAGEMENT CHALLENGES

uu IG and GAO identify “Management Challenges” on IG and GAO identify “Management Challenges” on 
an annual basisan annual basis

uu Reports Consolidation Act requires IG to identify Reports Consolidation Act requires IG to identify 
the most serious risks to the Department (IG the most serious risks to the Department (IG 
Special Report Special Report –– DOE /IGDOE /IG--0712)0712)

uu GAO reports Major Management ChallengesGAO reports Major Management Challenges
(GAO (GAO --0505--207)207)

uu All IG and GAO Management Challenges should be All IG and GAO Management Challenges should be 
considered by Departmental Elements when considered by Departmental Elements when 
preparing the FY 05 FMFIA Assurance Report preparing the FY 05 FMFIA Assurance Report 
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IG Management ChallengesIG Management Challenges
uu 7 Management Challenges7 Management Challenges

uu MissionMission--Related ChallengesRelated Challenges
-- National SecurityNational Security
-- Environmental CleanupEnvironmental Cleanup
-- Stockpile StewardshipStockpile Stewardship

uu Internal Control ChallengesInternal Control Challenges
-- Contract AdministrationContract Administration
-- Project ManagementProject Management
-- Information TechnologyInformation Technology
-- Financial Control & ReportingFinancial Control & Reporting
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GAO Management ChallengesGAO Management Challenges

uu 6 Management Challenges6 Management Challenges
-- Contract ManagementContract Management
-- SecuritySecurity
-- Cleanup WastesCleanup Wastes
-- Stockpile ManagementStockpile Management
-- Energy NeedsEnergy Needs
-- InfrastructureInfrastructure
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IG Watch ListIG Watch List

uuManagement issues not meeting the Management issues not meeting the 
threshold of major management threshold of major management 
challenges but warrant continued challenges but warrant continued 
attention from senior Department attention from senior Department 
managersmanagers

uu Energy Supply, Human Capital and Energy Supply, Human Capital and 
Worker and Community SafetyWorker and Community Safety
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Management ChallengesManagement Challenges

uuVarious reports issued regarding Various reports issued regarding 
National Security, Environmental National Security, Environmental 
Cleanup, Stockpile Stewardship, Cleanup, Stockpile Stewardship, 
Contract Administration, Project Contract Administration, Project 
Management, Information Management, Information 
Technology, Safety and Performance Technology, Safety and Performance 
Management can be viewed at Management can be viewed at 
www.ig.doe.gov www.ig.doe.gov 
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Tracking Significant
Issue Action Plans 
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Federal Manager’s Financial 
Integrity Act (FMFIA)

l OMB discussions & DICARC decisions during 
FY 2005 determined:
– DOE has no Material Weaknesses.
– DOE has 11 Significant Issues.
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Significant Issue 
Tracking Requirements

l Departmental elements and the Director, CFO 
must track all reportable problems and 
nonconformances.

l Requirements for tracking can be found in 
DOE Order 413.1A, Chapter VII.
– Departmental Element responsibilities.
– CFO responsibilities.
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Office of Internal Review 
Responsibilities

l CF-1.2 is responsible for maintaining a 
database of all corrective action plans for 
reportable problems, reportable 
nonconformances, and emerging issues.
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Reasons for 3rd Quarter Tracking 
Significant Issue Action Plans

l Monitor progress of the Department’s FY 2005 
Significant Issue Action Plans.
– OMB interest due to President’s Mgmt Agenda.
– Maintain a good financial management score from 

OMB.
– FY 2006 Significant Issue updates will be included in 

the 3rd Quarter Draft of the PAR.
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3rd Quarter Updates of the 
Significant Issue Action Plans

l Complete action plans, as of June 30, 2006, 
required.

l Detailed information important.
l Selected HQ Elements must provide 3rd

Quarter updates to Significant Issue action 
plans, and Executive Summary Chart included 
in FY 2005 PAR by COB Friday, July 14, 2006.
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Implementation of 
OMB Circular A-123, 
Appendix A

Internal Control Over Financial 
Reporting
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Background
OMB Circular A-123, Appendix A, Requires:
¢ Annual Assessment of Internal Controls Over Financial 

Reporting
¢ Identification, Documentation and Testing of Controls to Prevent

Errors and Fraud
¢ Secretarial Assurance on Internal Control Effectiveness (Nov. 

15)

Purpose/Benefits:
¢ Strengthen Internal Controls Over Financial Reporting 
¢ Ensure Reliable Financial Information
¢ Place Accountability with Senior Management
¢ Bring Parity in Requirements Between Private and Public 

Sectors

¢ Drivers:
¢ Private Industry Accounting Scandals 
¢ Sarbanes-Oxley Act
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Impact on Implementation of 
FMFIA
¢ No impact on the Department’s         

FY 2006 FMFIA requirements
¢ Departmental Elements will conduct 

separate evaluations for FMFIA and 
Appendix A
l FMFIA and Appendix A will result in 

separate assurances to be included in 
the PAR on November 15

102



Additional A-123, Appendix 
A, Information
¢ For more information visit the A-123 

website at:
http://www.cfo.doe.gov/progliaison/doeA123/index.htm

¢ If you have any questions, please e-mail 
the Helpdesk at A-123Helpdesk@hq.doe.gov or                                
feel free to call Mindy Bledsoe at 301-
903-2553
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Room Building

FORS

FORS

FORS

FORS

FORS

FORS

Bldg. 950
L'Enf.

FORS

FORS

Headquarters 
Management Control Action Officers (MCAOs)

FORS

FORS

Phone Fax

6-5481 6-6638 Jackie.Chestnut@hq.doe.gov

Chief Information Officer Valerie Young

6-1151 6-0549 katherine.mcculloch@hq.doe.gov

Environmental Management Dennis Hosaflook EM-32 5B-031 6-7685 6-9172 Dennis.Hosaflook@em.doe.gov

Environment, Safety & Health Katherine McCulloch EH-7 1G-080

6-0561 6-8177 Dreda.Perry@ee.doe.gov

Energy Information 
Administration Sharon Sutton EI-30 1E-248 6-0596 6-0114 Sharon.Sutton@eia.doe.gov

Energy Efficiency & 
Renewable Energy Dreda Perry EE-30 6A-067

6-4676 6-3075 Myrna.Turturro@hq.doe.gov

Electricity Delivery & Energy 
Reliability Paul Trottier TD-1 6H-034 6-7844 6-5860 Paul.Trottier@hq.doe.gov

Economic Impact & Diversity Myrna Turturro ED-1 5B-110

202-287-1900 202-287-1700 Deborah.Cavanagh@hq.doe.gov

Counterintelligence

Nancy Holmes
Alt. John Swift
Alt. Glenn Smith CN-1 8F-089

6-0412
6-5901
3-0395 6-0551

nancy.holmes@cn.doe.gov
John.Swift@cn.doe.gov
glenn.smith@cn.doe.gov

6F-055

Contract Appeals Deborah Cavanagh HG-50 7115

6-8877 6-6279 michael.richard@hq.doe.gov

Civilian Radioactive Waste
Management Jackie Chestnut RW-2E 5A-061

Congressional & 
Intergovernmental Affairs Mike Richard AB-1

Valerie.Young@hq.doe.gov

Organization MCAO Internet Address
Routing
Symbol

IM-10 8H-085 6-8853 6-7966
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GTN

FORS

FORS

FORS

GTN

FORS

FORS

Morgantown, 
WV

GTN

FORS

FORS

Bldg. 950
L'Enf.

3-1248 3-1230 Sherri.Bishop@hq.doe.gov

Science Janet Venneri SC-67 H-201 3-8642 3-8583 Janet.Venneri@science.doe.gov

Security & Safety 
Performance Assurance Sherri Bishop SP-1.2 D-307

6-4909 6-0863 Jon.Mathis@hq.doe.gov

Public Affairs Mike Richard AB-1 6F-055 6-8877 6-6279 michael.richard@hq.doe.gov

Policy & International Affairs Jon Mathis PI-10 7G-033

3-2551 3-2550 STAFF

Nuclear Energy, Science, & 
Technology

Marvis Aleem
Alt. Patrick Holman NE-10

5A-128D
5A-138

6-0382
6-7016

6-8353
6-4025

marvis.aleem@nuclear.energy.gov
patrick.holman@nuclear.energy.gov

Chief Financial Officer CF-1.2 Staff CF-1.2 C-179

6-8756 6-5999 Elizabeth.Vaden@hq.doe.gov

Legacy Management Glenn Trentham
POB 880
M/S K09

3610 Collins 
Ferry Rd. 304-285-4761 304-285-4403 Glenn.Trentham@netl.doe.gov

Intelligence Elizabeth Vaden IN-1 GA-301

202-426-1589
202-287-1541

202-426-1415
202-287-1415

richard.cronin@hq.doe.gov
Steven.Goering@hq.doe.gov

Inspector General Garland Dovers IG-12 5D-031 6-5798 6-7851 Garland.Dovers@hq.doe.gov

Hearings and Appeals
Richard Cronin
Alt. Steven Goering

HG-30
HG-20

7040
7034

6-8977 6-0734 charles.roy@hq.doe.gov

General Counsel Dan Bullington GC-90 6B-222 6-7364 6-6191 Dan.Bullington@hq.doe.gov

Fossil Energy Chuck Roy FE-3 4G-052
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888 1st St., NE
20426

FORS

202-502-8404 202-219-2873 Frank.Plata@ferc.gov

National Nuclear Security 
Administration Richard Speidel NA-60 6F-078 6-5009 6-5433 Richard.Speidel@hq.doe.gov

Federal Energy Regulatory 
Commission Frank Plata ED-14 43-74
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Julie.cramer@ch.doe.gov

Organization MCAO Internet Address

630-252-2198 630-252-9691

Address

208-526-0336 208-526-7407 LEWISWD@ID.DOE.GOV

Consolidated Business 
Center (OH & RF included)

Brent Johansen
Alt. Richard Freeman 

Idaho Operations Office Darrell Lewis

US DOE - IDO (NE-ID)
1955 Fremont Avenue
Idaho Falls, ID 83401-1240

865-576-7813
johnsonjp@oro.doe.gov
Henrydl@oro.doe.gov

Richland Operations Office Jeff Frey 509-376-7727 509-372-0306 Fjeffrey_A_Frey@rl.gov

Oak Ridge Operations Office
J. Peter Johnson
Alt. Dolores Henry

Mail Stop A5-13
P.O. Box 550
Richland, WA 99352

803-952-9214 803-952-8353 marlenia.murray@srs.gov

NNSA Service Center

Savannah River Operations 
Office Marlenia Murray

Freida.Huckeba@WIPP.WS

Golden Field Office Marlys Kinsey 303-275-4715 303-275-4790 Marlys.kinsey@go.doe.gov

Carlsbad Field Office (WIPP) Freida Huckeba

National Energy Technology 
Laboratory Sharon Marchant

505-234-7315 505-234-7019

Southeastern Power 
Administration

Joel W. Seymour
Alt. Sandra Dye

706-213-3810
706-213-3813 706-213-3884

412-386-6008 412-386-5005 marchant@netl.doe.gov

joels@sepa.doe.gov
Sandrad@sepa.doe.gov

Field 
Management Control Action Officers (MCAOs)

Phone Fax

303-966-6522 303-966-2212
Brent.Johansen@rf.doe.gov
richard.freeman@emcbc.doe.gov

Chicago Operations Office Julie Cramer
9800 South Cass Avenue
Argonne, IL 60439

10808 Highway 93, Unit A
Golden, CO 80403-8200

865-576-0970
865-576-2410

P.O. Box A
Aiken, SC 29801

1166 Athens Tech Road
Elberton, GA 30635

4021 National Parks Highway
Carlsbad, NM 88220

1617 Cole Boulevard MS 1501
Golden, CO 80401-3393

P.O. Box 10940
Pittsburgh, PA 15236

P.O. Box 2001
Oak Ridge, TN 37831-8794
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307-233-4814

Western Area Power 
Administration James Fitzgerald 970-461-7248 970-461-7529 Fitzgerald@wapa.gov

Southwestern Power 
Administration

307-233-4853 janet.boulanger@rmotc.doe.gov

Naval Petroleum and Oil 
Shale Reserves  FE-47 Anton Dammer 6-4685 6-4446 Anton.Dammer@hq.doe.gov

Naval Petroleum Reserves 
Casper Janet Boulanger

907 North Poplar Suite 150
Casper, WY 82601

burinski@bettis.gov

Schenectady Naval Reactors William Younglove 518-395-4654 518-395-6065 Youngwi@kapl.gov

Pittsburgh Naval Reactors Stanley Burinski
P.O. Box 109
West Mufflin, PA 15122 412-476-7280 412-476-7676

6-4401

Strategic Petroleum Reserve 
Project Office Randy Kallauner 504-734-4327 504-734-4672 Randy.Kallauner2@spr.doe.gov

900 Commerce Road East
New Orleans, LA 70123

NR-1 Office of Dep. Admin. 
For Naval Reactors, NNSA

6-0835 Rick.Hoffman@hq.doe.gov

Office of River Protection Lisa A. Copeland 509-376-8515 509-376-8532 Lisa_A_Copeland@rl.gov
P.O. Box 450, MS H6-60
Richland, WA 99352

Strategic Petroleum Reserve, 
HQ Program Office, FE-46 Rick Hoffman

Corporate Services Office
P.O. Box 281213
Lakewood, CO 80228-8213

3H-076, FORS

P.O. Box 1069
Schenectady, NY 12301

3G-038 FORS
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